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ABSTRACT 

 
We live in a very modern era where the presence of the Internet has become one of the necessities of life and to 

facilitate daily and hard work. The presence of the Internet is important, but not all people use it in the right way. 

There are those who prevent the appropriation or theft of information be secure through the presence of some gaps 

in the web, so researcher will do some examinations on some university website in Saudi Arabia and analysis of 

the types of vulnerabilities using the OWASP ZAP bracket and use Black box method, It’s testing the functionality 

without peering into internal structures. The result from this research is to measure the security of university 

websites in KSA. 
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1. Background 

The development of technology and information in the current era is very rapid, the internet is an important part in the 

continuity of activities carried out by today's society. This can be seen with the increasing number of users of social 

media and the internet today. We Are Social noted that 95.7% of Saudi Arabia's population had used the internet as 

of January 2021. This proportion is the 3rd highest ranking in Asia, after the United Arab Emirates and South Korea 

(Databoks, 2021) This indicates that almost the entire population of Saudi Arabia is now connected to the internet. 

 

The development of information technology has also touched the process within the scope of the university in order 

to increase the effectiveness and efficiency of work. Currently, quite a lot of modern universities use information 

technology by utilising the internet network, namely the web as a medium for conveying information, connecting the 

academic community and others. 

 

Creating information systems can improve the quality of an organisation. The importance of the value of information 

causes the information generated from the system to be restricted to access by certain people so that the value of the 

information conveyed maintains its integrity. The fall of information to other parties who are not authorised can cause 

harm to the organisation so that the system created must be able to cope with unwanted actions. Information security 

is something that must be considered for every agency in order to avoid interference or criminal acts. 

Lack of understanding and awareness of system security issues always threatens at any time, especially for developers. 
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Data leakage or destruction can threaten at any time as human resources increase. Web security solutions from 

interference or hacker attacks can be done by means of security testing carried out to determine the level of vulnerability 

in order to avoid attacks from irresponsible parties.  

 

Software security plays an important role in many aspects of cybersecurity. To protect the web server from attacks by 

irresponsible parties, it is recommended that web server testing should be carried out by self-testing the web server 

system itself using the penetration testing method. According to Mulyadi, penetration testing is a procedure and 

technique to assess the security of a computer system or network by running attack simulations to find out where the 

system is vulnerable and to close or repair the gap. Penetration testing is done as a precaution to prevent hacking of 

the system (Mulyadi, 2018). One of the penetration testing methods is Open Web Application Security Project 

(OWASP) which is a non-profit organisation that focuses on web security (Owasp, 2021). The OWASP risk 

assessment method is a simple and useful way to calculate and assess the risk vulnerabilities of websites. OWASP 

has several projects, namely OWASP Top 10, OWASP Proactive Controls, OWASP Application Security 

Verification Standard (ASVS), OWASP Software Assurance Maturity Model (SAMM), OWASP Zed Attack Proxy 

(ZAP), and OWASP ModSecurity Core Rule Set (CRS). One that will be used by the author in this research is 

OWASP Zed Attack Proxy (OWASPZap) is a tool used to find various security holes in web applications when 

developing and testing web applications (G.Costaner, 2020). The OWASP method is open and collaborative, this 

method is based on the Black Box Testing approach where the examiner has very little information on the web to be 

tested. As a method of application security. This test is expected to determine the quality of websites owned by 

several universities in Saudi Arabia in maintaining and developing their websites. 

 

Based on the foregoing background and problem formulation, the researcher is interested in taking the topic for this 

thesis. PENETRATION TESTING IN SEVERAL UNIVERSITIES IN SAUDI ARABIA USING BLACK BOX 

METHOD. 

2. RESEARCH METHOD 

In this study using the Black Box method, namely testing on 

a website that has used a hosting service The Tool used in OWASP ZAP is Active scan, active scan rules, alerts, 

Access control testing, and passive scan rules. 

The following is the flow of research methods or steps that will be carried out in this research: 

Figure 3.1 Flow or steps of research methodology 
2.1 Research methods 

Explanation of the flow of research methods in Picture 

3.1 The flow or steps of the research methodology based on the sequence: 
2.2.1 website 

The initial step is to do an analysis using BLACK BOX to find websites that use BLACK BOX hosting services, as in 

the case study that will be tested. OWASP ZAP is embedding the search URL university website in KSA in it. with 

BLACK BOX helps to do an accurate search. 

 

 

 

 

Figure 3.2.1 website 
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2.2.2 Input URL 

 

 

 

 

 

 

 

                    

 

 

        Figure 3.2.2 Input URL website 1.Choose Automated Scan. 

2.In put the URL of the university website. 3.Checklist Use traditional and Use ajax spider. 

4. Choose a browser as a support already installed on the computer. 

5. Chose attack mode. 6.Press Attack. 

 
2.2.3 Proses scanning 

Process scanning sends some request access to the web server to find vulnerability by link or URL website in it. 

                                

 

                                          Figure 3.2.3 Result Report 

 
 

2.2.4 Result report 

The report is the response after the attack with a scan using OWASP ZAP to send several request access to the web 

server to find several vulnerabilities such as content security tokens, email viewstate, and cookie attributes. 
 

                                         Figure 3.2.4 Result Report 

 
3. Results and Discussion 

the results and discussion of the scanning process that has been carried out, the results show that there may be 

security holes in the targets of several universities in Saudi Arabia, among them as shown in Figure 4.1 
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Figure 4.1 Security gap in the domain of several universities in Saudi Arabia 

 

Table 4.1 Security gap in the domain of several universities in Saudi Arabia 
 

 LOW MEDIUM HIGH 

KFUPM.EDU.SA 1 2 7 

SEU.EDU.SA 1 4 5 

NBU.EDU.SA 2 6 9 

YU.EDU.SA 1 4 6 

BMC.EDU.SA 3 8 4 

 

shows a graph of the scan results using the OWASPZap automation application which shows the number of possible 

security holes that exist on the target web according to the level of threat here divided into 3 categories based on the 

effects of these security holes, namely High, Medium and Low. Furthermore, the results of the scanning process 

using the WPScan tool are shown in Figure 4. 2. In Figure 4.2, this explains the number of possible types of security 

holes that exist in each web. 

 

 

                                                         
Figure 4.2. Number of threat types scanned from OWASP 

4.1.1. OWASP ZAP automation application 

The results of the report issued by the application will show the alertas shown in figure 4.3 it contains the risk 
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Figure 4.3 Security vulnerabilities report 

 

And beside this bar shown another bar contains the vulnerabilities risk level, category or name of the vulnerabilities, 

the location of the vulnerabilities, methods, parameters and also the last solution to deal with these vulnerabilities 

as shown in Figure 4. 3 and Figure 4. 4 

 

Figure 4. 4 Solutions to overcome security holes 
 

Meanwhile, reports with xml format are different in appearance from html but have the same content as 
 

Figure 4.5 below 
 

4.2 Discussion 

4.2.1 OWASP ZAP automation application 
At this stage, the use of the OWASPZap automation application will be explained. The application display is as 
shown in Figure 4.6 and figure 4.7. 
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Figure 4.6 OWASP Zap automation application file 
 

Figure 4.7 OWASP Zap automation application shortcut 

 

First the user opens the OWASP application and the application will ask how the result want to be saved. The issued 

file will be saved in the format of the target name and the date and time the scanning process was completed as shown 

in Figure 4.8 

 

For the next step choose Automated Scan as shown in 
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Figure 4.9 

 

And for the next step enters the target URL to be scanned as shown in Figure 4. 10. Here the author gives an example 

using the website of a university in Saudi Arabia, namely using the web url http://www.kfupm.edu.sa/ar/default. aspx 

for the scanning process. 

Put the checklist Use traditional and Use ajax spider on the bar and Choose a browser as a support already installed 

on the computer as shown in figure 4.10 and choose attack mode and press the attack to run the scanned process 
 

Figure 4.10 

 

will automatically proceed to the next stage, namely the scan progress shown in Figure 4. 11 This stage aims to 

search for security holes on the target web 
 

Figure 4. 11 
 

4. 3. Analysis 

At this early stage the author uses several tools to find information about the target web that will be tested pentest. 

By using the search engine, namely Google, as shown in Figure 4. 15. In Figure 4. 15, it is found that several 

university targets in Saudi Arabia have main websites with the name 

 

4.3.1 kfupm.edu.sa 
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                               Figure 4.3.1 King Fahd University of Petroleum & Minerals. 

4.3.2 seu.edu.sa 
 

 

 
 

 

Figure 4.3.2 Saudi Electronic University. 

 

4.3.3 nbu.edu.sa 

 
 

Figure 4.3.3 Northern Border University. 

 

4.3.4 yu.edu.sa
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Figure 4.3.4 Al-Yamamah University. 

4.3.5 bmc.edu.sa 
 

 

                                                          

Figure 4.3.5 Batterjee Medical College. 

The results that have been obtained from scanning and testing using OWASP ZAPare in the form of several 

security vulnerabilities with Low, medium and high levels. The results will be grouped according to the services 

that have been used and the number of security vulnerabilities that have been found on the website will be 

calculated, and the total number of security vulnerabilities found on the websitewill be grouped by the type of 

service and the level of security vulnerabilities that have been found. The results will be made into a table like the 

following: 
 

 1. kfupm.edu.sa 

 

Figure 4.3.6 spider. 

 

On the website kfupm.edu.sa a security vulnerability has been found. A total of 1 security holes that have a Severity 

risk rating which are categorized assecurity holes with a High level of vulnerability. 

A total of 7 security holes that have a Severity risk rating which are categorized assecurity holes with a Medium 

level of vulnerability. 

A total of 6 security holes that have a Severity risk rating which are categorized assecurity holes with a Low level 

of vulnerability. 

It is known that there are a total of 14 secuity holes found, the High category is having a higher priority for 

immediate fixing or repairs so that the resulting impact can be reduced or even lost immediately. 

It Found 1 High category with the gap name PII Disclosure 

 
 

Figure 4.3.7 type of gap. 
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PII is an extension of Personally Identifiable Information so this response contains Personally 

Identifiable Information, such as CC number, SSN and similar sensitive data. For the solution 

check the response for the potential presence of personally identifiable information (PII), ensure 

nothing sensitive is leaked by the application. 
2.  seu.edu.sa 

 

 

 Figure 4.3.8 alerts. 

On the website seu.edu.sa a security vulnerability has been found. 

A total of 1 security holes that have a Severity risk rating which are categorized assecurity holes with a High level of 

vulnerability. 

A total of 4 security holes that have a Severity risk rating which are categorized assecurity holes with a Medium level 

of vulnerability. 

A total of 5 security holes that have a Severity risk rating which are categorized assecurity holes with a Low level of 

vulnerability. 

It is known that there are a total of 10 security holes found, the High category is having a higher priority for immediate 

fixing or repairs so that the resulting impact can be reduced or even lost immediately. 

It Found 1 High category with the gap name PII Disclosure 

 

 

Figure 4.3.9 Alerts 

 

 

Figure 4.3.10 Describe. 

.
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On the website nbu.edu.sa a security vulnerability has been found. A total of 2 security holes that have a Severity 

risk rating which are categorized assecurity holes with a High level of vulnerability. A total of 6 security holes that 

have a Severity risk rating which are categorized assecurity holes with a Medium level of vulnerability. A total of 9 

security holes that have a Severity risk rating which are  categorized assecurity holes with a Low level of 

vulnerability. 

 

3. yu.edu.sa 

 

Figure 4.3.11 Spider. 

 

Figure 4.3.12 Alerts 

 
Figure 4.3.13 Describe. 

 

On the website yu.edu.sa a security vulnerability has been found. A total of 1 security holes that have a Severity risk 

rating which are categorized assecurity holes with a High level of vulnerability. 

A total of 4 security holes that have a Severity risk rating which are categorized assecurity holes with a Medium level 

of vulnerability. A total of 6 security holes that have a Severity risk rating which are categorized assecurity holes with 

a Low level of vulnerability. 

 

4. bmc.edu.sa 

 

 
Figure 4.3.14 Alerts. 
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Figure 4.3.15 Spider. 

 

Figure 4.3.16 Ajax spider. 

On the website bmc.edu.sa a security vulnerability has been found. 

A total of 0 security holes that have a Severity risk rating which are categorized assecurity holes with a High level  

of vulnerability. 

A total of 3 security holes that have a Severity risk rating 

which are categorized assecurity holes with a Medium  
level of vulnerability.  

A total of 8 security holes that have a Severity risk rating which are categorized assecurity holes with a Low 
level of vulnerability. 

 
 

4. Conclusion and Suggestion 

 

When I already testing from severel website in KSA universitys I found 

 
Table 5.1 total 

 

 
 

So from the result testing I found in the KSA university there is still many low risk and less high risk. The conclusion 

is the secure website on medium level and make more attention on the low risk level. 

 
5.1 suggestion 

 

For the next researcher I hope use my research for your study and make new adaptions to make the websites more 

secure especially university. 
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