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ABSTRACT 
 

E-medical records are sensitive and should be stored in a medical database in encrypted form. However, simply encrypting these 

records will eliminate data utility and interoperability of the existing medical database system because encrypted records are no 

longer searchable. Moreover, multiple authorities could be involved in controlling and sharing the private medical records of 

clients. However, authorizing different clients to search and access records originating from multiple authorities in a secure and 

scalable manner is a nontrivial matter. To address the above issues, we propose an authorized searchable encryption scheme 

under a multi-authority setting. Specifically, our proposed scheme leverages the RSA function to enable each authority to limit 

the search capability of different clients based on clients’ privileges. To improve scalability, we utilize multi-authority attribute-

based encryption to allow the authorization process to be performed only once even over policies from multiple authorities. We 

conduct rigorous security and cost analysis, and perform experimental evaluations to demonstrate that the proposed scheme 

introduces moderate overhead to existing searchable encryption schemes. Index Terms—Multi-authority, encrypted data search, 

e-medical system, cloud storage, forward security. 

 

Keywords: Multi-Authority, Encrypted Data Search, E-Medical System, Cloud Storage, Forward Security 

1. INTRODUCTION 
Digitalized medical documentation plays a crucial role in this and upcoming digital world of sectors like food, medical, 

transportation, imports and exports. Which is used to create, manage, and maintain the record. Especially in health sector. Encryption 

of data before uploading to the cloud .so, that only authorized client who has the key can only decrypt and permit to access. And 

also, data owner also need key to access their health record. These all encryption and decryption leads to the huge computation and 

communication cost. And also, it is not possible with the single authority and its only possible by multiple authority through various 

keywords. To enable search of encryption data we proposed data with client secure search token. As the medical data are sensitive. 

it should be handled so delicately. So, a patient takes treatment in different hospitals with various doctors. So, all doctors cannot 

access the entire details of the patient. if the patient consults a neurologist. the doctor can only access the details only related to 

nerves and other than this he cannot access. 

 

As medical data is totally a privacy thing. It can be access through only authorized keywords for searching. We proposed RSA 

functionality to search token. ABE it has certain policies, only if it satisfies these policies, it can decrypt and access data . RSA-

based Access-Tree CP-ABE scheme that is considered as an efficient and lightweight encryption system that can run on resource 

constraint easy to use Typically, there are four main algorithms of a CP-ABE scheme, which respectively are setup, key generation, 

encryption and decryption, CP-ABE use tree structure with different keys into order to Access given attributes. 

 

2. RELATED WORK 
Data Encryption and Search 

The searchable encryption scheme was first proposed by Chor et al in 1995 and it is based on symmetric encryption. Encryption is 

the process of encoding information. The process means which converts plain text into a ciphertext where the users or clients who 

are authorized can decipher a ciphertext back to plaintext and access information. There is also asymmetric encryption which is also 
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known as public key encryption .it works on two keys where one is Used for encryption and different key is used for decryption. 

That different encryption key is shared publicly for anyone to use. Currently, many researchers are focused in exploring practical 

and secure data for large encrypted data search. Many researchers are in searching of a perfect scheme then cast et al designed a 

novel encrypted scheme that supports Boolean queries and this work is about to realize sublinear conjunctive search for various 

structured data. Security of data is always a primary concern for researchers or users. Thinking of forward security in cryptography 

primitive which has proposed to prevent matching the token with documents to server from query. 

 

Attribute Based Encryption 

In an ABE system, an encrypted data is associated with a set of attributes. A user’s private key is associated with an access structure 

over a set of attributes. The user’s private key reflects the user’s access policy. This implies that the user is allowed to decrypt if 

and only if the set of attributes of a user’s private key satisfies the access policy. Comparing with the original ABE scheme, the 

advanced ABE scheme improved it’s expressibility, which means that the user’s private key is able to express any monotone access 

formula consisting of AND, OR, or threshold gates. Moreover, when encrypting a message, a user may not be aware of the attributes. 

After creating the cipher-text, a new set of attributes may be used in the system. The core component of the current ABE systems is 

a secret-sharing scheme. The ABE algorithm can encrypt the text from a data owner which correlates the attributes of the user. The 

main characteristic of ABE is to reconsider the concept of a public key. Normally, a receiver decodes an encrypted message with a 

public key. In identity-based encryption cryptography, the user’s public key can be any string such as an email address. Thus, the 

cipher-text can be decoded only if someone holds the key with the matching attributes. Generally, the user’s key is issued by a third 

trusted party. ABE is basically a one-to-many algorithm that sends a message so that all legitimate users are able to decode. By 

contrast, a one-to-one encryption algorithm has scalability issue as it can only send the message to a single recipient. 

 

RSA 

Rivest-Shamir-Adleman (RSA) is an asymmetric algorithm that uses key pairs (public keys & private keys) to deal with the message. 

Public keys can be exposed to anyone. On the contrary, only the owner of keys holds the private keys. In other words, there is no 

need to compromise security of public keys which can be distributed publicly, but the privacy of private keys. In order to generate 

the key pairs safely, cryptographic algorithms based on mathematical problems to generate one-way functions are needed. It can be 

a notion of a trapdoor function which is a mathematical function that underpins the public key encryption system. For example, the 

process of taking a given value A and using the trapdoor function to get another value B is very easy, however, it is intractable to 

use trapdoor function to get the value A from the value B. The reason is that it is easy to “add” points together and to “multiply” a 

point by an integer by using the “group law” (trapdoor function), but it is very difficult to work backward to “divide” a point by a 

number. In other words, assuming that it is intractable to factor a large integer composed of two or more large prime factors, the 

public key systems are secure. The greatest common divisor of two numbers can be found by using the Euclidean algorithm. 

 

The RSA algorithm can be slow when generating key pairs with large primes. Besides this, when encrypting large data in the same 

computer, the RSA algorithm can also be very slow. For further explanation, the main computational cost of the RSA algorithm is 

the modular exponentiation during the key generation, encryption and decryption process. The reason is that this algorithm needs a 

third trusted party to identify the public keys. During the data transmission, it can be exposed to the middlemen who is able to 

temper with the public key system and the algorithm can be compromised. Thus, a secure implement is difficult due to the slow 

speed of signing and decryption. In addition, the RSA algorithm has weaknesses against certain attacks, such as Brute force as the 

capacity of supercomputer advances rapidly. 

 

3. PERFORMANCE ANALYSIS  
In this section, we mainly discuss the complexity and performance of the proposed authorized encrypted search scheme for multi-

authority medical databases. We implement the proposed scheme through Java in eclipse platform. The experiment is conducted on 

a laptop with the Windows 11 operation system, Intel Core i5. To realize non-interactive token generation, we deploy an RSA 

protocol to the system setup. Our RSA implementation uses the insider Java cryptographic library. 

 

 Overhead Analysis 

The overhead in our scheme is mainly concentrated on three parts, i.e., a multi-authority attribute-based encryption policy for fine-

grained access control; a hash keyword to prime function for mapping keyword to prime; and an RSA function for achieving non-

interactive functions. we know that the cost of the hash keyword to prime function is a one-time operation, and we can build a table 

to record all the possible mapping for later use. 

 

4. CONSTRUCTIONS 
There are four main algorithms of a CP-ABE scheme, which respectively are setup, key generation, encryption and decryption. In 

the first setup algorithm, two prime numbers are picked based on the concept of RSA algorithm, and new security parameters are 

produced step by step from these two primes. 

Notation Description 

 
 

w set of authorized keywords for the client 

DB= (idi,Widi) database form of document-keyword pairs 

EDB= (u,e) encrypted database 

DB(w) set of documents that contain keyword w 

I set of document identifier 
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After getting all the security parameters, a master public-key as well as a master secret key are created by utilising the security 

parameters produced in the setup stage. In the second algorithm, it takes a set of attributes and the master private key as inputs and 

then it outputs a secret key associated with a set of attributes defined by each decoder by using a hash function for each attribute. In 

the third algorithm, a Lagrange polynomial is selected with an up-to-down manner for each node in an access structure. 

 

Notations 

Here, we present an authorized encrypted search scheme for multi-authority medical databases. Note that, all the keywords have 

already been mapped to the available prime integers by Algorithm 1 in the scheme. Let F: {0,1}λ × {0,1}∗ → {0,1}λ be a key-based 

pseudo random function and H1 : {0,1}∗ → {0,1}λ,H2 : {0,1}∗ → {0,1}2λ+1 be two cryptographic hash functions, and P be a symmetric 

pseudo-random permutation. Then our multi-authority encrypted databases can be described as follows: 

 

Setup: In this stage, each authority executes independently to initialize the system and generates an encrypted medical database for 

their existing database. Without loss of generality, we take the i-th authority as an example. It takes the security parameter λ and a 

local database DBi as inputs, and then outputs its public key, master key and an encrypted database EDBi. Specifically, the i-th 

authority first chooses two big prime integers pi,qi and sets Ni = piqi, then it selects a string ki from {0,1}λ randomly. Let g be an 

element in group G. At the same time, it also needs to perform an MA-ABE setup protocol to obtain a pair of keys (mpki,mski), 

where (mpki,mski) ← MA-ABE.Setup(1λ). Then the public key and the master key of the i-th authority are PKi = (Ni,F,H1,H2,P,mpki) 

and MKi = (pi,qi,ki,g,mski), respectively. Finally, the i-th authority takes PKi,MKi, DBi and a set of access policies of interested 

authorities  as inputs, and then outputs an encrypted database EDBi and a map Ti which maps keyword to the encrypted 

partial token by Algorithm 2. 

 

 

Algorithm 2 Generate encrypted database 

Input: MK, PK, DB, ; 

  

// here denotes the set of access policies of the l authorities involved in 

encryption 

Output: EDB, T 

1: EDB ← {},T ← empty map 

2: for w ∈ W do 

 c ← 0,st0 ←− {$0,1}λ 

3: 

4: stagw ← F(k,g1/w mod n) 

5: for id ∈ DB(w) do 

6: c ← c + 1 

 tc ←− {$0,1}λ 

7: 

8: stc ← P(tc,stc−1) 

9: u ← H1(stagw||stc) 

10: e ← (id||0||tc) ⊕ H2(stagw||stc) 

11: EDB[u] = (e) 

12: end for 

13: T[w] ← MA-ABE.Enc  

14: end for 

15: return EDB, T 

 
ClientKGen: Similar to the Setup stage, here we also take the i-th authority as an example to introduce how to generate a private 

key for the client with attributes S and a set of authorized keywords w = (w1,w2,...,wn). 

 

First it computes skw = (skw,1,skw,2) ← (ki,g1/Qnj=1 wj mod Ni), and then executes MA-ABE schemes to obtain the attributes key 

skS ← MA-ABE.KeyGen(mski,S). Finally, it sends the private key sk = (ki,g1/Qnj=1 wj mod Ni,skS) to the client together with the 

authorized keyword set w in a secure channel. 

 

Encrypted Data Search: Whenever the client described above wants to search the documents with keyword w over the database 

EDBi, she first scans the mapping table Ti to fetch the hidden value eck := MA-ABE.Enc  

and then decrypt-s it to obtain stc||c ← MA-ABE.Dec(skS,eck) with her attributes secret key skS. If the client can get stc||c, she will 

have search permissions; otherwise, she will not. After that, the client computes mod Ni) for the 

Ai access policy for authority i 

S σ 

L 

σ ∈{0,1} 
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expected keyword w. Finally, she sends the total search token STw ← (stagw,stc||c) for keyword w to the server. Once the server 

receives the client’s search token, she takes encrypted database EDB, and search token STw ← (stagw,stc||c) as inputs, and then 

initializes two empty sets I and D. Finally, the server performs Algorithm 3 to get the set of document identifiers I, and returns it to 

the client. 

 

Algorithm 3 Encrypted data search 

Input: Search token:STw, Encrypted Database: EDB 

Output: I 

1: I ← {},D ← {} 

2: (stagw,stc||c) ← STw 3: for i = c to 1 do 

4: u ← H1(stagw||sti) 

5: e ← EDB.find(u) 

6: id||σ||ti ← e ⊕ H2(stagw||sti) 

7: if σ = 1 then 

8: D ← D ∪ {id} 

9: else 

10: I ← I ∪ {id} 

11: end if 

12: sti−1 ← P−1(ti,sti) // P−1 denotes the inversion function of P 

13: end for 

14: I ← I − D 

15: return I 

 

Update Encrypted Database. To allow for addition and deletion of the documents, we consider dynamic encrypted search 

databases. When the i-th authority wants to add a new pair (id,w) into the database, it takes its own master key MKi, public key PKi, 

encrypted database EDBi and the document-keyword pair (id,w) as inputs, and then executes Algorithm 4 to encrypt the new pair 

and inserts the encrypted copy into the encrypted database EDBi. During this process, the authority needs to renew the corresponding 

mapping table Ti as well. 

 

Mark.Note that, the mapping table T in our system can be published or stored at another trusted server which will not collude with 

the server mentioned before. In addition, to improve this process, we can also generate another token for the keyword to hide its 

information. 

 

5. ANALYSIS 
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