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ABSTRACT 
 

Cyber security has become one of the most sought-after 

domains in the field of computer science. Protection of 

computing resources and information against disruptive cyber 

threats have garnered utmost attention in recent times, owing 

to the conventional methods used in the field that often fall 

short of detecting or preventing the ever-evolving collection of 

malwares. With the advent of new technologies such as 

Machine learning and Artificial intelligence, it is possible to 

streamline the approaches in the field of Cyber security. These 

technologies can be used to detect and prevent malicious 

content, thereby developing successful security solutions. The 

right AI tech could help us process huge volumes of threat 

data, discover anomalies and effectively eliminate potential 

threats. Currently, the most common approach involves using 

regular expressions to sequentially compare the incoming 

request or its vector with a predefined set of signatures. 

Though this approach is widely prevalent, it falls short in 

terms of accuracy. This is due to the fact that the signatures 

are not updated often, and several logical problems or loops 

come up when regular expressions are used within thousands 

of individual rules. In this project, we aim to identify various 

injections among neutral input vectors using ML models and 

will be predicting whether the vectors are injection or not. An 

ensemble of a number of ML models is used to build a voting 

mechanism to have an accurate prediction. For the sake of 

demonstration, the application consists of a frontend built 

using react and a python flask backend server. 

 

Index Terms- SQLi, Artificial Intelligence, Machine Learning, 

Logistic Regression, Ensemble model, Neural Network, 

Gaussian Naïve Bayes, SVM, KNN, Decision Tree, 
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I. INTRODUCTION 

Security on the web is a very important aspect as a large amount 

of data is made available to everyone all over the world through 

the internet. Cybersecurity deals with the protection of privacy 

as well as protection against any threats that one may face on the 

internet. Hackers, viruses, malwares, spywares, phishing 

attacks, ransomwares, trojans, identity theft, data manipulation, 

DoS attacks are just some of the threats that we face today. 

Cyber-attacks aim at modifying or destroying sensitive 

information which can in turn be used to extort money, destroy 

companies and people’s lives. With the increase in use of 

software and more and more companies making their businesses 

online cyber security has never been more important as well as 

relevant. The Internet has become a critical part of everyone’s 

lives and is also bringing increased benefits into people’s lives. 

The Internet was designed with the notion of mutual trust. 

However, this assumption leads to a diverse variety of attacks 

and methods need to be identified to mitigate the issues caused 

by these attacks. With the wide use of distributed system 

technologies and inter application communication via APIs 

network security is of high importance while building 

applications. Any sensitive information transmitted needs to be 

encrypted and must not be available for any kind of man in the 

middle attacks. The number of threats are increasing at an 

alarming rate as well and there is a dire shortage of qualified 

cyber security experts in the world. Cyber security must be 

automated and there must be a system to learn and adapt to new 

kinds of threats. That is where Artificial Intelligence comes into 

picture. Artificial intelligence based cybersecurity involves the 

use of various machine learning algorithms to predict and 

mitigate vulnerabilities in modern day applications. The 

machine learning models are trained from time to time on 

various kinds of real time data which helps the algorithms to 

identify patterns in them. Sometimes not one algorithm is able 

to identify the threat and we would have to make use of multiple 

models to make a final decision. A data mining framework is 

needed to frame and feed the algorithms with data . Necessary 

preprocessing steps need to be taken to enhance the model 

performance and accuracy of the outcomes. 

 

II. LITERATURE SURVEY 

 SQL injection detection was tested with many machine learning 

models out of which decision tree algorithms were proved to 

provide promising results. The decision tree algorithm seemed 

to be very effective with respect to the time complexity.[1]. 
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In case of web applications, an Elastic Pooling CNN model was 

used. This model when compared with other machine learning 

techniques provides a high accuracy and FI score. [2] According 

to the paper [3] a new algorithm is proposed which is effective 

against varying malwares. The results seem to have no false 

positives and are highly resistant against hackers. 

 

The usage of ensemble models is recommended to overcome the 

drawbacks of the individual algorithms used. Same can be said 

about hybrid classifiers which give better results in detecting 

SQL injection attacks.[4] With increasing network traffic over 

the internet, new methods have been proposed to track network 

security vulnerabilities over the network. The paper [5] deals 

with network security where different labels are assigned to 

specify the threat using Independent component analysis and 

common spatial patterns methods 
 

Software that the administrators can use to watch or monitor the 

activities of an individual while browsing so that they can be 

saved or prevented from being a victim of the cybercrime. The 

domains are classified as Blacklisted or Greylisted by 

comparing them with the library of the websites that are stored 

in the software. [6] 
 

By applying unsupervised learning besides supervised learning 

on the feature vectors (Op code frequency), malwares can be 

classified. Random Forest algorithm performs better than deep 

neural networks when the feature vector is Op code. Deep 

Neural Network with two hidden layers ( DNN-2L ), with 4 

hidden layers, and with 7 hidden layers were considered to learn 

features at different levels of abstraction [7] 
 

Applications of ML techniques evaluated in detecting malicious 

insiders in networked systems of corporations and 

organizations.  Features consisting of details like the no. of 

actions on a shared PC, no. of HTTP downloads, and average 

size of attachments in the emails sent were considered as feature 

vectors. ML Algorithms or Techniques like Logistic Regression, 

XGBoost, Neural Networks and Random Forest algorithms 

were used for Data Analytics [8] 
 

Static and dynamic analysis used for feature extractions and a 

feature selection approach using PCA is presented. SVM 

algorithm used for building the model and results have been 

presented. Whenever a new application is installed, its MD5 

value is extracted and compared with the malicious MD5 

present in the SQLite. If a new value exists in SQLite then the 

system will alert the user to delete it because of the presence of 

malicious information. Else when there is no malicious 

information, the APK is submitted to the server. [9] 
 

When the traditional solutions to Cybersecurity become 

inadequate, advances in cryptographic & AI techniques show 

promise to help in countering threats that are posed by the 

adversaries. Types of cybersecurity threats like DoS attacks, 

SQL Injection attacks, password attacks etc. ML techniques like 

Decision trees, naive bayes, SVM, KNN etc can be used to 

detect cyberattacks [10] 

 

III. IMPLEMENTATION 

A. Design 

The following figure(Fig 1) is the flowchart of the project. The 

order of events is: 

1. A user goes to the login page in the frontend application and 

fills in username and password credentials 

2. Once the user submits his credentials, it creates a POST 

request and the credentials are sent to the backend 

application to check for SQL Injection possibility. 

3. The backend application uses  ensemble machine learning 

techniques consisting of different ML Models to detect 

SQL Injection in the input credentials. 

4. If the credentials are genuine and no sql injection  is 

detected, then user login is successful. 

5. If SQL injection is detected then the user is denied login to 

the website with a push notification saying “SQL Injection 

Detected in login/password field.” 

 
Fig 1: Flowchart of the project 

 

B. Implementation Details of the ML Models 

The implementation of the ML models involves phases like Data 

Collection, Data Preprocessing, EDA (Exploratory Data 

Analysis), building the models and evaluation & comparison of 

models in terms of metrics like accuracy, precision and recall. 

 

Data Collection 

The data used in this project is taken from Kaggle. It has two 

columns : “sentence” and “label”. “sentence” column has the 

inputs in the form of strings and the “label” of 1 means it is an 

SQL Injection while a label of 0 means it is a normal sentence 

and not an SQL Injection attempt. The dataset has about 4200 

rows and 2 columns, which is split into training and testing 

dataset using sklearn library in python. 

 

Data Pre-processing and EDA: 

The rows having missing values are removed. The sentences are 

transformed into the vectors based on frequency count of each 

word that occurred in the entire text, this is done using the Count 

Vectorizer tool by scikit-learn library in python. The process is 

called vectorization and is done since in order to apply machine 

learning algorithms on textual data, it needs to be transformed 

into the vector representations. 

 

Below figures(Fig 2 & 3) show the count or frequency of 

occurrence of each token or letters in the specified range of rows 

in the dataset. By this it can be concluded that the words 

appearing in SQL queries like SELECT, INSERT, UNION, 

from, table name etc have higher frequency than in SQL 

Injection attacks. Also the characters like single quote(‘), 

brackets, 1, =, 1,-,+ etc have higher frequencies since these are 

some of most common characters used in the SQL Injection 

attacks. 
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Fig 2: Word frequencies in a section of dataset 

 

The label column has about 3072 fields as 0(No SQL Injection) 

and about 1128 fields as 1(SQL Injection). The following 

figure(Fig 3) shows the graphical representation of the same in 

the form of histogram. 

 

 
Fig 3: Frequency of unique values in label column 

 

Model Construction 

In this project, several ML Models were constructed and 

compared for their efficiency and performance. The following 

are the models: 

● Logistic Regression 

● Neural Network 

● Gaussian Naïve Bayes 

● SVM 

● KNN  

● Decision Tree 

● Ensemble Method 

 

IV. RESULTS  

The ML models used in carrying out this work are logistic 

regression, naive bayes, decision trees, SVM (Support Vector 

Machine), KNN, Neural Networks as well as an ensemble of 

these models (Voting Classifier). Almost all the models did well 

in predicting the results, although their efficiencies (memory 

usage and time ) varied. Some models like logistic regression, 

gaussian naive bayes, decision trees and neural networks were 

fast and accurate in predicting the output for given inputs, while 

the remaining models were little slow in prediction. 

 

 
Fig 4: Comparison of different ML Model results 

 

The above figure(Fig 4) shows that almost all the models 

showed good results in terms of accuracy, precision and recall. 

KNN and SVM showed relatively less accurate results as 

compared to the remaining model. Ensemble model performed 

better than almost all the other models in terms of all the 

statistical measurements like accuracy, precision and recall. The 

Ensemble model gave an accuracy of 97.85%, recall of 100% 

and with 93.33% precision. 

 

 
Fig 5: Models  Vs Accuracy Graph 

 

The above figure(Fig 5) shows that Naïve Bayes, Neural 

Network and Ensemble method have the highest accuracies as 

compared to the other ML models. 

 

 
Fig 6: Models Vs Precision Graph 

 

.The above figure(Fig 6) shows that SVM has the highest 

Precision value, followed by Ensemble method and Logistic 

Regression. 

 

 
Fig 7: Models Vs Recall Graph 

 

The above figure(Fig 7) shows that SVM did not perform well 

in terms of Recall, whereas all other models performed well. 

 

 
Fig 8: Frontend detecting SQLi threat in the password   

field 
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The above picture shows the frontend app detecting an SQL 

injection threat in the password field while the user tries to login, 

since the username looks genuine and the password is similar to 

an SQL Query. 

 

V. CONCLUSION 

The SQLi Detector is an application which has a wide range of 

applications and has a lot of scope for improvements as well. 

The main reason for taking an artificial intelligence based 

approach was to build a system which can keep track of the latest 

threats and mitigate them. The underlying machine learning 

algorithms can be adapted to future improved algorithms. The 

system can be developed into a full fledged plugin or extension 

into browsers to completely prevent any kind of SQLi threats in 

any domain or website on the web. Lot of learnings were made 

while developing this project. The importance of cybersecurity 

in network interactions with the increasing use of distributed 

system architectures and microservice architectures. The steps 

necessary to take an application from development to production 

requires a thorough testing of the application for any security 

vulnerabilities as well. The application must be made open 

source , so that more machine learning models can be integrated 

into the existing architecture and so that there may be a scope 

for early detection of new kinds of vulnerabilities as well. With 

the rising usage of web applications it is imperative that we use 

sanitised data everywhere input fields are used. Even then there 

might be situations where a bypass of this security feature is 

possible. Such scenarios require a strict validator to be present 

in order to secure the company as well as the users data. SQL 

databases such as MySQL, Oracle databases are one of the most 

widely used databases all over the world. SQLi is one of the 

most basic as well as highly vulnerable threats that exist in 

modern times and a simple and elegant solution is what all 

applications need. The application deals with dev ops, 

networking, API design, Artificial intelligence, etc. The wide 

scope of the application helped in gaining a deep insight into the 

complexities involved in building a cybersecurity application or 

tool. The treats are updated on a daily basis and new 

vulnerabilities are created every day. The need for an automated 

highly efficient framework to analyse and mitigate various 

security vulnerabilities is of utmost importance in modern days. 

The existing system can be modified to detect different kinds of 

vulnerabilities and expanded on the scope of operation by using 

transfer learning techniques. The voting technique can be 

replaced by a new invented architecture to improve the accuracy 

on a broader scope of data. Artificial intelligence in 

cybersecurity is still in its infancy and the field is definitely 

going to grow at a rapid pace over the next few years  
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