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ABSTRACT
A real time automated attendance system is designed using the
method of live face detection and recognition. The system
supports multi-user attendance and face liveness detection at
the same time. The system can automatically collect face data,
that will be saved in the specified dataset folder of each
individual person obtained during the registration process. The
face detection part of the system is based on Haar Cascade
Classifier, and the face recognition part is based on Local
Binary Pattern Histogram algorithm. The algorithm
implementation is based on Keras and TensorFlow framework,
and the face liveness detection part is based on CNN that
creates a 3D model of face detected to differentiate between real
and fake images. The attendance system is written in Python
language, and the user interface is designed by pywebview
library. The experimental results show that the system achieves
a good performance in real-time face recognition.
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1. INTRODUCTION
This paper presents a study on automating attendance process
using face biometric along with liveness detection to check
whether the obtained face is real or fake. A facial recognition
system is a biometric technology capable of matching a human
face from a digital image or a video frame against a database of
faces. It works by pinpointing and measuring facial features from
a given image. Face recognition is typically employed to
authenticate users through ID verification services. Among all
biometrics available in the modern world, face is becoming more
popular because of the low cost contactless authentication
process. The paper-based method of marking attendance is timeconsuming and its complexity increases with the increase of
overall strength. This case is nullified in the automated version
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as it saves time and an additional bonus comes with security as
it also helps to prevent proxy of attendance. Considering these
facts, the automation in attendance system is implemented using
face recognition technique as it is completely contactless and
cost efficient. Many face based attendance systems has been
developed in the recent years, but among them most of the
systems are reliable to spoofing attacks which makes the system
less secure.
The objective of our proposed system is to create a face
recognition based attendance system with liveness detection
using Convolutional Neural Network (CNN) to check whether
the faces obtained from the camera is real or spoofed.
Face based attendance systems are implemented using various
face detection and face recognition methods. The speed and
accuracy of the system depends on the algorithm used. The major
algorithms for face recognition include Eigen faces, LBPH and
Fisher faces. Among these algorithms, LBPH is considered to be
the fastest and lightest. Thus, the system uses Haar Cascade
Classifier for face detection because of their robustness and
LBPH algorithm for face recognition. It is robust against
monotonic grayscale transformations.

2. ALGORITHMS USED
2.1 Face Detection
Face detection is a computer technology being used in a variety
of applications that identifies human faces in digital images. The
system uses Haar Cascade Classifier for face detection. Haar
Cascade is a machine learning object detection algorithm
proposed by Paul Viola and Michael Jones in their paper “Rapid
Object Detection using a Boosted Cascade of Simple Features”
in 2001. OpenCV offers pre-trained Haar cascade algorithms,
organized into categories, depending on the images they have
been trained on.

Page |145

International Journal of Advance Research, Ideas and Innovations in Technology
The aim of the proposed system is to determine if an impostor is
employing a 2D image of a genuine user to fool a face
recognition system. The proposed method computes the 3D
features of the captured face data to determine whether the
human face obtained is real or fake. Figure-4 represents the
comparison between the 3D data acquired from a photograph and
a real 3D face. The color codes represents the values of
curvature. Blue represents low curvature values and red
represents high curvature values.

Fig. 1: Face Detection using Haar Cascade Classifier
2.2 Face Recognition
After detecting a face from the camera, the obtained face is
compared with all other faces in the dataset to find a closest
match using a suitable face recognition algorithm. The system
uses Local Binary Pattern Histogram (LBPH) algorithm for face
recognition. LBPH is a simple yet very efficient texture operator
that labels the pixels of an image by thresholding the
neighborhood of each pixel and considers the result as a binary
number.

The value of the curvature at p is computed as: C = ((p-b)*v)/d^2
where, v is the eigenvector corresponding to the smallest
eigenvalue of the decomposition, b is the baricenter of the
Cartesian coordinates of the points within Ωr, and d is the mean
distance of all points within Ωr. As the radius r controls the
degree of smoothness of the curvature along the 3D surface, the
localization accuracy can be varied by changing the value of r.
The mean curvature of the 3D points lying on the face surface is
computed as the arithmetic average of the curvature values of all
the points. The mean curvature value computed from the frame
obtained using the camera is compared with the threshold value.
The large difference between the two curvature values clearly
indicates that the obtained face is not real.

3. PROPOSED SYSTEM
The system aims at recording the attendance of each individual
person using face recognition along with liveness detection.

Fig. 2: Pixel Matrix to Binary Pattern using LBPH
2.3 Liveness Detection using CNN
Liveness detection is the ability of a system to detect whether the
obtained biometrics is real or fake. Liveness check uses
algorithms that analyze data after they are collected from
biometric scanners and readers to verify if the source is coming
from a fake representation. In essence, a liveness detection
mechanism is a security feature developed to mitigate the
vulnerability of biometric systems to spoofing attacks. There are
a number of approaches for liveness detection.
The system uses convolutional neural network (CNN) to check
the liveness of a person. A CNN is a type of artificial neural
network used in image recognition and processing that is
specifically designed to process pixel data. CNNs are powerful
image processing, artificial intelligence (AI) that use deep
learning to perform both generative and descriptive tasks.

Fig. 5: Architectural Design of the system
Initially, the system captures the faces of each individual person
in the attendance list and stores them in a dataset folder created
with their unique IDs. During registration process, multiple
images of the same person is captured and stored in the dataset
folder that can be used to improve the accuracy of the system.
The dataset folder is then trained using LBPH algorithm and the
output is stored as a .npy file.

Fig. 3: Working of CNN

Fig. 6: Dataset

Fig. 4: Real Face (3D) vs. Spoofed Face (2D)
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Figure-6 represents the set of images of a same person captured
and stored in the folder created with their unique university
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register number during the registration process. Once the system
is started to record the attendance, it checks liveness in each
frame obtained from the camera. Only after the confirmation of
liveness from this module, the face recognition algorithm starts
to match the obtained face with all other faces in the dataset to
identify a closest match.

4. CONCLUSION
Developing technologies must ensure security and reliability.
Automating attendance using biometric technology is a huge
advancement in recent years. But they must be resistant to hacks
and spoof attacks. Our system provides a way to detect 2D
spoofing attempts using CNN thereby making the biometric
attendance secure and reliable.
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Fig. 8: System detecting a fake face
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Fig. 9: Attendance Report
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