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ABSTRACT

Observing the developments in the quantum computing, our current encryption-decryption systems such as the RSA are
insubstantial. Therefore, to maintain the security and protection of data, quantum cryptography through the understanding of
quantum key distribution is the future of secured user-data.
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1. INTRODUCTION

A computer acts as a machine that makes a human’s work easier. It is a machine that has the right combination between several
hardware and software components that allows it to function with human instructions. The human instructions behave as input
while the computer processes those instructions and returns the acquired result as the output.

While all the data we provide to the computer as an input is usually in visual representations or through a programming language,
the computer takes in all those different languages as input, converts it to machine language - binary code (the 1s and 0s language)
and converts back to a human understanding language and returns the output. In summary this is how a computer processes any
command given to it but the complex aspects can only be seen if we give close attention to the processing stage and the tasks done
during that point of time.

Once the instructions are received by the computer, as mentioned earlier, the computer converts human language into the machine
language. After the machine language has been obtained, the machine code is interpreted in various ways based on different
situations:

e For example if it is a notification box that has been sent to the user and the computer is processing the user’s input in terms of
the notification, there can be two ways that a user could have responded. The computer goes to the storage unit to retrieve the
two possible inputs of the user in terms of machine language. To make things simpler for understanding, we can assume that the
computer has assigned 1 for an acceptance action for that notification and a 0 for canceling the notification. Once the input is
received, the computer matches it to the two different possibilities and draws an internal logic gate in order to result in the right
output.

¢ Another common situation that can be taken as an example could be the tasks present for a printer to print out. The input that the
computer takes in are the pages that the user wants to print and once the print command is clicked, multiple aspects or attributes
of the printer are set by the user in human language but the computer converts all these settings to machine language in order to
process the right print task. Just like in scenario 1, even in this situation the computer matches the input of each attribute to
binary digit outcomes and then draws an internal logic gate to output the right task to the external device (printer).

Observing both the scenarios, something that does turn out to be similar is the computer forming logic gates. In addition to the
logic gates, there are boolean tables that assists in understanding the logic gates.

2. MORE ABOUT LOGIC GATES AND BOOLEAN TABLES

Logic gates are defined to be the elementary building blocks of any digital system process. It can be referred to as a circuit for
either a process that has one input its corresponding output or a circuit that has more than one input that are connected through
specific logic gates to result in one particular output. This is connected to the binary code as logic gates are derived from boolean
expressions or boolean tables. Boolean tables are formed between different variables. These logic gate tables show each possible
input combination for a specific scenario with a resultant output for each one of those input combinations. TRUE in binary
representation of a boolean table is a 1 while FALSE is 0. An example of a boolean table is below:
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The logic gates go in handy with the boolean tables:

D~ D -

AND NAND OR NOR

= D> P

NOT XOR XNOR

Each one of these gates has its own use. For example the AND gate is used when talking about procedures in relation to functions
needed to be true one after the other. Even if one input does not meet the needs of the process, the output fails. An example of the
AND gate through a boolean table is given below.
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This boolean table is drawn to output the results of an 8 bit input of 3 variables: A, B and C. Looking at the table it can be said
that when A and B and C are 1 (in other words TRUE), the output is 1 (TRUE) - the process continues. Else, all the other input
combinations result in a 0 (FALSE) - not allowing the process to complete.

Quantum Gates

Qubits: The most basic unit of computation in regular computers is a bit. Similarly, in a quantum computer the most fundamental
unit dealt with is a quantum bit (qubit). A traditional bit can either have the value of 0 or 1, however, a qubit is in a superposition
of both 0 and 1 at the same time. Mathematically, the state of the electron can be described in the form of an equation given by:

al0) +B|1)

It should be noted that the aand Bare complex amplitudes of the qubit at that 0 and 1 state respectively. Additionally, it's
important that the complex coefficients must be normalised, i.e.

lal? + 181> =1

As mentioned earlier, the qubit is not in a definite state, rather is a superposition of 0 and 1. The probability of finding the qubit in
either states is given by the square of their complex coefficient i.e. the probability of finding the qubit at 0 is |a|?and the
probability of finding the qubit at 1 is |3|2.
When the system is measured, the state of the superposition is disturbed and the quantum bit takes on a definitive value.
Geometric interpretation: Another notation to represent the superposition is in the form of a vector:

¥

i)
This allows us to interpret the quantum bit as a vector in a two dimensional complex vector space.
Thereby, the 0 and 1 states can also be represented as the following vectors:

|o>=<é)u):(2)

Geometrically, we can consider a two dimensional vector space as shown in the figure below. The dotted vectors represent the
possible states of the superposition. Here it's important to note that the dotted lines don’t represent all the possible states, and the
possible states must be within the |0) ,|1)bases.

(o)
)= 12>

-

|
RN J ()
] (o)

© 2020, www.1JARIIT.com All Rights Reserved Page | 188




BhatAditi Venkatesh, lyerAditya, et al.; International Journal of Advance Research, Ideas and Innovations in Technology

Measurement

Al

&
Let’s assume a state p(psi) that makes an angle of 8with the unit vector in the x-axis.

[t)) =c0sB]|0) +sinB|1)
When we measure the state of v, the superposition collapses and takes on a definitive value of either |0)or |1) . The probability
that ywill take the |0) state is given by cos?d. Similarly, the probability that will take the |1) state is given by sin®. When a
measurement is done, the qubit takes on the value of either the excited or the ground state. Essentially, from a geometric

standpoint the state is projected onto either the |0)or |[1) with the probabilities mentioned earlier.

Similarly, instead of measuring it in a |0)to |1) basis the, state 1pcan be measured on any arbitrary orthogonal basis.

12y

Now, we measure it in an arbitrary basis of |u) and |u)-perp. When we measure in a |u) and |u) -perp basis, the exact same
answer holds true as before. Assuming makes an angle of Awith the |u) vector, then we measure it we obtain the following
results:

« 1is projected onto the |u) vector with a probability of cos?0

« 1is projected onto the |u) -perp vector with a probability of sin’0

Quantum Gates

qlh\,, quat,
=, U [

A single qubit quantum gate takes in a qubit and outputs a modified qubit. Schematically, this is represented by the figure above
as qubit, is transformed to qubit;.

Bit Flip gate:Essentially, the bit flip gate matches the coefficient of the qubit in the |0) state to the qubit in the |1) state.

Aol + o [V) —— %

As seen in the above diagram, the |0) state qubit previously matched to @ is now matched to the a; and a similar pattern is

obtained for the |1) state.
01
X = (1 U)

When X is multiplied with the |0) state, it yields the |1) state, so integrally, it's not the coefficients that are getting swapped but
rather the state is changing from one to the other causing the illusion of a flip in the coefficients.

> of 10) tel,11)

To understand the reason behind the flip, let us equate
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X [0y = G’ (1]) y ([l)) _ Gﬂ)

A similar is observation is made in the |1) state.

X 1) = (T (l;) . (T) - G))

As the name suggests the gate flips a qubit from one state to another as it passes through the gate.
However, before we can call that its a quantum gate, we must first check that X is a unitary transformation. So, in this case we
must verify the following statement:

X2=|

0 1 0 1 10
XXX_(l O)x(l 0)_(0 1)

Ergo, the condition holds true and X is indeed a quantum gate. The unitary transformation in essence is a rotation of the space.

Where | is the identity matrix.

(£

10>

We know that the bit flip gate, maps the 0’s to the 1°s and vice versa. Therefore, the quantum gate can be visualised as a rotation
of the qubit around the R-axis which makes an of 45owith both the axes. Additionally, it should be noted that the space mentioned
is not a real space rather a 2-dimensional complex space.

Phase flip gate: True to its name, the phase flip gate changes the sign of one of the quantum bits.

o, 19 ol | 1) 4 Lo~ |1

To understand the reason behind the phase flip , let us equate

When the |0) state is passed through the phase flip gate,

Z x |0) = (é _01> % ([l)) - ([lJ)

As seen by the above equation there is no change on the |0) state qubit. However, when the |1) state qubit is passed through the
phase flip gate, a sign change is observed, as shown by the following equation.

#=(3 ) () =-(0)

Using the same logic as above, Z acting on a negative gate will change that into a positive.

1)

19

-l

© 2020, www.1JARIIT.com All Rights Reserved Page | 190



BhatAditi Venkatesh, lyerAditya, et al.; International Journal of Advance Research, Ideas and Innovations in Technology

The phase flip gate maps the 1 state to the -1 state and can be considered as a rotation along the x-axis in a 2-dimensional complex
plane.

Hadamard transform

y H N

A Hadamard transform labels the |0) state as a positive state and |1) state as the negative state.
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In the above equations, we see that once the |0) state passes through the hadamard transform it yields in the positive state.
Consequently, the opposite is seen for the |1) state as it yields in the negative state.

Quantum Cryptography

What is Cryptography?

Cryptography is referred to as an external medium through which secure information is communicated and protected.
Cryptography secures information through two different processes:

e Encryption

e Decryption

Encryption & Decryption:Encryption is a stage of cryptography that is used to encode information. It uses various algorithms of
discrete security levels in order to encode important information. Encryption follows the methodology of converting the original
information, in other words known as plaintext to its encrypted/hidden form known as ciphertext. To convert plaintext to
ciphertext, encryption algorithms use specific keys. These keys are meant to only be given to the decrypter for keeping the
information secure.

Similar to encryption, decryption is also a process of cryptography. After plaintexts are encrypted into ciphertexts, it is essential to
convert them from ciphertexts back to plaintexts to make sense of the messages. As a result, decryption works towards converting
the ciphertexts to plaintexts through a key.

Going deeper into the way encryption works, it is important to know the various types of encryption present. The two main types

of encryption are:

e Symmetric Encryption: This form of encryption uses a single key to encrypt and decrypt data.

e Asymmetric Encryption: This form of encryption uses two different keys to encrypt and decrypt data. The key that is used to
encrypt data is generally a public key that is made available to the public users while the decryption key is a private key and is
not made available to all the public users, rather only to the user that has to decrypt the data (who has to decode a certain
message).

On the other hand decryption only works with one specific key.

Other than these main classifications, there are different algorithms that are used for encrypting and decrypting data.
1) Data Encryption Standard (DES)

2) Triple DES

3) RSA

4) Advanced Encryption Standard (AES)

An example of encryption can be seen in this image:

hello Asymmetric Encryption mj qqt
EncryptionKey=5
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“Hello” (plaintext) has been encrypted through the Data Encryption Standard algorithm, where the key is 5 for encrypting. This is
a simple example to understand as to the word “Hello”, 5 letters have been added to each corresponding letter of the word.

3. ENCRYPTION

H 1I(1) J2) K@) L@) M@
E F(1) G2 HEG) 1(4) JIG)
L M(1) N(@2) O@3) P(4) Q(5)
L M(1) N@2) O(3) P(4) Q(5)
O P(1) Q@) RE) sS4 _TE)

4. DECRYPTION

Complex algorithms encrypt messages through a more secure key to reduce hacks and access or leaking of important data.
Though the encryption and decryption algorithms are very complex and are done with huge numbers as keys for encrypting
messages, the developing technology in computers is beating the algorithmic keys. To ensure safe and secure data, we begin to
bring in Quantum Cryptography.

4.1 More about Quantum Cryptography

Quantum cryptography, just as its name suggests, uses quantum mechanical properties to secure and keep information protected.
It also follows the basic cryptography procedure of encryption and decryption, with an extremely intricate process for encrypting
messages.

Before we go further into quantum cryptography, it is essential to know about the RSA form of encryption as Quantum Key
Distribution (an example of Quantum Cryptography) works on the basis of the RSA algorithm.

4.2 RSA Encryption

RSA encryption is one amongst the most common algorithms used to encrypt data. We see RSA encryption in all mediums of
social media to protect our messages and data. This algorithm works just like the standard encryption and decryption, but for the
encrypting and decrypting key it has a complex process.

If you multiply two large prime numbers you will obtain a larger number as the result of multiplication.
For example:

Select primes: p=17 & g=11

Compute n = pg =17x11=187

Compute @ (n)=(p-1) (g-1)=16x10=160

Selecte s gcd(e,160)=1; choose e=7

Determine d: de=1 mod 160and d < 160

Value is d=23 since 23x7=161= 10x160+1

Publish public key Ku={7, 187}

Keep secret private key KrR={23,17, 11}

As a simple explanation to the above seen example, there are two prime numbers which are multiplied and from the public key,
there are factors that the decryptor has to derive to. When the number is small, trial and error is easier. But as the number gets
larger it gets harder to try all possible factors. But with fast computers today, it is said to be easier to decrypt messages.

4.3 Quantum Cryptography and Quantum Computing

As previously mentioned, the quantum gate is in a superposition of multiple states and in fact this superposition of states helps in
performing parallel calculations at a much faster rate. In theory, quantum computers can compute the prime factors of extremely
large numbers at a much faster rate than even the most powerful supercomputers. Internet cryptography works on prime factoring,
and quantum computers can be used to easily break even complex encryptions of the classical internet cryptography. This is
primarily important as the public key used in the RSA encryption process is formed by the multiplication of two large prime
numbers. Due to the limitations of classical computation, it is much harder to factorise two prime numbers as compared to
multiplying them. However, due to the immense processing power of quantum computing this limitation might soon be broken,
and decrypting messages would become a tremendously simple process. One of the key algorithms that can aid in the process of
breaking encryption is that of shor’s factoring algorithm.

© 2020, www.1JARIIT.com All Rights Reserved Page | 192




BhatAditi Venkatesh, lyerAditya, et al.; International Journal of Advance Research, Ideas and Innovations in Technology

4.5 Shor's Algorithm

To factor out large number using Shor’s algorithm, the following 3 steps are undertaken:

1) A random guess (y)

2) Pass that random guess (y) through a quantum computer to receive a value p

3) y®?+ 1 will lead to a much more accurate guess of the prime factor of an enormous number

To factor a number, for example let's say: 6745123, we make a random guess, say y. We then try to find the value of p. To find p,
the condition that we look for is y® is one more than a multiple of 6745123. In order to perform this computation, we use a
guantum computer that raises y to the power x and calculates how much more that value is than a multiple of n.

BT n [ =)

If we start with a superposition of all the numbers up to 6745123, then from the quantum computation we get the superposition of
y+ y* + y® and so on along with the superposition of all the remainders. If we measure the state of the remainders, the wave
function collapses, and the remainders take on one definitive value, say z. The remaining superpositions are separated by a

frequency, of %.

When the superposition:

lz) + |z +p) + |2+ 2p) + ...

Is passed through a quantum fourier transform,

1 1 1 1 1
1 " w? of W1
1 1 w? w i . WRN=1)
F.-‘\' = — 3 (H ] I N-1)
N 1 w w w oes w
1 w1 QRN AN V-1V
where
w=en

When we measure, the superposition of frequencies, we get a random output
=)
P
After doing this a few more times, we get more random outputs such as
e, e, f
|=). =) =)
ppp
On repeating this process sufficiently, we deduce the common factor of
2)
P
from which we can deduce the value of p.

Using the equation earlier, y®?+ 1 we now have a much better estimate of the factors. On multiplying the two possibilities y©? +
1 and y®? - 1 we are able to find common factors with the numbers that are to be cracked.

This is a lengthy process as it involves a lot of guesswork and does not contain one specific formula of prime number
factorisation. As quantum computing can easily break our current encryption systems, there arises a need for quantum

cryptography.

4.6 Quantum Key Distribution

This is where we come back to Quantum Cryptography. As we know through Quantum Mechanic concepts, a particle’s position
and momentum is hard to predict. There is always probability involved. Quantum key distribution uses this concept to its
advantage. It involves the passing through of millions of photons (polarized light particles) into a fiber optic cable from one
source to another. Since each photon has a random state, being passed into different polarized filters lets the receiver derive a
combination of 0s and 1s. To do this, the receiver uses beam splitters - (horizontal, vertical and diagonal filters). But the key here
is to get the right combination of 0s and 1s, the receiver will have to use the same filters as the sender did. If not there will be a
completely different stream of Os and 1s formed.
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Bob
H/V Basis gﬂ
PO'anse,s
Horizontal - Vertical D ’f,*
— +/- 45° Basis
Diagonal (-45°,+45°) “ n ”fb
N g' 4 \1/_ < /',

7 I\
Ahlce'sBllSeque’\ce 111001 001010
, NI [+ x[x ]+ <[+ x]x ]+
Allce Bob'sResuts 0 1 0 - 0 1 1 1 1 - 1 0

Key - 1 - - 01 - -1 - 120

If observed clearly only a few digits match Bob’s results in this example which means the rest of the numbers can be ignored and
the key will still hold valid.

4.7 Advantages of Quantum Cryptography

Since the formation of the keys are on the basis of the random states of a stream of delicate photons, if an external intruder
attempts to hack the key, it will change the state of the photons thereby changing the entire sequence of 0s and 1s resulted by the
photons which will not decode the message accurately. Furthermore, this change will be notified to the sender and receiver of the
stream of photons, so a new stream will be sent and the old one will be discarded. This makes this form of key formation for
encrypting messages unbreakable, thereby increasing the efficiency and security.

To bring quantum cryptography into action, it is essential we change the way our network works. All of it will be based on the
random state of particles but it will result in an extremely secure network society.
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