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ABSTRACT

Application Server Agent (ASA) & Trust Association
Interceptors (TAI) setup for Single Sign-On. ASA and TAI are
critical parts when implementing Single Sign On in a multiple
federated Light Weight Directory Protocol’s environment.
There needs to be a presence of web agents on the web servers
to intercept the web requests and an ASA agent on the
Application Servers to intercept the Application Server’s
requests. Then you enable TAI on your Application Servers to
intercept the requests and perform Single Sign On. We need to
understand the request flow to achieve a successful Single
Sign On authentication. The key to achieve SSO is to intercept
the user requests and update the HTTP headers with LTPA or
other authentication tokens from Applicationl to successfully
authenticate onto Application2. Single Sign On between any
two or multiple systems can be achieved in a Federated
repository configuration.
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1. INTRODUCTION

This paper talks about how to setup Single Sign On be-tween
multiple applications using federated repository configuration.
Imagine the users in Applicationl are in LDAP1 and the user
base for Application2 are in LDAP2. The key to a successful
single sign on authentication is to federate the LDAP servers
onto a single platform. Many types of LDAP servers exist in the
market offered by multiple companies like MS Active Directory
[2] or any Custom Directory servers. For Application Server
exam-ple we will consider WebSphere Application Server [1]
for federation and authentication.

2. PREREQUISITES

2.1 Web Agent setup

Download the WebAgent binaries from the vendor provided and
unzip onto target web servers. And follow through the
installation steps in GUI or silent mode and finish the setup.
Once the Web Agent installation is per-formed on target Apache
servers make sure you source the environment variables before
proceeding. Perform the post configuration steps if any listed by
the vendors. Most post configuration steps involve in directory
or file permissions and updating the configuration files.

2.2 Application Server Agent Setup

Similar to Webagent the ASA agent binaries which are provided
by the vendor needs to be installed on the tar-get Application
Servers. This installation needs to be performed on every
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application server which are part of the cluster. Perform any post
installation steps defined in the vendor documentation. Source
the environment variables before proceeding further.

3. LDAP CONFIGURATION

Considering WebSphere Application Server [1] Deployment
Manager as an example in the screenshots lets proceed in setting
up federated repositories and binding the LDAP servers which
is the critical step in achieving Single Sign On.

3.1 AD-LDAP Configuration
Select ‘global security’

Global security

Use this panal to configura administration and the default application security policy. This security
default secusity policy for usar applications. Security domains can be defined to override and customize the sec

[ Security Configuration Wizard | Security Configuration Report

Authentication

Select the “Federated repositories” from the Available realm
definitions. Click on “Set as current” and click on “Configure”
to start the configuration.

Authentication

Availal raalm
[ Fedsratad raposicrias

~] [_cerfigure... | [ Setascurent |

Apply | | Reset

Page |887


file:///C:/omak/Downloads/www.IJARIIT.com
https://www.ijariit.com/?utm_source=pdf&utm_medium=edition&utm_campaign=OmAkSols&utm_term=V6I3-1609
mailto:mallik4ureddy@yahoo.com

Mallikarjuna Akkinapalli; International Journal of Advance Research, Ideas and Innovations in Technology

Click on “Manage repositories”

[aseiy ] [oK] [Resst] [ Gancel

Select ‘Add’

lobal secunty > Fadarated repsstores » Manige repositases

Faposioras that see configurad in the symter ars lsted o S folloming tasle. You tan 588 or Salets sxtermal epsstznes
= Srafamnces

[ e
e
Seleit Repositon: [derfier 2

Bepositon Tepe &
Tl e ——

+ Rapository idantifiar
o idan

Suppost raferrals to other LDAR servars
rm..,m,_ ~]

Select “Add Base entry to Realm”. We are adding the ad ldap
repository to the Realm which we setup in the previous screen.

Repostory idantier

[Aosty | o] [Wamat | [Cancai

Select the “ad_ldap” from the Repository list and pro-vide the
below two Distinguished names and click “Ap-ply” and save.

General Properties

# Distinguished name of a base entry that uniquely identifies this set of entries in the realm

Distinguished name of a base entry in this repository

apply | [ok| [ Reset| | Cancel |

The ad-ldap has been added as shows in the above screenshot.
Click “OK” and save
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3.2 Custom LDAP Configuration

Perform the steps to configure custom LDAP as second LDAP
federated repository. Under “Global security” select the
“Federated reposito-ries” and click “Set as current” and click on
“Configure” to start configuration.

Global security

Use this panel to configu nd the default rity policy. This security configuration applies to the sec
dafault secarity policy lor user applicalions, Security domaink can be dafined £ Gverride and uatomize the secury polices for Bt

Security Configuration Wizard Security

Report |

Adnsinistrative security Authentication

yser rles and
Admini§trative aroup ralas

| Enable i ive security

@ LToa

Karberos and LTPA
Application security Kerberes configuration

Enable application sacurity thantication cacha settin

@ Web and SIP security

Java 2 security

[ use sacurity ko restrict application sccess to local resources

@ Java Authentication and Authorization Service

arn if applications are granted custom permissions

Restrict access to ressurce authentication data ] Usa realm-qualified user namas

User account repositor
Current realm defi
Faderated rep

" Security domains

Custom properias
Available realm

[Eadara

7] [Contgorer] [ Setascoment ]

Apply Reset

Select “Manage repositories” and New

General Properties

* Repasitory identifier
[custom_idap

LDAP servar
* Directory type

B

* Primary host name
feustom_Idap

port

)
Failover server used when primary is not svailable:
Delete

Seiect Fooveront e ror

None

2 N — —

Cartificate filter

port referrals to other LDAP servers

[ require SSL communications

Provide the corresponding and add base entry to the realm.
Configure the entity types as custom.

Group Attributes Setup: Select Global security > Federated
repositories > cus-tom_Idap->Group attribute definition

Select Member attributes under Additional Properties, Select
New

# Name of member attribute
|uniqueMember

Object class
‘gmupOfUnlqueNames

Scope
(@) Direct - Contains only immediate members of the group without members of subgroups
(©) Nested - Contains direct members and members nested within subgroups of this group

_J All - Contains all direct, nested, and dynamic members

Name:

uniqueMember
Object class:

groupOfUniqueNames

3.3 Trust Associated Interceptor Setup
Follow the below steps for TAI configuration.
Select the “Trust association” under “Web and SIP security”
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Select the “Enable trust association” and Apply.

Select Interceptors and add new interceptors pertaining to the
vendor product. Then setup Custom JVM properties to provide
the home directory for the ASA agent.

Then enable LTPA tokens.

4. SNOOP TESTING

For Snoop testing you need to deploy the default ap-plication
WAS provides and enable the security. Snoop test is to test the
Single Sign On between your default application and your target
application.

Install the Default application and configure so that we can
access the snoop using webservers or VIP. Once you validate
that the snoop is accessible from VIP, enable the Application
Security. Follow the below screenshots to enable the application
security. Enable Application Security.

apply | [ Reszat
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Provide the “Domain name” under Single sign-on and check the
“Interoperability Mode” check box.

Save the changes, synchronize the configuration and re-start the
JVM’s.

Global security > Single sign-on (S50)
Specifies the configuration values for single sign-on.

General Properties

Enabled

Reguires S5L

Ciomain name

Interoperability Mode

Web inbound security attribute propagation

Cancel

Apply | ﬂ Reset |

5. CONCLUSION

As a conclusion, once multiple LDAP servers are feder-ated, run
the snoop testing and real application LDAP testing to establish
the single sign on between two dif-ferent applications where the
user base is present be-tween two different LDAP servers.
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