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ABSTRACT

Itis difficult to store and secure all information or data in paper format which also creates a problem for a proper search, storing
and durability of information. Increase in new smart technologies and ease of living has developed various ways to share small
and vital information digitally with the use of various applications and devices. But as the ways of sharing information and
technologies are increasing, the risk of misusing the information is also increasing. Protection and security of information is a
necessary feature of such applications, software or devices which handle such information. In the case of images, the security
systems still lack to provide security. As the increase in digitization, the documents such as identity proof, educational
qualification, and various certificates are uploaded online on various government or private website and mobile applications to
verify proper identification or eligibility of documents related to that person. Such uploads of documents or proofs are done in
image format. But sharing of this information may lead to a serious loss or misuse of that information. This paper deals with
securing image with the use of OCR and RSA algorithm for securing the information The image would be converted into text
file and the generated text file would be encrypted and send through the network to the destination and again reverse or
decryption process will be followed on the other side and text file will be again generated to its image form.
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1. INTRODUCTION

Security and time are two essential features to create an essential system. Instead of overlapping an image for providing its security,
this could increase the risk of attack. And if the image document consists of important information of a particular person or
organization it may cause a great loss to that person or that organization. It could also lead to forgery of a document. The document
may consist of contracts, license, identification cards and certificates, etc. Such documents can face file upload vulnerability attack,
through which the attacker can detect the image uploaded by the user and could misuse or modify the image or modify the
information contained in that image. Such attacks are commonly done in web-based applications. Encrypting an image could
increase the security and such attacks can be avoided. But encrypting the image with the help of pixel replacement or pattern are
less effective to overcome this problem the algorithm should be properly processed.

The encryption should be in such a way that the person to whom the document is sent for verification or any other purpose should
only know about the data or access the information. In this paper, the image document is secured by converting the image into a
text file and applying RSA algorithm on that text document and sending this encrypted file to the network or to the destination and
again decrypting it back into image form.

2. RELATED WORK

Majority of web-based application does not provide proper security when it comes to uploading of an image. The basic encryption
used for encrypting an image is replacing the pixels or bits of an image and sending it to its destination over a network but it does
not provide a full-fledged security since the size of the image remains same and the detection and replacement could be done by the
attacker to regain the original form of the image on the bases of size and patterns that could form.

To overcome this problem a key-based algorithm can be used. The key-based algorithm could be a symmetric or asymmetric key
algorithm. And the strength of the encryption in key-based algorithm depends upon the size of the key used during the encryption
process. The symmetric key algorithm is the algorithm in which the same key is used in encryption and decryption. The asymmetric
algorithm is the algorithm in which two different keys, the public key and private key are used for encryption and decryption process.

OCR stands for optical character recognition it detects the character from the image file and helps to convert the image file into a
text file or text document.
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RSA is an asymmetric key algorithm. An asymmetric key means it has two keys public key and private key for encryption and
decryption. The public key is a key which can be shared to everyone and the private key is the key which is kept secret or private.
Since it is difficult to factorize a large integer RSA also works on the same idea. It works by taking up two large prime numbers p
and g. Calculating n=p*q and phi=(p-1)(g--1), Now taking e which will be the public key such that e should be coprime of phi(n)
and gcd(e, phi(n))=1. And this e will be used up in encryption of the data. Now calculation of the private key or also called as the
secrete key which is denoted by d. Now d will be in such a way that d = e’* mod phi(n), which can also be calculated as ed = 1 (mod
phi(n)) i.e. d*e mod phi(n)=1. Now the public key={e, n} and private key ={d, n}. The plain text should be less than n and the
encryption process or cipher text denoted by ¢ will be c= plain text ¢ mod n and the decryption process i.e. converting cipher text to
plain text will be as plain text =c® mod n.
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Fig. 1: Working of RSA
3. PROPOSED WORK
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Fig. 2: Secure sharing of image document using OCR and RSA

(@) User A selects the image document that is to be uploaded or send to User B

(b) OCR is performed on the image document and converted into a text file or text document for encryption

(c) The encryption process is done using the RSA algorithm. The file is encrypted using the public key of User A

(d) The encrypted file is forwarded to server and from server to network

(e) User B receives the encrypted file from the server

(f) Decryption process takes place using the RSA algorithm. The encrypted file is decrypted using the private key of User B
(9) Now, the decrypted text file is converted to an image
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4. IMPLEMENTATION AND RESULT

In this section, we will discuss the implementation of securing an image document using OCR and RSA. Figure 3 is the login screen
of the system. For a better authentication of the users for the process, a login is created.it contains username password and IP address
of the system through which the user will log in. In Figure 4 we can see the OCR screen. User can log in to the screen and select the
image document through the system which to is sent or need to upload. Optical Character Recognition process is used to detect and
convert the information into a text file present in the image file.

In figure 5 the text file or text document that is converted is then encrypted using the RSA algorithm. The encryption is performed
using the public key of the user. For example, User A needs to send image X to User B, The User A will convert the image into text
and encrypt the text document using the public key of User A and it would be sent to server and then in to network to User B. User
B will receive the encrypted text document and it will decrypt the text document using private key of the User B. and will convert
the text file back into image file.

|£| Securing Image Document — O X

Usemname  Rs@1222

Password | **rresssssaaas

IP Address 192.168.0.4

Cancel | Forgot Password Submit

Fig. 3: Login screen

|£| Securing Image Document — O X

Enter file for OCR ers\AnikelDalvi\Deskiop\ID.png| Browse |

CANCEL | PERFORM OCR

Fig. 4: Performing OCR on image document

|£| Securing Image Document — O X
C\Users\Aniket Dalvi\Desklop\iD.bxt Browse |
| ENCRYPTION | | DECRYPTION |

Fig. 5: Applying RSA on the text document
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| £ Securing Image Document — O X
C:\Users\Decryption\Converttoimage\D.bd Browse |
CANCEL | L CONVERT TO IMAGE J

Fig. 6: Converting to image format after decryption

For example, User A needs to send image X to User B, The User A will convert the image into text and encrypt the text document
using the public key of User A and it would be sent to server and then in to network to User B. User B will receive the encrypted
text document and it will decrypt the text document using private key of the User B. and will convert the text file back into image
file.

5. CONCLUSION AND FUTURE SCOPE

Converting the image file into a text file and encrypting the text file and decryption on the receiver’s side decrease the risk of attack
through detection of pattern and it can also decrease file vulnerability attack. By using an asymmetric key algorithm for encryption
and decryption there is no chance of sharing a key on a network. Since encryption is done through the public key and decryption is
done through the private key of the receiver. It also solves the problem of picture or text visibility in an image. Since with the help
of OCR, it could also detect the information in the low-quality images and can convert it into a text document.

As the actual size and encrypted size of the image differs the possibility of detecting an image through formation or pattern also
gets secure due to the use of keys in encryption and decryption. The proposed work can be extended through the use of Elliptical
Curve Cryptography for encryption and decryption. Since it uses the lower key sizes than RSA.
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