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ABSTRACT

One of the main challenges in public cloud storage is accessing
the data. There are various techniques to provide flexible, fine-
grained and secure control access and one among them is
Cipher-Text Policy Attribute-Based Encryption (CP-ABE). In
CP-ABE scheme, single attribute authority executes legitimacy
verification and secret key distribution and this results in a
single point bottleneck approach. When this scheme is applied
on a large scale cloud then the user must wait for a longer
period to obtain the secret key and performance of the system
becomes low. To overcome single point bottleneck problem, a
heterogeneous framework is used which employs multiple
attribute authorities. This framework shares the load of user
legitimacy verification. In the new scheme, central authority
acts as the administrator of the system and shares the secret
key whereas the multiple attribute authority manages the whole
attribute set independently. Proposed scheme enhances more
security and improves the efficiency of the system.
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1. INTRODUCTION

Cloud is mainly used to transfer the data very securely from
owner to user. The main advantage of using the cloud in data
transfer is, it’s scalable, reliable, and accessible and so on. Cloud
is handled by the cloud service provider and it is trusted by the
data owner. Data access control in the cloud is the main issue.

To solve this issue one of the famous cryptographic technique
called Ciphertext-Policy Attribute Encryption (CP-ABE) is used.
In CP-ABE scheme, the data owner would encrypt the data and
upload it to the cloud. User can access the data from cloud if and
only if the secret key given to the user matches with his/her
attribute. If it matches, then the user can decrypt the data from
the cloud i.e., the user will be able to convert the cipher text into
plain text.
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CP-ABE has two schemes namely, single authority scheme and
multi-authority scheme. In a single authority scheme, as the only
single authority will be available there would too much of crash.
In this scheme, the user would be provided with a secret key and
with the help of this secret key, the user would be able to access
the data from the cloud. In a single authority scheme, only one
attribute authority would be available to verify the user. When a
number of user’s increases single authority scheme would fail to
authenticate the users and this leads to a single bottom neck
approach. This approach leads in low efficiency of the system
and verification of the users and owner also fails. Single bottom
neck approach also affects the key generation and enforces the
user to be active for verification based on some attributes. In a
multi-authority scheme, the same problem exists as multi
authorities would make use of disjoint attribute set. In this
scheme, the secret key would be generated and verification of
the user is similar to the single authority scheme. Hence, the
problemi.e., single point bottom neck approach still exists in this
scheme also.

To overcome the problem of single point bottom neck, instead of
using the multi-authority that makes use of disjoint attribute set,
multiple attributes can be used. When multiple attributes are
used, the load would be shared and verification would be easy
when compared to the old scheme. By making use of multiple
attributes the malicious user can be restricted from accessing the
data from the cloud. By making use of multiple attributes we are
increasing the overhead so that the system would be more
efficient and making the system robust.

A similar problem is found in Public Key Infrastructure (PKI),
to reduce the load on Certificate Authority (CA), multiple
Registration Authorities (RA) are used. Multiple RA’s would be
verifying and once the verification is done the request to
certificate would be sent to the CA. Later on, CA would be able
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to generate the certificate to the user. Lot of loads on CA would
be reduced by making use of multiple RA and to keep track of
verification CA would store information about which RA
verifies.

We propose a novel heterogenous called as Efficient and secure
data access control with multiple attribute authority in public
cloud storage. In this framework, multiple AAs are used for
verification of the user and for the generation of keys. Central
Authority (CA) is the administrator of the system and is
responsible for allowing both owner and user to access the data
that is present in the cloud. CA is also responsible for the
generation of secret key and distribution in the system. One of
the AA is used to verify the user and generates the intermediate
key and sends it to the CA. Upon the intermediate key, the CA
would generate the secret key to the user. By making use of
multiple AAs loads can be shared among AA and single point
bottom neck problem would be resolved. AA is not responsible
for generating a key, is only responsible for verification of the
user. Once the user is verified by the AA, during secret key
generation verification of the user is not needed again. By
making use of multiple AAs and CA legitimate of user
verification is possible and also the malicious user is restricted.

2. PROBLEM STATEMENT

Ciphertext Policy Attribute Based Encryption is one the
cryptographic technique which is used in accessing the data in
public cloud storage. CP-ABE provides fine grained and flexible
access control for data. CP-ABE was proposed by Benthencourt
et al. CP-ABE is categorized into two schemes based on
authorities.

Single authority scheme, in this scheme only one authority is
responsible for generating key effectively and managing the
attribute set. Another scheme known as Multi-message Cipher
Text Policy Attribute Based Encryption (MCP ABE) is used to
encrypt multiple messages with one cipher text and also is
scalable. Multi-authority scheme is one of the schemes where it
is similar to the single authority scheme and is also used to
generate the key to the user and this scheme uses attribute
disjoint set. In multi authority scheme, for each attribute, only
one authority can issue key. However, in both the schemes single
point bottom neck problem still exists.

To overcome single point bottom neck problem and also to
achieve robust, efficient performance a new heterogeneous
framework called as Efficient and Secure Data Access Control
with Multiple Attribute Authority in Public Cloud Storage.
Mainly two steps take place in this scheme. The first step is the
verification of the user. The second step is to generate the key
and distribute it to the verified user. In our proposed scheme, we
make use of a single CA and multiple AAs. Multiple AAs will
be responsible for verifying the user based on their attribute set
independently. After verification, AAs would generate an
intermediate key and distribute to the verified user. Later on, CA
would generate the secret key to the verified user and distributes
them based on the intermediate key.

Since multiple AAs are used for the verification of user’s loads
on CA is reduced. CA is the administrator of the system and
keeps track of AA and makes sure that no AA is generating the
secret key to the user without permission. CA also makes sure
that malicious users are restricted to access the data in the cloud.
CA keeps track which AA verified the user and distributed the
intermediate key to the user. This scheme is suitable for large
scale system where a large number of users request for accessing
the data from public cloud storage.
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In our scheme, there are mainly five phases i.e., System
initialization, Encryption, Key Generation, Decrypting and
Auditing and Tracing.

System initialization: CA is used to choose multiplicative cyclic
groups G and Gr for generating a secret key for each attribute.
Each AA sends the request to CA during system initialization
and CA assigns a unique identity key to each request.

Encryption: This phase is done by the owner where the owner
chooses a random number x € Gt and encrypts the plain text into
cipher text. The encrypted text will be done based on a
symmetric encryption algorithm. The owner sets policy and
based on this policy if the users credential meets then only the
ciphertext will be converted to plain text.

Key Generation: Key generation is generated by CA and AA. In
the first step, Uj — AAi when the user Uj makes a secret key
request to AA then the requesting user would be verified to check
whether they are the valid user. In the second step, 44i — CA
user verification will be carried out by AAi. After verification, a
time stamp would be there to generate the intermediate key.

Decryption: This phase is done by the user. Once the user is
verified and get the intermediate key from AAi and also get the
secret key from CA then using this key user will be able to
decrypt the encrypted data from the data owner. Using
symmetric key algorithm user decrypts the data and obtain the
plain text.

Auditing and Tracing: This phase is handled by CA. Once the
verification is completed by AA then CA would generate the
secret key for the user. Later on, CA would keep track of AA and
store some information about AA and restricts the malicious user
from entering the system. CA would perform secret key
ownership and AA tracing.

3. SYSTEM DESIGN

We describe details regarding system model, security
assumptions and requirements of public cloud storage.
) Cipher Text
Cipher Text
]
OWNER USER

Cipher Text
Key

Fig. 1: System architecture

USER

3.1 System model

3.1.1 Central Authority (CA): CA is the central administrator
of the system and is responsible for the construction of the
system and setting up the parameters and is also used to generate
a public key. CA is responsible for generating a secret key for
the user based on the key they receive and the users are verified
by the AA. CA also traces which AA is not performing up to the
mark.

3.1.2 Attribute Authorities (AAs): AA is used for verification

of user independently. After verification of each user, an
intermediate key is generated associated with attributes.
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3.1.3 Data owner: Owner defines the access policy and encrypts
the file. The owner defines the policy and later on sends the
encrypted data to the cloud. CA would generate the public key
and send it to the owner and later on owner sends the data.

3.1.4 Data consumer: User would receive the secret key from
CA and can download the encrypted data from the cloud server.
To download the data from the cloud server user needs to decrypt
the encrypted data and must match the policy defined by the
owner.

3.1.5 Cloud server: Cloud server is used to transfer the data
from owner to use safety. Owner encrypts the data and stores it
in the cloud and the user decrypts and downloads it freely.

3.2 Security assumptions and requirements

In the new scheme, the cloud server is used to transfer the data
and is used to execute the task correctly. CA is the administrator
of the system where CA has to stay online for generating the
keys. AAs is used for verification of the user. But AA cannot be
fully trusted so we require manual verification. The user cannot
access the data until unless the attributes are matched. Owner is
used to uploading the data and is secured by the policy. To ensure
to access the data in cloud storage then it must follow two
security requirements:

3.2.1 Data confidentiality: Data access must be prevented from
unauthenticated users.

3.2.2 Collusion resistance: Unauthorized user will not be able
to collide with the authorized user and the user who is not
verified alone cannot access the data from the cloud.

4. IMPLEMENTATION
AES algorithm is used to encrypt the data and also helps in
decrypting the data from the cloud.

4.1 Pseudo code for AES algorithm
Step 1: function AES(byte in[16], byte out[16], key array
round_key[Nr+1])

Step 2: byte state[16]
Step 3: state=in
Step 4: AddRoundKey(state, round_key[0])

Step 5: Fori=1to Nr-1do
SubBytes(state)
ShiftRows(state)
MixColumns(state)
AddRoundKey(state, round_key[i])

SubBytes(state)

ShiftRows(state)
AddRoundKey(state, round_key[Nr])
Out=state

Step 6:
Step 7:
Step 8:
Step 9:
Step 10: Return out

5.RESULT

The proposed system makes use of CP-ABE scheme to verify the
user and allows them to access the data in the cloud. This scheme

provides more security and improves the efficiency of the
system.
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6. CONCLUSION

In this paper, we proposed a new framework, called Efficient and
Secure Data Access Control in Public Cloud Storage, which
eliminates the single-point performance bottleneck from the
existing CP-ABE schemes. We make use of one CA and
multiple AAs so that our scheme provides a fine-grained and
robust and efficient system. Multiple AA carries loads from
many users and verify those users and distribute the intermediate
key to them. And also, we trace the authority’s potential
malicious behaviour. Security analysis shows us that our
proposed scheme improves security and provides an efficient
and robust system. This framework is suitable for large scale data
transfer and overcomes the CP-ABE scheme in data access in
public cloud storage. Also helps in high-security enhancement
with dual encryption mechanism.
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