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ABSTRACT 
 

The project titled peer-to-peer distributed blockchain database 

messaging presents the development of an instant messaging 

application based on the concept of peer-to-peer using Inter 

Planetary File System (IPFS) and Blockchain. The P2P 

architecture is a decentralized architecture, where neither 

client nor server status exists in a network. Every client act as 

a server. This report describes one possible way to implement a 

chat system using a Peer-To-Peer model instead of a 

client/server model without the need to sign up for the specified 

service to be able to use it. 
 

Keywords— Decentralized applications, Dapps, IPFS 

(Interplanetary Filesystem), P2P network, Peer-to-Peer, P2DB-

chat 

1. INTRODUCTION  
By far of web programming applications follow a centralized 

server-client architecture. Some are distributed, and a chosen 

few novel ones are decentralized. 

Centralized frameworks are as of now the most across the board 

show for software applications. Centralized frameworks 

specifically control the activity of the individual units and stream 

of data from a solitary focus. Facebook, Amazon, Google, and 

each other standard administration we use on the Internet utilizes 

this model. 

 

Distributed implies calculation is spread over numerous hubs 

rather than only one. Decentralized means no hub is educating 

some other hub with respect to what to do. A lot of Stacks, for 

example, Google has approached the distributed framework 

internally to accelerate registering and information inertness. 

This implies a framework can be centralized and disseminated. 
 

The major advantage of the Decentralized application is that if 

one node fails, the network is still operable. It means any app 

that uses blockchain with other peer-to-peer tools can be 

decentralized & distributed. 

P2DB-Chat can't be closed down, on the grounds that there is no 

server to bring down. Information in a P2DB-chat is 

decentralized over the majority of its hubs. Every hub is 

autonomous; in the event that one falls flat, the others are as yet 

ready to keep running on the system. There are various 

decentralized database systems on which to fabricate d-apps that 

take into consideration this component, for example, 

Interplanetary File System, BitTorrent, and autonomous DHTs. 

 
Fig. 1: Peer To Peer Network 

 

2. EXISTING SYSTEM  
In the existing system, the process is working using WebRTC in 

which everything stored in a centralized manner. Thus, it is 

centralized our information is stored in the server which is not 

highly secure. 

 

3. PROPOSED SYSTEM  
To overcome the security problem we proposed our system to 

using orbitdb libp2p in which everything in decentralized. The 

information is not stored in any server. Thus, it is highly secured. 

The screens were designed using reacts and backend using 

orbitdb and bigchaindb. 

 

4. IMPLEMENTATION  
4.1 Login 

This is the first module in our system .it give authentication to 

the system. The Login Form module presents site visitors with a 

form with user login and password fields. If the user enters a 
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valid username/password combination they will be granted 

access to additional resources on your project. 

 

Here the role plays of the Blockchain to store the user credentials 

which will be immutable and hence it serves out requirement. 

 

4.2 Channel creation 
In our system, the channel creation is the major part in which the 

user can communicate and share information only when they 

create the channel. And the share the channel names who they 

want to communicate with us. 

 

We create the channels in different ways, 

1. Public channels are chat rooms which anyone can join and 

are for conversations that are open to all. 

2. Public channels can be joined directly using the shared URL 

of the channel.  

 

4.3 Chat module 

Chat may refer to any kind of communication over the Internet 

that offers a real-time transmission of text messages from sender 

to receiver. Chat messages are generally short in order to enable 

other participants to respond quickly. Thereby, a feeling similar 

to a spoken conversation is created, which distinguishes chatting 

from other text-based online communication forms such as 

Internet forums and email. Chat may address point-to-point 

communications as well as multicast communications from one 

sender to many receivers and voice and video chat or maybe a 

feature of a web conferencing service. 

 

4.4 FILE SHARING 

File sharing is the practice of sharing or offering access to digital 

information or resources, including documents, multimedia 

(audio/video), graphics, computer programs, images and e-

books. Files sharing over the internet which makes the internet 

to fill like garbage. To overcome the process of file sharing over 

the group or multicast sharing using IPFS which creates a single 

copy of the file instead of redundant copies.  

 

5. SOFTWARE REQUIREMENT  
 Front end: React Js 

 Operating System: Windows 7 or above 

 Back end:  Decentralized Database which Includes 

Blockchain. 

 Back End: Decentralized DB 

 IDE:  Visual code 

 

6. HARDWARE REQUIREMENTS 
 Processor:  Pentium IV 2.4 GHz 

 Speed:  1.1 GHz 

 RAM:  2 GB 

 Hard Disk:   20 GB 

 

7. SYSTEM DESIGN 
 

 

 

 

 

 

 

 

 

 

 

Fig. 2: System design 

8. OUTPUT 
 

 
Fig. 3: Login page 

 

 
Fig. 4: Channel Creation 

 

 
Fig. 5: Chat 

 

 
Fig. 6: File Sharing 

 

9. CONCLUSION  
All in all, there are numerous open doors and much to explore in 

P2DB-Chat & IPFS with respect to inconspicuous applications 

and in new strategies for pushing cutting edge comes about. 

Despite the fact that this was only a general review of the 

decentralized application and interplanetary filesystem, we trust 

it gives you a fundamental comprehension and a benchmark 

forgetting further information. 

 

In the future, our website will be made much more efficient, 

secure and private by adding a separate chat room session where 

both clients and freelancers can communicate as in a normal chat 

application. An android application is to be developed in order 

to ensure access to all our services using a smartphone. A filter 

to sort the freelancers accordingly to clients need will be 

introduced in the future versions of our website. 

 

Login 

Channel creation 

 

File sharing 

 

Chat module 
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 A private chat room to maintain the privacy of users. 

 An android application to assist website. 

 Audio and Video conference feature will be implemented in 

the next cycle. 
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