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ABSTRACT
Security is a major concern is nowadays, in many applications many algorithms were proposed majorly categorized into
symmetric and asymmetric key cryptographic algorithms. The limitations with symmetric key cryptography are the scope of
knowing the shared key between the communicators to intruders. Hence, asymmetric key cryptography algorithms were
preferred, among those ECC is one best mechanism. This paper is aiming at the analysis of time complexity, efficiency and
security levels of Elliptic Curve Cryptography (ECC) and based upon the analysis, further extension to a strong encryption and
decryption algorithm. In addition to that ECC will be extended to other ECC based derived algorithms include a Hessian
algorithm. Due to the many important properties making the model attractive in cryptograph, the paper code is implemented in
the Magma software to ensure the correctness of formulas in this work. A comparative analysis will be done among the ECC
and Hessian algorithm.
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1. INTRODUCTION
The cryptographic algorithms is an important role to ensure confidentiality, integrity, authentication, and non- repudiation of the
transmitted data. ECC has a number of advantages over other public-key cryptosystems, such as RSA, which make it an attractive
and alternative to security. In particular, for a given level of security, the size of the cryptographic keys and operands involved in
the computation of EC cryptosystems is normally much shorter than other cryptosystems.
Cryptography algorithms suggested the best solution for many communication network systems by providing by offering security
features such as confidentiality, data integrity, authenticity and non-repudiation. Elliptic curve cryptography (ECC)[4] is one of the
best public key cryptography technique which offers optimal solution to many constrained environment such as power, bandwidth,
speed, small device etc., Public Key Cryptography consists of a pair of keys, named a public key and a private key which would be
used to operate encryption and decryption of data. Each end user generates these key pairs where private key knows only by a
particular user and whereas the public key is distributed to all users taking part in the communication. ECC based cryptographic
algorithm requires many predefined constant parameters to be known by the entire user in the communication system. These
parameters are used to perform encryption and decryption operation during transmission of data. ECC require lesser key size than
another cryptosystem. Unlike symmetric key cryptosystem, it does not share a secret key between the end users which will tend to
insecure communication. But symmetric key cryptosystem [2,3] is much faster than public key cryptosystem due to the generation
of key pairs. ECC generates keys through the properties of the elliptic curve equation instead of the traditional method of generation
as the product of very large prime numbers (RSA). ECC [1] can yield a level of security with a 164-bit key that other systems
require a 1024-bit key to achieve.

2. ELLIPTIC CURVE CRYPTOGRAPHY
Elliptic Curve Cryptography [5] is one of the famous public key cryptographic technique was independently proposed by Miller
and Koblitz in 1985. It uses elliptic curve where variables and coefficient are bounded to elements of a finite field. These researchers
put an enormous amount of work to offer the same level of security with lesser key size compared with existing methods which are
based on difficulties of solving discrete logarithm problem over integers or integer factorization.
A polynomial equation of elliptic curve:
𝒚𝟐 = 𝒙𝟑 + 𝒂𝒙 + 𝒃
(1)
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2.1 Weierstrass formulation of elliptic curves
From the mathematical standpoint, an elliptic curve is a solution set to the bivariate polynomial equation f(x,y)=0, Where f(x,y) is
of total degree 3, and f(x,y) is irreducible.
In cryptography consider particular equations and particular (finite) fields over which curves are defined. The points on the curve
form a commutative group. What makes elliptic curves, particularly attractive for cryptographic applications is that the discrete
logarithm problem in elliptic curve groups is computationally hard. Moreover, it is “harder” than in groups, previously considered,
thereby allowing shorter key lengths.
An elliptic curve Eab defined over a prime field Fp (with p>3) can be written in the simplified Weierstrass form as:
𝑬𝒂𝒃 (𝑭𝒑 ): 𝒚𝟐 = 𝒙𝟑 + 𝒂𝒙 + 𝒃

(2)

Where a,b ∈ Fp
2.2 Point addition
Consider two distinct points J and K such that J = (XJ, YJ) and K = (XK, YK). Let L = J + K where L = (XL, YL), then
𝑋𝐿 = 𝑆 2 − 𝑋𝐽 − 𝑋𝐾 𝑚𝑜𝑑 𝑝
𝑌𝐿 = −𝑌𝐽 + 𝑆(𝑋𝐽 − 𝑋𝐿 ) 𝑚𝑜𝑑 𝑝
𝑆 = (𝑌𝐽 − 𝑌𝐾 )/(𝑋𝐽 − 𝑋𝐾 ) 𝑚𝑜𝑑 𝑝

(3)
(4)
(5)

Where S is the slope of the line through J and K. If K = -J that is, K = (XJ, -YJ mod p) then
J + K = O. where O is the point at infinity. If K = J then J + K = 2J, then point doubling equations are used. Also J + K = K + J
2.3 Generation of elliptic curve points
The equation of Elliptic curve prime field is used to generate the elliptic curve points which help to generate private and public key
pairs. If x=0, y=1……….p.
To Substitute x=1, y=0; a=1; b=1; p=23 in equation 1.
𝑦 2 𝑚𝑜𝑑 𝑝 = (𝑥 3 + 𝑎𝑥 + 𝑏)𝑚𝑜𝑑 𝑝
0 𝑚𝑜𝑑 23 = (13 + 1(1) + (1))𝑚𝑜𝑑23
0
= 3 𝑚𝑜𝑑 23
0
= 3
Likewise to find the points when both sides will be equal then it should be a point. Like x=1; y=7; a=1; b=1; p=23 in the equation.
72 𝑚𝑜𝑑 23 = 3 𝑚𝑜𝑑 23
3
=
3
Then (1, 7) is one of the elliptic curve points in the table. This process continued until to generate p points by varying x and y values
as shown in table 1. These points are used to draw the elliptic curve as shown in figure 1. In the above-mentioned curve, an elliptic
curve over prime field equations are chosen, to perform point scalar point multiplication which requires both point addition and
doubling operation.
Table 1: Points on the elliptic curve E23 (1,1)

Fig. 1: Elliptic curve equation 𝒚𝟐 = 𝒙𝟑 + 𝒙 + 𝟏
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3. HESSIAN CURVE CRYPTOGRAPHY
The hessian curve is a plane curve similar to folium of Descartes, named by Otto Hesse. This curve was suggested for application
in elliptic curve cryptography because arithmetic in this curve representation is faster and needs less memory than arithmetic in
standard Weierstrass form. The hessian curve proposes the family of generalized Hessian curves with efficient, unified addition
formulas for the purpose of safety transmission of information. A Hessian curve Hd defined over a field F is given by the cubic
equation:
Hd: x3 + y3 +1 = dxy
Where d ∈ F.
3.1 Point addition
Let P1 = (X1:Y1:Z1) and P2 = (X2:Y2:Z2) be two points distinct. Assuming that Z1=Z2=1 then the algorithm is given by:
A = X 1 Y2
B = Y 1 X2
X3 = B Y1-Y2 A
Y3 = X1 A- B X2
Z3 = Y2 X2- X1 Y1
Example: Given the following points in the curve for d=-1 P1=(1:0:-1) and P2=(0:-1:1), then if P3=P1+P2 we have:
X3 = 0-1= -1
Y3 = -1-0= -1
Z3 = 0-0=0
Then: P3 = (-1:-1:0)
3.2 Point doubling
Let P = (X1 : Y1 : Z1) be a point, then the doubling formula is given by:
A = X12
B = Y12
D=A+B
G = (X1 + Y1)2 − D
X3 = (2Y1 − G) × (X1 + A + 1)
Y3 = (G − 2X1) × (Y1 + B + 1)
Z3 = (X1 − Y1) × (G + 2D)
The cost of this algorithm is three multiplications + three squarings + 11 additions + 3×2.
Example: If {P=(-1:-1:1)} is a point over the Hessian curve with parameter d=-1, then the coordinates of {2P=(X:Y:Z)} are given
by:
X = (2.(-1)-2)(-1+1+1) = -4
Y = (-4-2.(-1))((-1)+1+1) = -2
Z = (-1-(-1)) ((-4)+2.2) = 0
That is, 2P = (-4:-2:0)

4. ECC AND HEC BASED ENCRYPTION AND DECRYPTION
ECC algorithm involves to perform key generation, generation of elliptic curve points, mapping of plaintext into numbers,
conversion of number into points, encrypt the plaintext points using the private key and finally decrypt the ciphertext points. These
operations are performed by the following sequence of steps as shown below:
4.1 Key generation process
 User A generates a random private key nA < n.
 User A also computes public key PA = nA  G;
 PA = G+G+G...+ nA times. (Point Addition)
 User B generates a random private key nB < n.
 User B also compute his public key, PB = nB  G;
 PB = G+G+G...+ nB times. (Point Addition)
4.2 Encryption-Decryption process
The process of converting plaintext Pm into cipher text Cm known as encryption process. Since elliptic curve cryptography deals
with elliptic curve point for key generation process. Each character of plaintext should be converted into points using Koblitz
method. Then converted plaintext points are encrypted with the help of its generated keys to generate cipher text points (Cm).
𝐶𝑚 = {𝑘. 𝐺, 𝑃𝑚 + 𝑘. 𝑃𝐵 }

(6)

Where,
G: Generator Point
Pm: Plaintext point on the curve
k: Random number was chosen by A
PB: Public key of user B.
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Elliptic curve decryption process: The cipher text point’s Cm is converted into plaintext point Pm using Koblitz method.
(7)

𝑃𝑚 + 𝑘. 𝑃𝐵 − 𝑛𝐵 (𝑘. 𝐺) = 𝑃𝑚 + 𝑘(𝑛𝐵 )𝐺 − 𝑛𝐵 (𝑘. 𝐺) = 𝑃𝑚

5. RESULTS AND COMPARATIVE ANALYSIS

Fig. 2: Bar chart plotted for ECC vs. Hessian
Table 2: Comparison of file size vs. time complexity of ECC and Hessian Curves
ECC
HESSIAN
Type
Char
Password
String
Aadhar

Input
s
Root@123
helloworld
486055966880

Size (bits)
1
8
10
12

Time (sec.)
0.001567
0.003833
0.006130
0.0075089

Type
Char
Password
String
Aadhar

Input
s
Root@123
helloworld
486055966880

Size
1
8
10
12

Time
0.001109
0.001981
0.000481
0.005547

6. HESSIAN CURVE SECURITY ANALYSIS
Side-channel attacks are a recent class of attacks that have been revealed to be very powerful in practice. By measuring some side
channel information (running time, power consumption, and an attacker is able to recover some secret data from a carelessly
implemented crypto algorithm. This paper investigates the Hessian parameterization of an elliptic curve as a step towards resistance
against such attacks in the context of elliptic curve cryptography. The idea is to use the same procedure to compute the addition,
the doubling or the subtraction of points. As a result, this gives a 33% performance improvement as compared to the best-reported
methods and requires much less memory.

7. CONCLUSION
From this comparative analysis of elliptic curve and hessian curve, based on point generation, point addition and point doubling for
both the curves, along with strong encryption and decryption algorithm and compared the results based on time complexities. It
clearly shows that the hessian curve is better than an elliptic curve.
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