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ABSTRACT 
 

The purpose of this paper is to find from literature, (a) why 

‘smart factory’ is an appropriate development to the factory 

system now, and (b) what is a smart factory, and what are its 

constituents and governing principles of design. The findings 

are used to propose a methodology for retrofitting or 

designing a smart factory. In the first step, the prevailing 

factory system and its weaknesses are identified. In the next 

step the technological developments, that are conducive to 

form the smart factory, which outperforms the existing 

factory system, are reviewed. In the third step the smart 

factory definitions are analyzed and in the fourth step the 

constituents, governing design principles, as identified from 

the literature are collected, analyzed and categorized. In the 

final step, we used the findings to propose a methodology to 

retrofit an existing factory or design a new smart factory. The 

literature concerning ‘smart factory’ is abundant, and a strict 

selection scheme was used, to choose the literature for the 

study. This might have eliminated some relevant literature. 

Smart Factory is a disruptive development to the existing 

factory system, and as such the findings first assist to identify 

the ‘advanced knowledge in science and technology’ that is 

needed for success (sensors, IoT, storing and processing a 

huge amount of data and data analytics). It then identifies 

various possible technologies that can constitute to specific 

smart factory implementations and guide with the design 

principles. The value of this research is the proposed 

methodology, which can guide anyone planning to move 

forward in the smart factory path. 

 

Keywords— Internet of Things (IoT), Industrial Internet of 

Things (IIoT), Smart manufacturing, Cyber-Physical Systems 

(CPS), Cyber-Physical Production Systems (CPPS), Industry 

4.0, Smart factory 

1. INTRODUCTION 
A great worldwide endeavour is underway, to use the Internet 

of Things (IoT) and smart analytics in technologies in the 

manufacturing industries and, consequently, to improve the 

overall performance, quality, and controllability of 

manufacturing processes. The integration of all IoT 

technological advances in computer networks, data 

combination and analytics to all manufacturing factories is 

referred to as a smart factory [1]. It is a fully connected and 

flexible system that can use a constant stream of data from 

connected operations and production systems to learn and adapt 

to new demands [2]. 

 

‘Smart Factory’ can be defined as a factory of connected and 

intelligent machines, where waste, defect, and downtime is 

almost equal to zero. These highly productive factories move 

materials more efficiently across the factory floor, made 

possible in part by data seamlessly moving from sensors on 

machines to servers to services [3]. Smart Factory is seen as the 

panacea for all the difficulties and limitations of conventional 

factories. This research is aimed at reviewing the published 

literature to identify (a) why smart factory is the appropriate 

development now, for the factory system of manufacture (b) 

what are the constituents of a smart factory and (c) how 

retrofitting or developing a new factory has to be handled. 

Section 2 reviews the traditional factories and their limitations. 

Section 3 describes the technological developments that make 

the development of ‘Smart Factories’ appropriate at this time. 

Section 4 analyses and collates the descriptions of smart 

factories and establishes a comprehensive list of constituents 

before describing an inclusive description (definition) of a 

smart factory. Section 5 describes narratives describing smart 

factories, constituents of smart factories and their design 

principles. It then proceeds to describe a methodology to 

implement retrofitting or designing a new facility so that it will 

be a smart factory. 

 

2. CONVENTIONAL FACTORY  
A conventional factory, with its origin during the 18th century, 

is an industrial site, consisting of buildings and a large 

collection of machinery, where workers operate machines to 

manufacture goods. The technologies employed were 

continuously improved with continued new developments in 

science and technology. Factories manufacturing chemicals are 

often called plants and have most of their equipment, consisting 

of blowers and ducts, pumps and piping, tanks, pressure vessels 

and chemical reactors, located outdoors and operated by 

personnel in control rooms. Such a plant will have several 

machine units made up as an assemblage of several components 

that get worn-out and eventually break. Maintenance in these 

factories consists of actions necessary for retaining or restoring 
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a piece of equipment, machine, or system to the specified 

operable condition. This is often achieved by replacing 

components that have reached the near-end-of-life condition or 

broken down completely, during an overhaul.  

 

 
Fig. 1: Cumulative operating time versus failure rate 

 

Traditional maintenance considers that the operation of a 

population of devices can be viewed, as shown in Figure 1, 

comprising 3 distinct periods:  

(a) An ‘early infant failure’ (burn-in) period, where the chance 

of failure is high at the beginning and decreasing rapidly 

over time.  

(b) A ‘random failure’ (useful life) period, where the chance of 

failure remains constantly low over time.  

(c) A ‘wear-out’ period, where the chance of failure increases 

over time.  

 

Historical data are collected in the form of time to failure or 

mean time to failure (MTTF) and components are assumed to 

reach the ‘wear-out’ period when their time in operation 

approaches the MTTF. During the shutdown of a plant for 

maintenance, it is customary to replace such components that 

are in the wear-out period to increase the reliability of the plant. 

However, these components will often have some useful life 

left in them. 

 

2.1 Limitations of conventional factory  

Operation of a conventional factory can be regarded as an 

endeavour to maximize the state of functioning (Sofu) and 

minimize the state of failure (Sofa) of the plant in the safest 

possible manner. Every activity, including resource allocation 

and data collection, is tailored to minimize ‘Sofa’. Maintenance 

was classified as (a) breakdown maintenance (b) preventive 

maintenance and (c) planned maintenance for general work and 

condition-based maintenance for special units. Maintenance 

personnel called the ‘running maintenance team’ were kept on 

‘stand-by’ to attend breakdowns. Preventive maintenance 

routinely checked the plant and changed the lubricants 

routinely to prevent breakdowns. Based on historic data 

planned maintenance works were carried out to refurbish or 

replace worn-out components nearing their life expectancy 

derived from crude measurements and historical data. Historic 

data itself was collected as aggregate parameters like the time 

to failure (which is used to estimate the mean life of a 

component) rather than a large amount of data about each 

component at short time intervals. Spare units of critical 

components also were kept in waiting for replacement during 

the break down maintenance or planned maintenance. This 

approach has stabilized the operation and maintenance and, 

efficiency levels were established as targets to represent good 

performance (for example more than 330 days of operation of a 

cement plant in a year). The limitations can be summarized as 

follows: 

(a) Organization of the maintenance as breakdown, preventive 

and planned maintenance. 

(b) Running Maintenance Team waiting as stand-by.  

(c) Spare components waiting as stand by. 

(d) Shortage of spare units and emergency purchases. 

(e) Data collection in summary form which lacks continuous 

analysis of data and optimization. 

(f) Limited opportunities to detailed data analysis for finding 

root causes, due to the summary format of data collection. 

(g) The bulk of the maintenance work is post-event.  

 

The problem is further exacerbated by the rapid obsolescence 

of products and the emergence of new products, high-quality 

standards, short delivery and decreasing costs [4]. Conventional 

factories and their supply chains face challenges in keeping up 

with ever-shifting fashion. Conventional factories have the 

safety, environmental and sustainability issues [2]. ‘Fixed 

Routing’ is a major limitation where the production line is fixed 

except when manually reconfigured by people with system 

power down. There is no communication among machines, 

products, information systems and people and the field devices 

are separated from the upper information systems. In the 

current thinking, this is considered as a major drawback. 

Another major limitation is due to the fact that ‘any 

malfunction of a single device will break the full operation 

since every machine is preprogrammed to perform the assigned 

functions only’ [5]. 

 

2.2 Analysis 

The situation needs some disruptive development that will 

destroy the existing methodologies and procedures and 

introduce better and autonomous new ones based on advanced 

technologies that make very much reduced waste, defect, and 

downtime. Smart factory is the result of this new development 

based on advanced technologies namely (a) sensors to generate 

more operational data (b) Internet of Things (IoT) for effective 

communication (c) cloud and dedicated computing to handle 

huge amount of data (d) deviation from traditional processing 

and (e) integrated management.  The following sections 

describe them. 

 

3. TECHNOLOGICAL DEVELOPMENTS 

This section describes the advanced technological 

developments identified in the preceding analysis, which form 

the basis for the desired disruptive development for the present 

factory system. 

 

3.1 New Opportunities to generate data (Sensors) 
The sensor is a device that detects events or changes in the 

environment, and transforms signals from different energy 

domains (such as radiant, mechanical and thermal) to the 

electrical domain and provides a corresponding output [6]. It 

detects or measures a physical property and records, indicates, 

or otherwise responds to it. 

  

In 2004 Kanoun and Tränkler [7] anticipated the following two 

areas of development: 

(a) Maintenance-free sensors with long life expectancy and 

low electric power consumption.  

(b) Increased use of multisensory and wireless systems and 

miniaturization.  

In 2018 Schütze, Helwig and Schneider [8] report of smart 

sensors, which generate the data and allow further functionality 

from self-monitoring and self-configuration to condition 
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monitoring of complex processes. In short sensor technology of 

today has advanced to provide sensors to (a) continuously 

generate data for every aspect of the manufacturing process (b) 

track real-time movements and locations of raw materials, 

work-in-progress and finished goods, and high-value tooling (c) 

be placed on equipment to drive predictive and cognitive 

maintenance analytics and (d) geo-fence dangerous equipment 

from operating in close proximity to personnel. In this context 

geo-fence is a virtual geographic boundary, defined by GPS 

(Global Positioning System) or RFID (Radio-frequency 

Identification) technology that enables software to trigger a 

response when a mobile device enters or leaves a particular 

area. 
 

3.2 Opportunities provided by communication capabilities 

and IoT 

Internet, as known to everyone, is a global computer network 

providing a variety of information and communication 

facilities. The internet of things, IoT, is the interconnection via 

the Internet of computing devices embedded in everyday 

objects, enabling them to send and receive data. This is a 

revolutionizing development that has the potential to change 

way factories operate and people conduct their day-to-day lives. 

In other words, this can be part of the disruptive technology 

desired for developing smart factories. 
  

Patel and Patel [9] express the vision of IoT in the following 

way: Internet of Things (IoT) is a concept and a paradigm that 

considers pervasive presence in the environment of a variety of 

things/objects that through wireless and wired connections and 

unique addressing schemes are able to interact with each other 

and cooperate with other things/objects to create new 

applications/services and reach common goals. In the context of 

a factory, the things/objects can be blowers and ducts, pumps 

and piping, tanks, pressure vessels, chemical reactors, and their 

constituent components like shafts and bearings. With the latest 

development of RFID technology, IoT has been paid more and 

more attention because it could provide a promising 

opportunity to build powerful industrial systems and 

applications. This is achieved by leveraging the growing 

ubiquity of RFID, wireless, mobile and sensor devices 

embedded in the object, logic object and internet-based 

information infrastructure. The Internet of Things (IoT) is a 

significant element of Industry 4.0 that creates comprehensive 

network infrastructure to create virtual systems and physical 

objects using the internet [10] leading to operations that can be 

performed more efficiently, accurately and intelligently [11]. 
 

3.3 Opportunities for storing and processing a huge amount 

of data 

Advancement in sensor technology has opened the floodgates 

for the influx of huge amounts of industrial data. Industrial data 

is growing twice as fast as any other sector. Yet today, less than 

3% of the data is tagged and used in a meaningful fashion [12]. 

With the use of advanced sensor technologies modern 

manufacturing systems increase the complexity in generating 

huge amounts of continuously generated data.  This data 

contains valuable information useful for several use cases such 

as knowledge generation, optimization of key performance 

indicators (KPI), diagnosis, prediction, and feedback to design 

or decision support [13]. Technology for storing and handling 

this data also is developing faster. The following sub-section 

provides a brief description of technologies in these two 

aspects. 
 

3.4 Fundamental deviation in data processing, use of data 

In order to figure out huge data and its impact imagine a journal 

bearing carrying a running shaft in a factory. The wear in the 

bearing is the parameter that tells whether it is in the operable 

condition or is reaching the wear-out period. When no 

continuous data is available, as, in the conventional factory, 

routine change of lubricant and the MTTF from the historical 

data are the two things to rely upon. Imagine a condition where 

the wear is taken twice every hour. This is a large amount of 

data about a single component. But this provides opportunities 

to decide the daily wear rate reflecting the condition of 

lubrication providing a better way to manage than the routine 

change. The measurement of wear permits the estimation of the 

remaining life. This can facilitate to plan the spare part and 

bring the maintenance team in time to minimize the downtime. 

But this needs two things: (a) availability of large data and (b) 

processing capability or analytics to compute different 

monitoring constructs to assist in the efficient operation. In 

other words, a fundamental deviation in collecting data and 

processing data is required. 

 

Collection of continuous data provides opportunities for 

viewing single and subsets of data under different 

classifications. In this context, classification can be seen as a 

systematic arrangement of data. For example, the continuously 

collected data from the journal bearing above can be used to 

calculate (a) the average wear per week (b) overall wear rate 

per day to estimate the life available (c) the impact of the 

environmental change (say the dusty condition) by considering 

the data during the period (d) the requirement of lubricant 

change indicated by increased wear on the daily and weekly 

basis and so on. It is worth noting here that a single item of data 

can belong to several different groups under different 

classifications. The classification of data for different 

constructs results in establishing different analytics. Making the 

journal bearing may include it sending a photograph of itself to 

the maintenance team when it is entering the ‘end-of-life’ stage 

of its life. Thus the data processing and use of data have to be 

part of the disruptive technology and undergo a fundamental 

deviation. It should adopt the processing techniques highlighted 

earlier in section 3.3 about ‘Opportunities for storing and 

processing a huge amount of Data’. 

 

3.5 Opportunity for better management  
Groover [14] identifies that production systems have two 

constituents namely (a) facilities and (b) manufacturing 

management systems. Facilities consist of the factory, 

production machines and tooling, material handling equipment, 

inspection equipment and computer systems that control the 

manufacturing operations. Manufacturing Management 

Systems are the procedures and systems used by the firm to 

manage production and solve the technical and logistics 

problems associated with designing the product, planning the 

processes, ordering materials, controlling the work-in-process 

as it moves through the plant, and delivering the product to 

customers. Four functions are performed in this category: 

business functions, product design, manufacturing planning, 

and manufacturing control. Collection of the huge amount of 

data and associated analytics greatly enhance the ability to 

utilize the facilities to the full and seamlessly integrate the 

manufacturing management systems to assist production and 

minimizing waste and downtime while maximizing 

sustainability. 
 

3.6 Analysis and summary of findings  

Section 3 summarizes the technological developments that are 

needed and developed to make ‘smart factory’ a feasible 

concept. Subsection 3.1 summarizes the developments in 

sensors which form the origin of the ‘huge amount of data’ that 

is the lifeblood of the smart factory. It describes multi-sensor 
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measurement to ensure reliability and correctness of the data 

and, a feature extraction unit to reduce or optimize the 

dimensionality of the measurement space. Subsection 3.2 

summarizes the Internet of Things, IoT, and the opportunities 

arising from IoT. The huge amount of data generated by the 

sensors is transmitted to the computer through the IoT. 

Subsection 3.3 discusses the opportunities for storing and 

processing a huge amount of data that has been transmitted 

through the IoT. Subsection 3.4 discusses the processing and 

use of the huge amount of data in different ways that facilitate 

autonomous management of the connected machines and units 

in a smart factory. Subsection 3.5 identifies the four parts 

business functions, product design, manufacturing planning, 

and manufacturing control that have to be integrated and the 

facilities developed integrating the technological developments. 

Having thus seen the summary of the influencing factors for the 

‘Smart Factory’ it is necessary to look at ‘What is a Smart 

Factory’. Section 4 describes what a smart factory is? and 

section 5 describes the methodology adopted to retrofit a smart 

factory. 

 

4. WHAT IS A SMART FACTORY? 

Smart factory is the incorporation of latest technologies in its 

development to have the self-x capabilities, where x stands for 

characteristics such as description, awareness, management, 

organizing, controlling, directing, healing, correction, auto-

discovery, re-configuration, predicting, comparing, 

maintaining, organizing etc., which in turn makes 

manufacturing reliable, safer, economical, sustainable and high 

quality. Section 2 identified the shortcomings of the 

conventional factories and Section 3 identified the technologies 

that can alleviate some if not all of the shortcomings. This 

follows the technology transfer model Research → 

Development → Design → Production as proposed by 

Ramanathan [15]. In this model, research findings are first 

developed sufficiently for incorporation into the design of 

goods and services. Then the design phase starts which leads to 

commercial production. Smart Factory concept is between the 

development and design phases and hence the definition of it in 

terms of constituents and the level of their incorporation in 

designs are fuzzy.  Another important aspect about technology 

transfer identified by Bennet and Vaidya [16] is the ‘basic 

knowledge of science and technology of the recipients’. The 

nature of the smart factory requires competence in what is 

traditionally called multi-disciplinary.  The level of competence 

of the implementers thus has a significant influence on the 

constituents of any specific implementation of smart factories. 

The following subsections explore the description of the smart 

factory by different authors, constituents of smart factories and 

design principles of smart factories.   

 

4.1 Description of smart factories by authors 
The literature has listed many descriptions for ‘Smart Factory’. 

When reading through them one could immediately realize that 

they are goal oriented descriptions answering the ‘what’ 

question than the ‘how’ question. Table 1 shows some of these 

descriptions. 

 

Table 1: Description of smart factory by authors 

Author Description of smart factory 

Jay Lee [1]. 

The combination of all new IoT 

technological advances in computer 

networks, data integration and analytics to 

bring transparency to all manufacturing 

factories 

Elvis Hozdic [4] 

Integrating between the numerous 

industrial and non-industrial partners who 

build virtual organizations resulting in an 

effective and flexible production solution. 

Radziwon et al. 

[17] 

A manufacturing solution that is related to 

automation, known as a combination of 

software, hardware and mechanics, which 

should lead to optimization of 

manufacturing resulting in a reduction of 

unnecessary labor and waste of resource. 

Deloitte 

Development[2]

. 

A self-optimizing performance across a 

broader network, self-adapt to and learn 

from new conditions in real or near real 

time and autonomously run entire 

production processes 

 

4.2 Constituents of smart factories 

According to Deloitte Development LLC [2], the components 

needed to enable a successful smart factory are largely 

universal, and each one is important: data, technology, process, 

people, and security. Following these five clusters were formed.  

  

4.2.1 Data: Data is the lifeblood of the smart factory. Through 

the power of algorithmic analyses, data drive all processes, 

detect operational errors and provide user feedback. When 

gathered in enough scale and scope, it can be used to predict 

operational and asset inefficiencies or fluctuations in sourcing 

and demand. Combining and processing the resulting data 

actions are what make them valuable. To power the smart 

factory, manufacturers should have the means to create and 

collect on-going streams of data, manage and store massive 

loads of information generated. 

 

4.2.2 Technology: For a smart factory to function, assets 

defined as plant equipment such as material handling systems, 

tooling, pumps, and valves should be able to communicate with 

each other and with a central control system. The control 

system can take the form of a manufacturing execution system, 

which is an integrated, layered hub that functions as a single 

point of entry for data from across the smart factory and the 

broader digital supply network, aggregating and combining 

information to drive decisions. Organizations have to consider 

other technologies including transaction and enterprise resource 

planning systems, IoT and analytics platforms, and 

requirements for edge processing and cloud storage.  

 

4.2.3 Process and Governance: One of the most valuable 

features of the smart factory is its ability to self-optimize, self-

adapt, and autonomously run production processes which can 

fundamentally alter traditional processes and governance 

models. An autonomous system can make and execute many 

decisions without human intervention, shifting decision-making 

responsibilities from human to machine in many cases, or 

concentrating decisions in the hands of fewer individuals. The 

connectivity of the smart factory may extend beyond its four 

walls to include increased integration with suppliers, customers, 

and other factories. 

 

4.2.4 People: In a smart factory people are expected to still be 

key to operations. However, there can be profound changes in 

the operations and IT/OT organizations, resulting in a 

realignment of roles to support new processes and capabilities. 

Some roles may no longer be necessary as they may be 

replaced by robotics (physical and logical), process automation, 

and AI. Other roles might be augmented with new capabilities 

such as virtual augmented reality and data visualization. 
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Organizational change in management could play an important 

role in the adoption of any smart factory solution. 

 

4.2.5 Cyber Security: By its nature, the smart factory is 

connected and thus cybersecurity risk presents a greater 

concern in the smart factory than in the traditional 

manufacturing facility and should be addressed as part of the 

overall smart factory architecture. In a fully connected 

environment, cyber-attacks can have a more widespread impact 

and may be more difficult to protect against, given the 

multitude of connection points. It was observed that existing 

technologies and terminologies were given specific features and 

meanings when they were applied in smart factory applications. 

Therefore, the existing terminologies towards smart factories 

have been reviewed. With their additional features and 

meanings, they have become the active constituents of smart 

manufacturing. They could be clustered into the above five 

constituents. 

 

Table 2:  Technology/Terminology and References 

Technology/Terminology Reference 

Intelligent [18][19],[20],[21] 

Energy saving efficiency [22],[23], [24],[25],[20],[22], 

[26] 

Cybersecurity [27],[28],[29],[22] 

Real-time 

Communication 

[20],[30],[31] 

CPS/CPPS [32],[20],[22], [25], [33], [34] 

Virtual Reality and 

Augmented Reality 

[22] [35] [36] 

IoT/IIoT [20],[22], [37], [38] 

Data analytics/big data 

analytics 

[25],[39],[40],[25][41],[42], 

[43], [44] 

Data visualization [45] [46] 

Operation Planning [47] 

IT-based production 

management 

[20] 

Smart Materials [23],[48],[49] 

Advanced manufacturing [50],[51],[52] [25] 
 

Table 2 illustrates a collection of these technologies and 

terminologies, which were found in the references 

accompanying them. For example, one terminology is 

intelligent technology which means the ability to change its 

action based on its own experience. Another term is energy 

saving efficiency which is a technology where the energy 

necessary to provide a product or service can be reduced. Cyber 

security is one of the five constituents as discussed earlier in 

section 4, it is when data should be secured from cyber threats. 

In addition, real-time communication is a technology, which 

enables users to exchange data with systems in real-time and 

this can be put with the technology cluster. Virtual Reality 

(VR) creates 3D images using a computer and the interaction in 

that space with the help of electronic devices, for the user to 

feel as if he or she has been immersed in a synthetized 

environment. Augmented Reality (AR) is a technology that can 

superimpose a computer-generated 3D numerical format in the 

real world but not interact with it. VR and AR are categorized 

under the people cluster because there are changes in the 

operations supporting new processes and abilities. CPS/CPPS 

(Cyber Physical Systems /Cyber Physical Production System) 

are technologies used to solve and work with physical 

mechanisms or components. This is placed under the process 

and governance cluster. IoT/IIoT (Internet of Things /Industrial 

Internet of Things) enables communication between the 

physical and internet-enabled devices, which can be used to 

improve the existing manufacturing systems. IoT/IIoT is also 

placed under the process and governance cluster. 

 

Additional terminologies such as big data is a technology that 

can analyze large sets including real-time data that are difficult 

to analyze by traditional methods. Data analytics is dealing 

with data into actions and insights within a manufacturing 

system. This terminology is clustered under the data cluster. 

Indeed, big data can be understood as being part of this 

technology which also makes it under the data constituent 

cluster. Data visualization represents data with the help of 

graphs and other visual representations which can lead to graph 

patterns to analyze the data. The authors agreed that data 

visualization should be the process and governance cluster. 

Furthermore, operation planning is when all the activities of the 

organization are planned to achieve the final objective. In other 

words, connecting everything happening within the 

organization through the help of IT. This terminology can also 

be placed on the process and governance cluster. The IT-based 

production management includes computer-aided design 

(CAD), computer-aided manufacturing (CAM), computer aided 

technology (CAx) etc. These are the tools that allow designing, 

analyze and facilitate the design and production. Therefore, the 

CAx tools are included in the technology cluster. Smart 

materials can sense the change in environment with the help of 

sensors and take the corrective actions using actuators, as well 

as they provide data for analysis as well, which may lead to 

improved part design.  

 

Smart materials can be considered as a process and governess 

cluster. Finally, advanced manufacturing terminology which is, 

for instance, additive manufacturing that is a technology that 

can print a 3D image into an object with the help of a laser 

beam, an electron beam which is a technology cluster. 

 

In summary, the clustering has been done according to the 

author's subjective judgment by determining the most suitable 

cluster because there are some items that could have been 

possibly placed in another cluster; nevertheless, they are placed 

in a specific cluster. However, the authors fully acknowledge 

that one might argue that the respective items might fit into 

another cluster as well based on the individual background and 

experience. 

 

4.3 Design principles of smart factories 

The constituents that are clustered from section 4.2 are aimed to 

act as the capabilities to enable smart manufacturing to comply 

with the six design principles of Industry 4.0 scenarios. The 

design principles will help designers to build new smart 

factories or upgrade. Most of the literature is focused on the 

design principles of the smart factory [53], [54], [55], [56] and 

these principles are : 
 

4.3.1 Interoperability: Being able to allow communication 

through interfaces between the components/sub-systems of a 

manufacturing system, allowing it to work with or use parts of 

another component of subsystems. 
 

4.3.2 Virtualization: Creating an artificial factory environment 

with CPS similar to the actual environment and to be able to 

monitor and simulate physical processes. Such an environment 

can be created by the Information transparency in CPS and the 

aggregation of sensor data [57]. 
 

4.3.3 Decentralization is the ability of Smart Manufacturing 

systems and technologies to make decisions on their own and to 

perform their tasks autonomously including global production 

goals [57]. 
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4.3.4 Real-time capability or Responsiveness is the ability to 

automatically and in real-time collect manufacturing system 

data via a network of sensors such as IoT and immediately 

provide the derived understandings [58]. 

 

4.3.5 Service orientation: Manufacturing industries and 

organizations focus on profit from selling the service rather 

than selling the product [56]. Cloud computing plays an 

important role in enabling the on-demand provision of 

services[59]. 

 

4.3.6 Modularity:  is the design of the system components. It 

is when system components are combined and separated easily 

and quickly. It allows the system to respond to changing 

customer requirements and to avoid the internal system 

malfunctions[60]. 

 

5. DEVELOPMENT OF SMART FACTORIES 

After understanding the definitions of a smart factory and its 

five constituents. As well as the terminologies that describe 

smart factory systems in the previous tables, it is time to 

develop a vision for connecting the various aspects. This vision 

creates the foundation for smart factory implementation. 

 

5.1 Analysis of literature 

In analyzing the development of smart factories some authors 

identified a diverse set of practices for adapting the smart 

factory. Indeed, the systematic nature of smart factory 

implementation creates uncertainty about the particular 

adaptations that may be needed with regard to other 

technologies, processes, and workforce capabilities. This 

uncertainty is due to the very high cost, however, the benefits 

of investment will increase in an uncertain time in the future. 

Our analysis of the literature about implementing smart 

factories revealed seven main steps underlying a successful 

smart factory implementation which is discussed in the 

following section. To the best of our knowledge, this paper is 

the first attempt to collect and present the methodology for 

implementing a smart factory in this form. 

 

5.2 Proposed methodology 

The methodology for smart factory adaptation went through 

seven stages (1) Situation Analysis (2) Breakdown Prevention 

Analysis (3) Sensor Selection (4) Data Transmission and 

Storage Selection (5) Data Processing and Analytics (6) 

Autonomous Action Network (7) Integration with the Physical 

Plant Units. Each of the seven steps is described below. 

 

Situation analysis starts with the process description with the 

associated plant units. Then historical data of these units could 

be appraised through performance analysis of the plant units. 

This would identify the units that have robust performance and 

need little change and the vulnerable units that can be subjected 

to process improvement. In the next stage, breakdown 

prevention analyses the vulnerable units identified earlier which 

are investigated for rectifying their vulnerability. As making 

them smart is the way forward in making them robust, the 

needed self-x characteristics are identified. This self-x 

characteristic may be the notification of the remaining life of a 

journal bearing for example. The next stage is to establish the 

monitoring needed to incorporate the specific self-x 

characteristic. A suitable sensor is selected for this monitoring. 

This follows the estimation of the amount of data that would be 

generated and the choice of the communicating method. The 

important next stage is where the generated a large amount of 

data is arranged in suitable classes (data processing) and 

subjected to various analyses. The analyses would reveal 

conditions where remedial or reactive actions are needed to 

keep the unit operational or to minimize the downtime and 

safety risks. This needs an autonomous or self-acting network 

of activities. Once this network of activities or actions is 

established the last stage is to integrate the process with plant 

units. This will make the vulnerable units in the conventional 

plant more robust due to self-monitoring and autonomous 

remedial action. Figure 2 shows the hypothetical model for 

retrofitting a smart factory. 

 

 
Fig. 2: Hypothetical Model for Retrofitting a Smart Factory 

 

6. CONCLUSION  
With the sensor technology and evolving information 

technologies, such as IoT, big data, and cloud computing 

together with artificial intelligence technologies, we believe the 

smart factory concept can be implemented in retrofitting 

existing factories or designing new factories. The smart 

machines and products can communicate and negotiate with 

each other to reconfigure themselves for flexible production of 

multiple types of products. The massive data can be collected 

from smart artifacts and transferred to the cloud through the 

internet protocols. This enables the system-wide feedback and 

coordination based on data analytics to optimize system 

performance. The above self-organized reconfiguration and data 

based feedback and coordination define the framework and 

operational mechanism of the smart factory. To achieve these 

benefits, companies can follow the proposed seven-step 

methodology to build or retrofit a smart factory with the five 

constituents that are matching the six principles discussed 

earlier. The methodology is hoped to shape a vision of the future 

manufacturing. 
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