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ABSTRACT 
 

The electronic voting system is the easiest way for the 

election process. The E-Voting System is a digital electronic 

system. In this process, the user’s data are collected in a 

digital manner. The stored data should be protected from 

unauthorized persons. The major issues of this process are 

the protection of stored data. The data security is considered 

as an important factor in an online voting system. Hence, the 

stored templates should be needed to prevent unauthorized 

users. In this work, explores unique retina features in a 

single can be existing in a binary format which can be 

quickly matched with the stored template to authorize 

identity. As biometric template are deposited in the database, 

owing to security threats biometric template may be altered 

by unauthorized persons. If the biometric template is altered 

authorized user will not be allowed to access the source. A 

box counting algorithms used to extract retina blood vessels 

from retina image. It analyzes and presents a high-level 

security and better image encryption using an MD5 

algorithm which is implemented on high descriptor value in 

an image. The matching process is done by using a tree data 

structure. The experimental results show high accuracy for 

the matching process when applying more images and 

achieve optimal results in secure online E-voting system. 

Keywords— Image encryption, Blood vessels, Retina, MD5, 

Box counting algorithm 

1. INTRODUCTION  
  The Election process is a central administrative work in every 

country. It has a variety of processes implemented and all are 

human work. Now days voting process is converted in 

electronically and implemented in the various computerized 

work. This reduces normal paperwork and increases time. 

  

E-voting is a computerized voting system implemented in both 

the on-line process an offline process. Each voter registers his 

details with a unique ID and stored in the database. Normally, 

all computers connected with LAN or internet. Whenever the 

voting process implements, voter details are retrieved and 

verified. This process implemented in several stages. Major 

stages are voter details collection, voter details matching with 

high security, voting tabulation with central administration.  

Voter identification is the crucial factor in E-voting system. 

This process is implemented in two stages. One is data 

security and another one is human identity. Data security is 

implemented by a variety of encryption/ decryption algorithms 

and human identity is implemented in human biological 

features. 

 

Data security focuses voter details with a unique ID. These 

details are encrypted and stored securely. Simply it is 

converted into digital format because the voter details 

matching process is a simple one when accessing digital data. 

The counting process is automated and secured in this system. 

Varieties of encryption and decryption algorithms are 

implemented in this process. 

 

Human identity is also an important factor in E-voting system 

because some security violations detected in this system such 

as human malpractices. Biometric security features are 

implemented in this system such as fingerprint recognition, iris 

recognition, retina based recognition. This paper focuses data 

security in human identities, such as retina based e-voting 

system and analyses accuracy and efficiency in this system. 

 

2. RELATED WORK 
Security is the major factor of the e-voting process. The main 

focus of this E-Voting system is security and privacy and it 

can be time-consuming and very hard for election committee 

administrators. Finally, it is difficult to handle voters. 

 

User privacy achieves greater security in e-voting. It brings the 

clarity of this voting system. This system satisfies the factors 

such as Requirement: each voter has only one voting account 

and allowed at one time, Privacy: voter’s votes are private and 

secure one and no alternative process. It is useful for voting 

calculations. The voter simply puts their votes and no other 

actions implemented. Any public sectors can verify this voting 

process in an effective manner. Researchers improve the 

security in this system by implementing security algorithms 

and achieve greater results. Researchers improve a normal 

voting system to reduce paper works and automate 

computerized implementation. But accuracy and scalability are 

the important factors in e-voting system. Security attacks are 

also the major issues in this voting system.   
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Security is implemented in hardware, software, and data. 

Hardware security is physical system properties such as 

computers connected to LAN, and operating system 

performance. Software security is the e-voting system 

application security, this leads to prevent unauthorized access 

to this system. Data security is the user data privacy that data 

is stored in an encrypted form and no one access without 

permission. All these three security systems achieve greater 

results in the e-voting system. Security policies are also 

implemented in the e-voting system. That is, each voter has a 

unique id implementation and some essential details are 

included in this system. Then each voter has only one vote and 

no other way to put a vote in alternative methods.  These 

policies bring greater security and most of the security 

violations are reduced in this system.  

 

A Cat map named block Cat map is also considered for 

permutation development based on multiple-dimensional 

chaotic maps to create the large key space. The encrypted 

algorithm is basically based on the permutation substitution. 

Different chaotic maps are used to control each key. There are 

different types of analysis, i.e. cipher sensibility analysis, 

weak-key analysis, statistical analysis, entropy analysis, 

differential analysis, cipher random analysis to test the security 

of the new image encryption scheme. This image encryption 

technique basically provides the solution for higher security 

and higher speed as well as lower precision for one-

dimensional chaotic function. 

 

The Double encryption approach has basically three chaotic 

random sequences are generated with the help of the Chen 

system. First of all scrambling of widening image which 

having two plaintext images take place. After that, it is 

separated into two new provisional images. After this with the 

help of third sequence, i.e. modulated by a random phase key 

generated on the logistic map, one interim image is converted 

to the private phase key. With the help of this private key, 

second interim image basically converted to the ciphertext 

with white noise distribution. In the amplitude-phase retrieval 

process which is based on this private phase key[19,20], 

another interim image is converted into the ciphertext with the 

white noise distribution. 

 

But security policies are changing in different voting systems. 

It depends on central administration election process in all 

countries. Some major policies are common in all voting 

systems. This paper analysis, a policy that brings security in 

retina based e-voting system. 

 

Access control provides greater security in the system and 

implemented in certain resources. This limits the user, who has 

authorized a user or unauthorized user and checks the policy 

violations. Unique identification is implemented in access 

control. But it is not secure if the credential is missing or 

transferred.  

 

Various securities related studies based on the image pre-

processing methods for improving the image quality, 

authentication and identification [21, 22] 

 

3. RETINA SECURITY METHOD IN E-VOTING 
Retina security technology implements human eye retina and 

implements blood vessel patterns in the eye. The main process 

of this security system is implemented in the structure of the 

retina and blood vessels are individual one from others. This 

unique future is the human identifier in the voting system. 

New technologies such as IR technology [16,17,18] absorbed 

blood vessels in the retina. Blood vessel scanning technology 

is faster than other technologies.  Retina security technology is 

used in high-security environments such as Military 

environments. In the 1980’s more number of Retina 

technologies [3,10] was introduced such 35 new technologies 

were implemented. 
 

A. Electronic Voting Machines 

Electronic voting machines are the devices that reduce paper-

based voting system. It is an embedded kit contains the voting 

unit and the control unit. Voters put their vote in the voting 

unit and it has predefined voting facilities. The control unit is 

accessed by the administrator. The voting unit has different 

buttons and each button refers to a candidate with symbols. 
 

B. Internet Voting 

Internet voting is implemented in the rural areas such as 

computer-implemented an Internet-enabled areas and 

implemented the election process. To elect officers with Board 

members, Business enterprises and organizations makes use of 

Internet voting and for the other proxy elections. Privately 

Internet voting systems have been used in many modern 

nations.  
 

C. Hash Functions 

Hashes are implemented in a voting system that is used in user 

data and convert data in a different format by using 

mathematical functions. This process is used to identify 

malicious modifications to the software or when software is 

corrupted or when incorrect versions are about being installed. 
 

D. Digital Signatures 

Digital signatures are implemented in the e-voting system and 

use hash functions to convert data into signatures. Signatures 

are helping to identify data when transferring electronically in 

this system. Digital signatures [11,12,13] are not analogous to 

physical hand wrote signatures as they provide the unique 

identity of whom signed a message in elections, impressions 

are used to sign the contents of the voting process to ensure 

that this system is not changed. 

 

4. THE PROCESS OF SECURE E-VOTING 
The proposed work implements Retina based image 

encryption and implements a matching process in E-voting 

system. This process generates high security in E-voting. The 

following diagram illustrates the retina based e-voting system 

process. 

 
Fig. 1: Retina identification model 

In Retina based scanning process, the retina vascular tree 

structure is uniquely one. Using this feature, the biometric 

identification process is a more secure one. The proposed work 

identifies these tree structures based on retina image and it is 

taken from RGB retinal image and achieved by using green 

Voter Retina Image 

Image Preprocessing 

Pixel Identification & conversion 

MD5 Algorithm Implementation 

Image Identification 
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channel information,  which the 10% smallest magnitude 

curvelet coefficients were set to zero. This step is followed by 

an inverse curvelet transform which results in an enhanced 

image from which an estimate of the vascular tree is obtained 

using the segmentation procedure. 
 

However, in the proposed approach the image is initially 

divided into NxN sub-regions and the method explained 

previously is applied to each image sub-region. In this way, a 

Fractal Dimension value is computed for each image sub-

region. Besides the Fractal Dimension computation for each 

image sub-region, five other similar values are computed for 

five images obtained from the original image as will be 

described shortly. 
 

These five image measures the regularity, roughness and 

direction details of the original image and the values of the 

Fractal Dimension of each sub-region of the original image 

together with the corresponding Fractal Dimensions of these 

five images, henceforth designated by fractal descriptors, are 

highly specific to each vascular tree, thus making them useful 

for recognition tasks.  The number of these six-dimensional 

descriptors per image depends on the image partitioning 

degree. When choosing a smaller image sub-regions more sub-

regions are obtained and consequently more descriptors for 

each image are obtained as well. The choice of the right sub-

region size to use is an important issue which is analyzed in 

the Results section, where we investigate the effect of this 

parameter on the performance of the method. 

 

Since some image sub-regions do not have any positive pixel 

value (no detected vessels in the sub-region), their 

corresponding Fractal Dimension descriptor will be a null 

vector, not contributing to the patient images recognition. It 

was found that better image retrieval performance results were 

obtained by performing an initial clustering with only two 

child nodes (k=2). One of the children node clusters not only 

all the null descriptor vectors but also the ones with very small 

Fractal Dimension values (which are corresponding to image 

sub-regions with little retinal vascular tree information). The 

null descriptor vectors cluster is not considered in the 

following clustering iterations nor in the search step. 

 

5. ALGORITHM IMPLEMENTATION 
Message Digest 5 algorithm is an easiest cryptographic 

algorithm for large file encryption process. This algorithm 

implements the hash function [10,14,15].The hash value is 

normally 128-bit size. The digital signature creation process is 

implemented with this algorithm.  
 

 Four rounds are implemented in this algorithm and each 

round carries the permutation process of used data with has a 

function. The result of each round repeated in the next round 

with a hash function. MD5 is considered one of the most 

efficient algorithms currently available.  

 

Table 1: Comparative analysis 

 

Processing Steps 

1. Get a Retina image for a user 

2. Convert it in RGB image in image preprocessing 

3. Image sub-regions are generated with pixel values 

4. Repeat the above process in multiple relevant pictures 

from the same user 

5. Applying fractional dimension in sub-regions 

6. Based on fractional values, get one image 

7. Apply MD5 algorithm in the image with key 

Moreover, some fractional values appear in almost all images, 

while others are very rare, not contributing to correct image 

retrieval. Due to this, lists of all possible descriptor vectors 

were organized and their occurrences in image list were 

counted. 

 

6. RESULT AND DISCUSSION 
The model is implemented on a PC with a Pentium Dual-Core 

processor running Microsoft Windows XP. All the algorithms 

are implemented in Java. The topic repository uses the PHP 

when directory and the data is stored in MYSQL open Server. 

Initially, the image sub-region size was evaluated in terms of 

enabling the construction of sufficiently large datasets with 

which a reduced amount of images could be selected as 

belonging to the same user of the query image. In this system, 

almost two or three retina image samples are implemented for 

every user. 

Fig. 2: Process flow model 

 

The MD5 algorithm is implemented in a hash function and 

accessing a large amount of data. Different hashing algorithms 

produce a different hash value, but cannot re-create the 

original data from the hash. 
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Fig. 3: Graphical Analysis 

Type Sub-regions Fr. Descriptor 

Value 

Conversion 

Ratio 

Image 1 3 45 72% 

Image 2 5 70 81% 

Image 3 4 52 78% 

Image 4 5 68 80% 

Image 5 6 81 90% 
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The conventional image encryption method combines phase 

shifting process in digital hologram implementations. Retina 

images are encrypted in quadrature phase shifting encryption 

and then compressed in the reduced size image. This process 

implements easy reconstruction of images.  

 

7. Conclusion 
The E-Voting System is a digital electronic system that user 

data are collected in a digital manner and processed securely. 

Security is the important factor in this system. This paper 

focuses a survey for security methodologies in E-voting 

systems and mainly focuses on retina security mechanisms and 

implemented MD5 security algorithms. Retina security is the 

most important identification checking mechanism insecurity.  

Various retina images are identified and generated sub-regions 

to get optimal fractional descriptor values. Using these values 

an image is selected and converted to an encrypted image 

using the MD5 algorithm. This method has greater flexibility 

as compared with other security methodologies. 
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