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ABSTRACT 

This paper is an overview of the issue of distributed denial 

of service attack and proposed approaches to manage it. I 

portray the way of the issue and search for its underlying 

drivers, additionally showing brief knowledge and 

recommended approaches for protecting against DDoS. I 

give attention to both the positive and negative sides of 

every potential arrangement. Future work recognizes and 

legitimizes open research issues. In determination, I give a 

short outline of what has sensibly been accomplished up 

until this point, and in addition what the key missing 

segments still are. A distributed denial of service attack is 

portrayed by an express endeavor by an aggressor to keep 

authentic clients from utilizing assets. This paper gives 

better comprehension of the issue.  
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1. INTRODUCTION  
As organizations continue to incorporate the Internet as a 

key component of their operations, the global cyber security 

threat level is increasing. These cybersecurity threats are 

often classified into one of three main categories: breaches 

of confidentiality, failure of authenticity and unauthorized 

denial of service. "Refusal of administration (DOS) attacks 

and conveyed dissent of administration (DDOS) assaults are 

upsetting business and costing the UK boundless measures 

of income from disturbed administrations and take after on 

attacks." Such attacks that aimed at "blocking accessibility 

of PC frameworks or administrations are for the most part 

alluded to as dissent of administration (DoS) attacks.". It is 

very careless and risky if you deny service attack as there 

are more and more essential services relying on the internet 

as the part of their communication. In this paper, I will focus 

on what is DoS, DDoS and how to prevent our system from 

these type of attacks. It is very challenging to denial of 

service attacks because the attack can also take place even 

though in the absence of software vulnerabilities in the 

system. 

 

1.1 Background Study 

DDoS attacks are referred to as cat-and-mouse game 

according to an IEEE paper published by Xianjun Geng and 

Andrew B. Whinston. This paper draws attention towards 

the certainty of having a global revelation about the subject 

which is compulsion in concluding or terminating the 

attacks. As indicated by the creator, DoS assaults with the 

single host are from time to time effective in throwing a 

gigantic harm. Basically, aggressors filter for powerless 

escape clauses to add more has to their attacking army. 

These guiltless hosts join the assailant and help in 

reinforcing the assault unwillingly and accidentally. These 

host PCs are known as the 'Zombies'. 

 

1.2 Motivation  

This subject has been on the market and the news due to its 

attacks and effects in the IT world for nearly a year or two. 

This issue is undetermined and it does not have any 

fundamental solution for this. The magnitude of damage 

caused by DDoS pushed me to take in more about this 

subject and encouraged me to do my contribution. These 

attacks have got organizations down, disabled the economy 

of a country and even changed the government. Experts 

speculate that the time ahead wars are going to bring down a 

country with its IP packets as missiles. 

 

."A refusal of administration attacks, frequently alluded to 

as a "DOS" attacks, is a strategy for preventing a site or 

administration from running." The outcome of this may be 

causing "a site to quit showing content, or keeping a 

framework that works on the Internet from working 

properly."DOS assaults can keep running in traverse and 

may target more than one Website “or framework at once." 

It becomes a distributed DOS, referred to as “DDOS”, when 

the attack comes from multiple computers (or vectors) 

instead of one, as is the case in DOS. 

2. DDOS ATTACK OVERVIEW 
A Distributed Denial of Service attack is typically portrayed 

as an occasion in which an authentic client or, then again 

association is denied of specific administrations, similar to 

Ib, email or system connectivity, that they would regularly 

hope to have. This makes DDOS more proper to who need 

to deny more refined administrations to destinations that 

might be facilitated on different servers, for example, an 

email application.  

DDoS is fundamentally resource overloading problem. The 

asset can be bandwidth, memory, CPU cycles, file 

descriptors, buffers etc. "This makes DDOS more fitting to 
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assailants who need to deny more propelled organizations to 

goals that may be encouraged on various servers, for 

instance, an email application." 

2.2 How are DDoS attacks performed? 

DDoS project is transferred and executed in various stages 

(process). The initial step of the process is that the attacker 

enrolls multiple machines and the process is usually 

accomplished through scrutinizing of the machines 

(remote)."The found defencelessness is then misused to 

break into enrolled machines and contaminate them with the 

attacks code”. The exploit/infect phase is frequently 

automated, and the infected machines can be used for further 

recruitment of new agents. "Another enlist/abuse/taint 

system contains spreading assault programming under the 

camouflage of a helpful application (these product 

duplicates are called Trojans). This dissemination can be 

performed, for instance, by sending E-mail messages with 

tainted connections. Subverted operator machines are 

utilized to send to send the attack packets. Attackers often 

hide the identity of subverted machines during the attack 

through spoofing of the source address field in attack 

packets. 

 

3. RELATED WORK 
In this section, discussing the different methods recently 

proposed for the detection of Ib based. 

 

XiaoFeng Wang et.al (2010) in [1], author proposed 

approach for mitigating the DoS attacks using Ib referral 

architectures. This method is known as the Ib referral 

architecture for the privileged service (“WRAPS”). WRAPS 

allows the authentic customer to get the benefit URL 

through the simple tap on a referral hyperlink, from site 

trusted by the objective site. With the use of that URL, the 

client can receive the privileged access to target Website in 

this manner that is very less vulnerable to a divided denial-

of-service flooding attack than basic access. WRAPS 

doesn’t want the changes to Ib client software & is highly 

lightweight for the referrer Ib sites, which is doing its 

deployment simply. The massive scale of Ib site graph could 

determine attempts to isolate an Ib site by blocking all the 

referrers. This method provided number benefits for Ib 

security but the scalability and efficiency is the limitation.  

 

Saravanan Kumarasamy et.al (2011) in [2], the author 

proposed the efficient approach for DDoS Attack Detection. 

This criterion is proposed for detection & anticipation of the 

DDoS attacks through the Ib server when it doesn’t have any 

problem on traffic from the genuine clients rather it 

attractively blocks traffic from attack sources along with 

extremely low false positive rate and the high detection 

accuracy. The practical outputs of this paper are shown 

better accuracy, but the design of this heuristic algorithm for 

quick attack discovery with more accuracy is still needed 

with this method.  

 

Sangjae Lee et.al (2011) in [3], the author presented another 

method layer 7 DDoS attack detection using a sequence-

order-independent technique for the profiling of the network 

traffic & the detection of the recent type of layer 7 DDoS 

attacks. Four attributes are extracted from the Ib page 

request sequences except for the consideration of the 

sequence order of requested pages. The model based on the 

various principal element analysis is proposed for profiling 

of basic Ib browsing activities, & its rebuild error is utilized 

as a criterion for detecting DDoS attacks. The practical 

results of this method are claimed that different types of new 

layer 7 DDoS attacked detected. This method was also 

having the functionality of supporting for early warning 

notifications. 

 

4. DEEPER INTO THE PROBLEM  

4.1 Types of attacks or DDoS attack classification: 

In terms of the number of malicious entities involved in an 

attack, I distinguish: 1) Uni-source attacks – launched by 

and originating from a single source. 2) Distributed attacks – 

originating from multiple coordinated sources, though not 

necessarily involving more than one malicious end user.  

 

There are two main classes of DDoS attacks: 

i. Bandwidth depletion  

ii. Resource depletion attacks. 

 

i. Bandwidth exhaustion assault is intended to surge the 

casualty connect with an undesirable movement that keeps 

genuine activity from achieving the casualty framework. 

Bandwidth attacks can be divided into:- 

 

 Flood Attack: - In a direct attack, zombies’ flood the 

victim system directly with IP traffic. A large amount of 

traffic saturates the victim’s network bandwidth so that 

other legitimate users are not able to access the service or 

experience the severe slowdown. Normally in those 

attacks, the following packets are used. 

 

 Reflected Attack: - A reflected denial of service attack 

involves sending forged requests of some type to a very 

large number of computers that will reply to the requests. 

Using Internet protocol spoofing, the source address is set 

to that of the targeted victim, which means all the replies 

will go to (and flood) the target. ICMP Echo Request 

assaults can be viewed as one type of reflected assault, as 

the flooding host(s) send Echo Requests to the 

communicate locations of miss-designed systems, along 

these lines alluring a large number of hosts to send Echo 

Reply packets to the victim. 

 

ii. Resource depletion Attacks:  

 TCP SYN Attack: The TCP SYN attack exploits the 

three-way handshake between the sender and receiver by 

sending a large amount of TCP SYN requests with the 

spoofed source address. If that half-open connection binds 

resources on the server or the server software is licensed 

per-connection, all these resources might be taken up.  

 Malformed Packet Attack: a ping of death (contracted 

"Unit") is a sort of assault on a PC that includes sending a 

contorted or generally pernicious ping to a PC.". A ping is 

normally 64 bytes in size; many computer systems cannot 

handle a ping larger than the maximum IP packet size 

which is 65,535 bytes.  

Sending a ping of this size frequently crashes the objective 

PC 

 

5. METHODS OF DEFENSE 

Security professionals are trained to stop DDOS attacks by 

identifying a volumetric change in the ingress traffic using 

network monitoring tools, the professional will choose to 

reroute traffic to a scrubbing center. Abnormal packet 

characteristics are identified and a signature is created to 

drop the offending traffic. The legitimate traffic is then 

rerouted to the protected environment. 
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A. DDoS Attack Identification 

The existence of a DDoS attack is determined by a 

volumetric change. The volumetric change is identified 

through the use of Net Flow-based telemetries that are 

gathered by a flow collection and analysis tool. 

 

B. Defense Footprint 

A distinctive defense footprint or signature is the keystone 

to the matching of attack packets while allowing legitimate 

traffic. The goal is to have the footprint distinctive enough 

to block attack traffic but not create false positives, dropping 

legitimate traffic. False positives are very common in most 

mitigation solutions because of the additional time needed to 

validate the footprint characteristics manually. Hence, 

blocking of legitimate traffic is a potential hazard of manual 

footprint determination. 

 

Security professionals are trained to stop DDOS attacks by 

identifying the commonalities in the DDoS attack packets. A 

packet capture is collected and analyzed for potential 

nefarious packets. The analyst then identifies the most 

common characterizes of the attack packet. This process 

takes a minimum of 30+ minutes for skilled professionals. A 

signature is then manually configured on a defense device or 

application to match each incoming packet to the signature 

footprint. This process is time intensive and human resource 

consuming. Precious minutes to an hour are lost to this 

antiquated process. 

 

C. Traditional Defence Implementation 

The Intrusion Detection/Prevention System (IDS/IPS) is a 

traditional method for mitigating DDoS attacks. This system 

may have an existing signature that will be matched to the 

offending packets. These packets are dropped to mitigate the 

attack. If the ISP does not have a signature for a known 

attack, then the security professional must analyze the traffic 

to identify unique characteristics of the attack. As you can 

imagine, this process can impact availability to cloud-based 

applications and environments. Service Level Agreements 

(SLAs) define the level of accessibility required by the 

client and dictated by contract. Hence, DDoS attacks even 

when mitigated in this manner impact availability, revenue, 

and damage the cloud provider reputation. 

 

Not all IPS/IDS solutions are created equal. Cloud providers 

have traditionally implemented scrubbing centers to route 

the DDoS traffic when a volumetric change is recognized. 

 

6. CONCLUSION  

In this article, I concentrated on the significant security 

dangers on the Internet – distributes denial of service, and 

provided a comprehensive survey of DDoS attacks.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

I broke down different distinctive attacks, developed a more 

practical classification method for DDoS attacks, and gave a 

scientific classification of DDoS attack mechanisms. Our 

scientific classification separates itself from the current 

scientific classification by considering DDoS in general and 

emphasizing practicality. 

 

Furthermore, I analyzed the original design goals of the 

Internet and how they may have contributed to the 

challenges of the DDoS problem. I then examined other 

specialized and research challenges in tending to the DDoS, 

and underscored the significance of understanding these 

challenges for the design of better DDoS solutions. 
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