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ABSTRACT 
The autonomous car may be a mystery to many but in real 

life application it's actually placed able but with the latest 

internet version protocol (IPV 6) to which automobile 

companies are running away from due to vulnerabilities, it 

possesses. The autonomous car is generally a self-driven 

car via the internet a simple car we can talk to, 

communicate to in real life time domain, without the need 

for an individually to be in the actual wheel, on the other 

hand, IPv6 is the latest version of internet protocol that is 

use for communication via the internet. But due to security 

concern of IPv6 many organization have slowed their 

migration to the newest version of this internet protocol. 

Generally, autonomous car is driven via the internet and it 

could have worked best with the help of a well secure 

internet since IPv6 can accommodate a greater number of 

host compare to IPv4. This paper covers and reviews some 

of the fundamental vulnerabilities topics of IPv6 security, 

considerations, issues, and threats. In the end, it 

summarizes some of the most common security concerns 

the new suite of protocols creates.  

 

Keywords: IPv6; Network, Security, Security 

Vulnerabilities, Autonomous car 

1. INTRODUCTION 
1.1 AUTONOMOUS CAR 

Imagine a world where we no longer have to be behind the 

steering wheel, and the car will be interacting with us, going 

to each and every destination that we desire, at a command. 

This is really a great thing to observe in the future. But from 

the above, we again see the need to control the car from a 

distance via the internet. Seeing now that many things are 

connected to the internet, billions of people and things as 

well, this brings us to the age of the internet of things (IoT). 

The car can now be controlled from a remote location via 

the internet using the various sensors attached to the car. 

This will give us great precision and accuracy during the 

controlling of the car, thus the name “autonomous car”. The 

improvement in the design of the sensors and their accuracy 

leads us to great confidence to be able to collect the right 

amount of data needed to move the car. The great speed in 

the internet as per now has merged to an extent that we are 

able to have great deal of feedback while controlling the car 

from a distance. With recent development in technology 

distance communication and transportation, it has become 

much flexible to shift activities done to control machines 

manually to automation, thus opening a way to a new 

concept like artificial intelligence or AI. As a result, the 

human mind and capability can be substituted by machines. 

There is a need to come up with mechanisms which will 

allow quick completion of work alongside maximum 

success. 

 
Fig. 1: Propose design 

1.2 IPv6 

IPv6 or IP version 6 is the next generation Internet protocol 

it was first introduce in the mid-1990s in the world quest to 

increase scalability, end-to-end interworking more like peer 

to peer sending and receiving of information, quality of 

service, mobile connectivity etc. which will eventually 

replace the current protocol IPv4. IPv6 has a number of 

improvements and simplifications when compared to IPv4. 

The main difference is that IPv6 uses 128-bit addresses 

which can be represented as 32 hexadecimal numbers 

arranged in eight (8) quarters of four (4) hexadecimal digit 

separated by a colon as compared to the 32-bit addresses 
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used with IPv4. This means that there are more available IP 

addresses using IPv6 than are available with IPv4 alone. For 

a very clear comparison between these two protocols it will 

be explain in my subsequence topics. 

 

A significant difference between IPv6 and IPv4 is the 

address notation. IPv4 uses a period (.) between each octet, 

compared to IPv6 which uses a colon (:). With IPv6, if you 

have a series of zeroes in a row, the address need not be 

written out completely. You can use a double colon (: :) to 

represent that series of zeroes, however, you can only use 

that once. For example, if you have an address like "8541: 

ADB8:0000:0000:0000:01DF:0000:000E", it can be written 

like "8541: ADB8::0:0:1DF:0: E" or "2001: 

ADB8:0:3:0:1FF::2E", but would never be written like 

"2001:DB8::3::1ff::2E". You also cannot have three colons 

in a row (: :). 

Note: when addressing in the IPv6 double colon is allowed 

while triple colon is not something that the 128-bit address 

system. 

IPv6 availability depends on your Service Provider, either at 

home or for work. In a dual-stack environment, IPv4 and 

IPv6 co-exist along the same connection and don't require 

any special kind of connection. If dual-stack is not available, 

you might find yourself using an IP tunneling product or 

service to bring IPv6 connectivity to you. Even though IPv4 

exhaustion has happened at IANA, IPv4 won't simply 

disappear off the face of the Internet, but continued 

explosive growth requiring more unique IP address 

assignments will mean using more and more of the abundant 

IPv6 address space. 

2. DIFFERENCE BETWEEN IPV6 AND IPV4 
Basically, the difference between this two is based on 

addressing and subnetting.one has more address than the 

other. The table below will buttress on the other key 

difference apart from the address 

  
Fig. 2: Difference between IPv6 and IPv4 address 

Table. 1: The difference between IPv6 and IPv4 

Basic of 

comparison 

IPv4 IPv6 

Address 

Configuration 

Supports Manual 

and DHCP 

configuration. 

Supports Auto-

configuration and 

renumbering 

End-to-end 

connection 

integrity 

Unachievable Achievable 

Address Space It can generate 

4.29 x 

109 addresses. 

It can produce 

quite a large 

number of 

addresses, i.e., 

3.4 x 1038. 

Security features Security is 

dependent on the 

application 

IPSEC is inbuilt 

in the IPv6 

protocol 

Address length 32 bits (4 bytes) 128bits (16 

bytes) 

Address 

Representation 

In decimal In hexadecimal 

Fragmentation 

performed by 

Sender and 

forwarding 

routers 

Only by the 

sender 

Packet flow 

identification 

Not available Available and 

uses flow label 

field in the 

header 

Checksum Field 

 

Available Not available 

 

Message 

Transmission 

Scheme 

Broadcasting Multicasting and 

Any casting 

 

3. VULNERABILITIES in IPV6 That Hinder 

THE FUTURE of AUTONOMOUS CAR 

3.1 Multicast Security Vulnerability  
Multicast DNS is used to resolve host names to IP address 

on a small computer network. It is commonly used to share 

music and video streaming services between devices on 

your home network. In the case of an autonomous car, it is 

use to stream real-life video when trafficking. When 

exposed to the wider Internet, it can be misused by 3rd 

parties in order to commit abuse. 

Generally, IPv6 has no broadcast method of packet 

Forwarding and instead uses multicast for all one-to-many 

communications. IPv6 uses multicast for neighbor 

discovery, Dynamic Host Configuration Protocol (DHCP), 

and traditional multimedia applications 

If an attacker could send traffic to these multicast groups 

and all the systems that are part of these groups respond, 

that would give the attacker information that could be used 

for further attacks [23]. The attacker would have 

information about all the routers within the IPv6 network 

and all the DHCPv6 hosts. These are critically important 

nodes for aiding an attacker in determining what other. If an 

attacker could send traffic to these multicast groups and all 

the systems that are part of these groups respond, that would 

give the attacker information that could be used for further 

attacks [23]. The attacker would have information about all 
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the routers within the IPv6 network and all the DHCPv6 

hosts. These are critically important nodes for aiding an 

attacker in determining what other computers are contained 

within the network, either through neighbor caches, binding 

updates, or DHCPv6 logs. We can even argue that the 

reconnaissance phase is no longer required with IPv6. To 

launch a blind attack (no return traffic) against all DHCPv6 

servers, the attacker has only to send his packet to 

FF05::1:3.[5]. 

Multicast could not only be used for reconnaissance but also 

as a way to amplify traffic volumes for DoS attacks. A 

spoofed source address in a packet destined to a multicast 

address could result in amplification of the return traffic 

toward the target spoofed source address. Securing multicast 

has historically been a challenge. The nature of multicast is 

that there is a single source sending too many receivers.  

 

3.1.1: How to fix this problem 

Block Multicast DNS traffic 

The easiest way to deal with a Multicast DNS vulnerability 

is to configure your firewall to block port 5353. 

 

It is worth noting that blocking this port will only stop 

traffic over that port leaving or entering your home network. 

Services within your home that use port 5353 should 

continue to work as normal. 

Hub 3.0 

To close the vulnerable port on the Virgin Media Hub 3.0: 

 

 Access your Hub's configuration page - default web 

address: 192.168.0.1. 

 Log in with your username and password, a default will 

be .shown on the Hub itself. 

 Select Security on the left side of the page. 

 Select the Port Forwarding option. 

 Remove any rules that will keep port 5353 open. 

 Select the Port Triggering option. 

 Remove any rules that will keep port 5353 open. 

 

3.2: IPv6 Address Spoofing (MAC Address Spoofing) 

Vulnerability   

Because of IPv6 address depends on MAC address which in 

a sense the MAC address is a computer's true name on a 

LAN. A person might want to change the MAC address of a 

NIC for many reasons:  

1. To get past MAC address filtering on a router.  

a Sniffing other connections on the network.  

b To keep their burned in MAC address out of 

IDS and security logs.  

c To pull off a denial of service attack.  

Therefore, many people changing their MAC address in 

different operating systems (Window XP/Vista, Linux, and 

Mac OS X) either manually or by software. Unfortunately, 

this is a privacy risk, because anyone who has your MAC 

address also has your IP address!  

3.3. Large Address Space   
Port scanning is one of the most common techniques in use 

today. Port scanning allows “black-hats” to listen to 

specific services (ports) that could be associated with well-

known vulnerabilities. In IPv6 networks, IPv6 subnets use 

64 bits for allocating host addresses. Scanning such a large 

address space (264) is not absolutely impossible [8].  

The hacker community has started exploring IPv6, and they 

are constructing tools that leverage the protocol. In fact, 

IPv6 capabilities have started to be added to several popular 

hacker tools. Many of these IPv6 attack tools are already 

available and relatively easy to install and operate. Tools 

such as Scapy6 and the Hacker's Choice IPv6 Toolkit come 

to mind.  

 3.4. Multiple Addresses Vulnerability   
IPv6 assigns multiple addresses to an interface which 

challenges the filtering rules in the firewalls and access 

control lists [10]. In such cases, a firewall will need to learn 

all the addresses dynamically and the filtering rules will 

need to be automatically generate-able using sophisticated 

policy rule sets. And such capabilities are not available [19]  

 

3.5 Extension Header Vulnerability  

Because the protocol specifications have not constrained the 

usage of extension headers as shown in figure 2, they could 

potentially cause problems if used maliciously [5].  

Figure 2 shows the structure of an extension header and 

describes how they form a linked list of headers before the 

packet payload. There are many more types of extension 

headers available for use in IPv6 packets, but this figure 

shows how they are arranged in the packet.  

 

Fig. 2: Example of the Extension Headers. 

Packets that have a large chain of extension headers could 

be dangerous. Numerous extension headers in a single 

packet could spread the payload into a second fragmented 

packet that would not be checked by a firewall that is only 

looking at the initial fragment.  

 

4. CONCLUSION  

From the above results and details, we can see that we are 

able to obtain an autonomous car with IoT which can be 

able to drive its self around with quite some precision but 

not enough to go on the real road for it will require a lot 

more sophisticated hardware, fast and powerful enough to 

simulate the required data at a very fast rate than the one we 

used. More computing power is needed for machine 

learning and artificial intelligence which is such a high 

computing power type of technology. So in general, we are 

able to get an amount of accuracy depending on available 

software and hardware which can be later improved, and 

also more cascade classifiers can be used to teach and train 

the module about more of its environment thus improving 

its overall prediction and performance.   
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Defiantly, before deploying IPv6 you 

should be aware of the following aspects of 

security for IPv6 traffic:   

 Protection host from scanning and attacking.  

 Protection of IPv6 packets.  

 Protecting & controlling of what traffic is 

exchanged with the Internet.  

 Authorization for automatically assigned addresses 

and configurations. 

 Prevention systems (Firewalls and intrusion 

detection).  

Besides, as mentioned in the previous Section 2.5, there are 

three components required to achieve IP multicast security:  

 End-to-end data protection.  

 The multicast routing protocol security (Multicast 

distribution tree protection).  

 Membership access control at the subnet level.   

However, because IPv6 and IPv4 are both network layer 

protocols, many of the network layer vulnerabilities are 

therefore similar. Protection is required by every device that 

is participating in the networked communication. So, IPSec 

should be 
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