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ABSTRACT 

This paper presents a brief survey on jamming attacks and 

measures to be taken for avoiding such attacks. The wireless 

networks are vulnerable to jamming and eavesdropping 

attacks. Presently, a lot of attacks are already there which 

challenge the network security. Jamming attacks can be 

viewed as unauthorized access of intruders in the 

transmission network. To defeat jamming attacks, optimal 

power allocation strategies are discussed in this paper which 

can be used as an anti-jamming mechanism for 

strengthening wireless network against various intrusion 

actions. 

Keywords: Jamming attacks, Eavesdropping attacks, 

Intruders 

1. INTRODUCTION 

In wireless networks, any kind of information being 

transmitted passes through various nodes or devices which 

forward that information to the legitimate receiver node. 

Because these nodes are in a shared medium and broadcast in 

nature, these type of networks is more prone to be attacked. 

Jamming is one such attack in which noise or interferer signal 

is introduced in the transmission network to disrupt the 

original communication. Thus, Jamming is defined as the act 

of intentionally directing signals (other than transmitted one) 

purposely towards a transmission system to degrade the 

performance of the existing communication system.  

 

The original communication can be disrupted in many ways 

such as any intruder with transceiver system can eavesdrop the 

secret information, inject some spurious message, or jam the 

signal to be reached to the intended receiver. 

These security threats can be classified under many heads 

depend on: 

 The position of jammers such as internal threat and 

external threat. 

 Nature of jamming attack as active and passive 

attacks. 

 Attacked layer as Physical layer attacks, MAC layer 

attacks, etc. 

Fig.1 shows the jamming attack in a wireless network where 

jammer can add jamming signal to a communication link in 

order to restrict legitimate receiver to get the original 

information signal.  

There is numerous kind of jamming attacks are there such as 

collision attack, DoS (Denial of service attack), etc.  

 
Fig.1: Jamming Attack 

 

A. Collision Attack: 

This attack comes under physical layer attack in which jammer 

node hears the transmission and in order to disrupt the ongoing 

communication injects the corrupt frame packets to the link, 

hence causing a collision at the receiver end. 

 

B. Virtual Jamming (MAC Layer Attack): 

Jamming at the MAC layer is done through attacking 

RTS/CTS frames or DATA frames. An important benefit of 

attacking MAC layer is that attacking node requires less power 

for attacking those as compared to the physical jamming. 

Thus, this type of attack results in collision of RTS/CTS 

control frames or the DATA frames. 

 

C. Denial of Service Attack (DoS): 

Wireless sensor networks when used hold promise of 

facilitating some services such as real-time data processing, 

military monitoring, security deployments, etc. Attacking 
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these systems causes real-world damage to health and safety of 

individuals. DoS is one such attack where relay node is 

arbitrarily neglecting routing of data packets to the other 

intended node, thus, disrupting communication on that path. In 

simple words, DoS attack is any event that restricts a network 

to perform its intended task. In this type of attack relaying 

node or resources in the network are flooded with unnecessary 

data packets intentionally, overwhelming the system and make 

their access difficult for the legitimate user. 

 
Fig.2: Denial of Service Attack 

 
 

Table1: Comparison for different Jamming Attacks with 

their effects on the network: 

 

S. No. Jamming Attacks Effect on Network 

1. Physical Jamming Requires more carrier 

sensing time.  

2. Collision Attack It increases CRC errors 

which results in a large 

number of 

retransmissions. 

3. Virtual Jamming 

(MAC Layer 

Attack) 

In this channel is 

reserved for no reason 

(falsely). 

4. Denial of Service 

Attack (DoS) 

 

The server is not 

accessible (denies to 

provide services) to 

authorized users due to 

false channel 

reservation. 

 

 

D. Cooperative Jamming Against Jamming Attacks: 

In a cooperative communication system, each node is assumed 

to transmit its own data as well as act as a cooperative agent 

for another node. Cooperative jamming (CJ) is a special 

technique where artificial noise is introduced by a friendly 

jammer to confuse the eavesdropper. The security from 

jamming attacks can be achieved through cooperative 

jamming, with the help of one or more jammers. The jamming 

signals can be of any kind such as Gaussian noise similar to 

additive noise at the receiver, random codewords, jamming 

signals which are prior known to intended receiver as well as 

known to all including eavesdroppers, etc. The security to the 

communication link can be achieved by either increasing SNR 

at receiver’s side or decreasing it at eavesdropper’s side. This 

security can be measured in terms of secrecy rate 

maximization, outage probability reduction, etc. 

E. Analysis of Anti Jamming Techniques with Power 

Allocation Method: 

To improvise the secrecy rate many techniques are used in 

conjunction with CJ such as CJ with power allocation strategy. 

Jamming power level plays a significant role in system 

security. For instance, if the jamming power is too low, it 

cannot sufficiently degrade the received signal at the 

eavesdropper. On the contrary, if the jamming power is too 

high, it also disturbs the reliable communication to the 

destination by degrading the received signal at the destination. 

In [4] three jamming power allocation (JPA) scheme is 

discussed in which a prior knowledge of eavesdropper’s 

instantaneous channel state information (CSI) is assumed to be 

known to the destination. Cooperative Jamming is applied at 

the destination and then it completely discards the jamming 

noise through self-interference cancellation. These JPA 

schemes proposed in [4] have considerably reduced the 

secrecy rate outage probability.  

In [5] simultaneous wireless information and power transfer 

(SWIPT) is proposed in which network security is ensured by 

CJ where a jamming noise is introduced by a cooperative 

jammer in a multiple input-single output (MISO) channel. The 

legitimate receiver applies a power splitting (PS) scheme 

which divides received power for information decoding and 

energy harvesting (EH). The optimization algorithm proposed 

in [5] is helpful in achieving optimal secrecy rate under power 

constraint. 

In [6] CJ under bi-directional relaying is considered in 

untruthful relay environment where jamming signals are 

introduced at the source itself. These jamming signals are of 

two types one is known prior and another one is unknown. 

Under these two jamming signal constraint system secrecy 

capacity is analysed which gives improved secrecy capacity 

results in case in which of a priori known jamming signal is 

used, while in other case on applying signal to interference 

noise ratio (SINR) analysis at each node tells that all the power 

is required at every node to give maximum secrecy capacity. 

The major observation shows that latter case is worst in 

performance although it is giving secrecy capacity 

maximization.  

The authors in [7] discussed the linear precoding scheme in 

the multiuser broadcast channel. In this scheme, multiple 

broadcast channels are used in which multiple data packets are 

transmitted through independent data channels to multiple 

receivers using many FJs. In order to which shows that 

optimal and suboptimal algorithm is effective only when a 

number of antennas at friendly jammer (FJ) is not less than at 

eavesdropper. 

In [8] secure cooperative transmission is studied under 

decode-and-forward (DF) network where using channel 

distribution information (CDI) of the eavesdropper is 

considered. Here, opportunistic relaying with artificial 

jamming technique is used for finding the best cooperative 

relay for data forwarding and rest is used for transmitting 

jamming signals. For improving secrecy capacity sequential 

parametric convex approximation (SPCA) algorithm is applied 

for optimal power allocation and maximization of lower bound 

of ergodic secrecy rate (ESR). For ensuring security in the 

network, it has been derived that more power should be 

allocated to jamming signals. 

In [9] SPCA algorithm is effectively used for improving ESR 

by performing DF relaying to find the best relay for 

information transfer and rest are transmitting jamming noise.  

The authors in [10] invested two transmission schemes direct 

transmission scheme (DTS) and relay transmission scheme 

(RTS). The ESR is calculated for measuring the performance. 
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Distance normalized signal to noise ratio (DN-SNR) is 

defined. Major findings of this paper are that security mainly 

depends on the position of the eavesdropper and gives 

information about whether helper node should act as helper or 

jammer under power constraint.  

2. CONCLUSION 

In this paper, a brief overview of all existing algorithm for 

secure communications are discussed related to the physical 

layer security in wireless networks and we developed a 

literature review of the different jamming techniques within 

the existing recent literature with their advantages and 

disadvantages. Based on this review we can conclude that 

there are still many issues to be resolved around cooperative 

jamming techniques applications such as communication 

architectures for energy harvesting, protocols, and interference 

management. 

3. FUTURE WORK 

It has been observed that secrecy rate maximization with 

transmitting constraints and optimal power allocation with 

secrecy constraints are always being a scope for further 

researches. 
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