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ABSTRACT 
 

Mobile Ad Hoc Network (MANET) is formed by a set of wireless mobile hosts that dynamically configure themselves by 

exploiting their wireless network interfaces without relying on any fixed infrastructure. Mobile hosts used in MANET supports 

the roles that are ensured by the powerful fixed infrastructure in traditional networks. This is a challenging task for the mobile 

hosts that have limited resources such as processing power, storage, and energy. Malicious and selfish behaviors are a serious 

threat against routing in delay/disruption tolerant networks (DTNs). A probabilistic misbehavior detection scheme, for secure 

DTN routing toward Fine-grained analysis closely coupled with the concept of trust. Nodes may misbehave either because they 

are malicious or because they are selfish. The approach is used in parallel to generate the list of misbehaving nodes.  For 

efficient Improvement of the scheme, we correlate detection probability with a node’s reputation. The analysis and simulation 

results demonstrate the Effectiveness and efficiency of the proposed scheme using SR-OLSR Protocol. Mobile ad hoc networks 

(MANET) rely on the cooperation of all the participating nodes. SR-OLSR protocol itself incurs a low checking overhead, 

every node computes the trust of the observed neighbors. These trust values are passed on to analyzer function which is 

mapped into different classes. The resulting classes show the trust levels of the observed nodes using per hop distance and 

measurement and also we achieve security to send the message from a source to destination. 

  

Keywords: Mobile ad hoc networks, Attacks, Misbehavior, Fine-grained, Trusted Third Party, SROLSR, Congestion, Analyzer, 

Mobility. 

1. INTRODUCTION  

Since wireless network interfaces became cheap and widely available at the beginning of the millennium, there has been an 

increased research interest in various types of wireless networks and wireless network applications. Within this research area, the 

focus initially was on pure ad hoc networks, providing solutions at various OSI layers to enable the interconnection of (mobile) 

wireless nodes without the need for any form of central infrastructure. Because of the wide applicability of wireless networks, 

several network subtypes emerged that essentially re-use the idea of the self-forming, self-configuring, infrastructure less ad hoc 

networks, but operate in specific scenarios using specialized types of hardware. Among several sub-types, wireless mesh networks 

and wireless sensor networks evolved into independent research topics. In wireless sensor networks (WSN), the network nodes are 

considered to be part of the infrastructure and are dedicated to the routing task. The mobility of the mesh nodes is limited or zero 

and their processing, memory and bandwidth capacities generally exceed those of traditional ad hoc network nodes. Additionally, 

the power consumption requirements are often less stringent than those of wireless ad hoc networks. Conversely, wireless sensor 

networks (WSN) are formed between sensor devices. These devices are characterized by their small size and low cost but are 

burdened with relatively low processing and memory capabilities, a limited power supply, and relatively low link bandwidths. 

While some sensor devices are immobile, other sensor devices are attached. Sensor networks can be deployed in a very similar 

manner. While dense in today’s deployments, only a few key routing nodes are necessary to create a connected mesh network. We 

analyzed the network graph, the number of total nodes within the network and the number of routing nodes necessary to 

interconnect all the nodes. The data shows that we vastly over provision sensor network nodes by adding mesh network 

capabilities into each and every one of them. 
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1.1 Aim and Scope  

To identify, track and show the negative effects that malicious nodes cause in MANET (Mobile ad hoc network). To achieve the 

goal, we proposed Path Tracing algorithm to detect the malicious nodes using per hop distance and link frequent appearance 

count. To analyze and simulate the proposed work in NS2 regarding the effect of malicious nodes on network throughput, end-end 

delay, and other such QoS constraints.  

 

1.2 Related Work 

Cluster Overlay Broadcast (COB): MANET Routing with Complexity Polynomial in Source-Destination Distance: Routing 

algorithms with time and message complexities that are provably low and independent of the total number of nodes in the network 

is essential for the design and operation of very large scale wireless mobile ad hoc networks (MANETs). In this paper, we develop 

and analyze Cluster Overlay Broadcast (COB), a low-complexity routing algorithm for MANETs. COB runs on top of a one-hop 

cluster cover of the network, which can be created and maintained using, for instance, the Least Cluster Change (LCC) algorithm. 

We formally prove that the LCC algorithm maintains a cluster cover with a constant density of cluster leaders with minimal 

update cost. COB discovers routes by flooding (broadcasting) route requests through the network of cluster leaders with a 

doubling radius technique. Building on the constant density property of the network of cluster leaders, we formally prove that, if 

there exists a route from a source to a destination node with a minimum hop count of A, then COB discovers a route with at most 

hops from the source to the destination node in at most time and by sending at Most messages. We prove this result for arbitrary 

node distributions and mobility patterns and also show that COB adapts asymptotically optimally to the mobility of the nodes. In 

our simulation experiments, we examine the network layer performance of COB, compare it with Dynamic Source Routing, and 

investigate the impact of the MAC layer on COB routing. 

Cross-Layer Integrated Approach for Secured Cluster Selection in Ad Hoc Networks: Interference in wireless ad hoc networks not 

only causes packet loss and delay but also leads to excessive energy consumption. It is necessary to mitigate interference in order 

to improve transmission and energy efficiencies. To achieve this objective, a cross-layer routing (XLR) protocol for performance 

optimization is proposed. Unlike existing routing protocol, the XLR protocol employs introduced interference level and energy 

level to make a routing decision based on a route selection scheme. Interference level is computed based on received request-to-

send (RTS), clear-to-send (CTS) and acknowledgment (ACK) packets, and energy level of a node is calculated based on its initial 

and residual energy in order to prolong network lifetime. Finally, simulation results show that the XLR protocol achieves higher 

energy efficiency and better performances than both dynamic codeword routing (DCR) and ad hoc on-demand distance vector 

routing (AODV) protocols in terms of throughput, packet delivery ratio and delay. 

Survey of Clustering Schemes in Mobile Ad hoc Networks: Mobile ad-hoc networks (MANETs) are a specific kind of wireless 

networks that can be quickly deployed without preexisting infrastructures. They are used in different contexts such as 

collaborative, medical, military or embedded applications. However, MANETs raise new challenges when they are used in large-

scale network that contains a large number of nodes. Subsequently, many clustering algorithms have emerged. In fact, these 

clustering algorithms allow the structuring of the network into groups of entities called clusters creating a hierarchical structure. 

Each cluster contains a particular node called cluster head elected as cluster head according to a specific metric or a combination 

of metrics such as identity, degree, mobility, weight, density, etc. MANETs has drawbacks due to both the characteristics of the 

transmission medium (transmission medium sharing, low bandwidth, etc.) and the routing protocols (information diffusion, path 

finding, etc.). Clustering in mobile ad hoc networks plays a vital role in improving resource management and network 

performance (routing delay, bandwidth consumption, and throughput). In this paper, we present a study and analyze of some 

existing clustering approaches for MANETs that recently appeared in literature, which we classify as Identifier Neighbor based 

clustering, Topology-based clustering, Mobility based clustering, Energy-based clustering, and Weight-based clustering. We also 

include clustering definition, review existing clustering approaches, evaluate their performance and cost, discuss their advantages, 

disadvantages, features and suggest the best clustering approach. 

Analysis of Clustering Algorithms for Creation Of Energy Efficient Mobile Ad Hoc Network: Mobile Ad-hoc Network (MANET) 

is becoming popular day by day. It is an infrastructure less network of moving nodes in which energy is the scarcest resource for 

the operation of networks. Hence energy saving is one of the biggest challenges for efficient data transmission among nodes 

without breakage in the network link. Clustering is a one of the techniques for improving the performance of MANET. It divides 

the whole network into possible sub-domains also known as a cluster, in which each cluster has a cluster head functioning as a 

node coordinating other member nodes of the cluster. But to select efficient cluster head is a very big issue in clustering. In order 

to evolve an energy efficient mobile ad-hoc network, the authors have reviewed different research papers on clustering algorithms 

and have analyzed its advantages and disadvantages. The proposed energy efficient mobile ad-hoc network routing is based on the 

selection of an efficient cluster head with the help of max- heap tree data structure. 

A Flexible Weighted Clustering Algorithm based on Battery Power for Mobile Ad Hoc Networks: Mobile Ad hoc Networks 

(MANET) consist of a number of wireless hosts that communicate with each other through multi-hop wireless links in the absence 

of fixed infrastructure. The previous research on mobile ad-hoc network suggested the use of clustering algorithm because 

clustering makes it possible to guarantee basic levels of system performance, such as throughput and delay, in the presence of both 

mobility and a large number of mobile terminals. In this paper, we propose that the Flexible Weighted Clustering Algorithm based 

on Battery Power (FWCABP), leads to a high degree of stability in the network, minimizing the number of clusters, and 

minimizing the overhead for the clustering formation and maintenance by keeping a node with weak battery power from being 

elected as a cluster-head. Simulation experiments are conducted to evaluate the performance of our algorithm in terms of the 

number of clusters formed, reaffiliation frequency, and a number of cluster-head change. Results show that our algorithm 

performs better than existing ones and is also tunable to different kinds of network conditions. 
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1.3 Problem Statement 

Nodes in the mobile ad-hoc network are highly mobile which causes network topology to change rapidly at unpredictable times. 

The network may consist of both bidirectional and unidirectional links. Nodes moving with low speed are used in sensor 

networks, whereas the nodes with higher speed are used for emergency purposes. The reliability, efficiency, stability, and capacity 

of wireless links are often inferior when compared with wired links. The bandwidth available per wireless link depends on the 

number of nodes and the traffic they handle. Thus only a small fraction of the total bandwidth is available for every node. Most of 

the nodes in MANETs rely on batteries or other exhaustible means for their energy. For these nodes, the most important system 

design criterion for optimization is energy conservation. Support for power control at the MAC layer is very important in the 

wireless ad hoc environment. 

 

1.4 Proposed System 

The proposed scheme by considering more parameters that could be useful for our investigation, and evaluating the implications 

of deploying the FGA scheme only on a subset of the Device while still preserving the good results achieved. Also, we intend to 

implement our FGA scheme on top of other routing protocols based on proactive and several of the existing trust-based security 

mechanisms for MANETs to further evaluate its effectiveness and increase the performance, improve the Energy with include 

QoS Constraint. We deploy the new methodology with the clustering based approach with Energy Efficient protocol. 

 

 
 

Chart-1 OLSR Process 

 

OLSR: The proactive [table-driven] routing protocol, It is designed for mobile ad hoc network. OLSR provides the benefit of 

optimal routes to the network when needed, due to its proactive nature. It uses hop-by-hop approach and flooding mechanism. It 

works in a distributed manner. The objective of this protocol is to avoid unnecessary transmission of control packets. Each node 

decides which of its neighbors can flood control packets, these nodes are known as MPR nodes. Only “multi-point relay” (MPR) 

are privileged to forward, generate and retransmit the control packets. The updates are sent regularly. It does not need orderly 

delivery since sequence numbers (MSN) are used to prevent extinct information from being misunderstood. It is appropriate for 

large and thick networks. The primary concept of the protocol is MPR nodes. All node in the mesh elects a group of 1-hop 

neighbor nodes as “multipoint relays”, which diffuse the topology information into the entire network. They help in limiting the 

traffic. Neighbors which are not “MPR” (N) operate uniquely control packets of N node, but the forwardness of the control 

packets is not there. “MPR” (N) nodes are elected in this way that they are capable to cover all 2-hop neighbors of the network. 

The first method is that each node will only use information available to it, without relying on any centralized or local trusted 

authority. Our technique does not actively verify the HELLO message, rather it checks its integrity by searching for contradictions 

between the HELLO message and the known topology. We allow for lone MPR nominations, provided that no contradictions are 

found.  Even in the face of contradictions, an MPR can be nominated for all 2-hop neighbors for which it is the sole access point. 

It cannot, however, be nominated as sole MPR for 2-hop neighbors that can be reached through other paths. we assume that TC 

messages cannot be spoofed. We justify this assumption due to the fact that bogus TC messages do not preclude a legitimate 

victim from transmitting a valid TC that contradicts the bogus one. In essence, by publishing a fraudulent TC, the attacker 

discloses that he is attacking; allowing others to take preventive measures. A fake HELLO message is a much more crippling 

attack because it removes a victim from the network without its knowledge. Hence, DOS and network disruption due to fraudulent 

TC messages is outside the scope. 

Secure Relay-OLSR: we stated the security extension of existing OLSR. Secure Relay-OLSR is used for resisting link spoofing 

attack. Our mechanism is for checking the presence of malicious node and identifying the fake link in the network. To attain our 

prototype, we require solitary 2-hop neighbors for generating 2-hop_ACK and return to its MPR node. In our model, we assumed 

that authentication has been applied to check the validity of the correct origin of every packet to halt from sending false 2-

hop_ACK. Secondly, Our strategy requires that every MPR node should be aware of its 2 hop neighbors set orderly to distinguish 

between the fake link and genuine link. The 2-hop_req, 2-hop_ACK and trust table are modified packets which are added to TC 

message in our scenario for the detection of an attack. 2-HOP_req: The TC source node periodically broadcasts 2-

HOP_req control packet to its neighbors along with TC packet. 2-hop_ACK: The 2-hop_ACK packet is needed to acknowledge 
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the TC messages which are fully entertained by every node’s two-hop neighbors. Trust table: Every node maintains its own trust 

table having an initial value to be 0. It comprises data related to its 2-hop and 1-hop neighbors. 

 

2. CONCLUSION  

Mobile ad hoc networks (MANET) rely on the cooperation of all the participating nodes. The more nodes cooperate to transfer 

traffic, the more powerful a MANET gets. SR-OLSR protocol itself incurs a low checking overhead. However, to prevent 

malicious users from providing fake data transmission, calculate the dropping and losing packet size, packet delivery ratio for an 

optimal estimate by fine-grained analysis technique in MANETs leveraging network parameters such as MAC layer information, 

forwarding node queue status, and node mobility. Here we implementing and finding the dropping packets for optimal estimation 

for Routing Parameter. NS-2 to analyze the functionality and performance of the proposed Analyzer scheme in terms of false 

positives, detection rate, and packet loss rate with increasing data rate, node speed, and node degree. So we can detect accurately 

misbehave person.   Therefore there is a strong motivation for a node to deny packet forwarding to others, while at the same time 

using their services to deliver own data. 
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