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ABSTRACT 

At present Cloud Computing has become a popular computing paradigm.Though Cloud Computing architectures lack support 

for computer forensic investigations. Inspecting various logs such as process logs, network logs etc plays an important role in 

computer forensics. Pollution Attack, whereby is an arrangement of noxious substances endeavor to degenerate put away 

information, are one of the many dangers that influence cloud information security. Pollution attack occurs when along with 

the data packets, malicious packets are injected into the network. In this paper we manage pollution attack in coding-based 

square level distributed storage frameworks, i.e. frameworks that utilize straight codes to part, encode, and scatter virtual circle 

areas over an arrangement of capacity hubs to accomplish wanted levels of repetition and to enhance unwavering quality and 

accessibility without giving up on execution. Shockingly, the impacts of a pollution attack on straight coding can be unfortunate, 

since a solitary dirtied piece can proliferate unavoidably in the interpreting stage, along these lines hampering the entire division. 

The alarm triggers a procedure that locates the polluting nodes using the proposed detection mechanism along with statistical 

inference. The packets which fail the verification are detected and discarded by considering they are malicious packets or 

polluted packets in the network. Therefore the pollution in the network is removed before the packets reach the destination. 

Hence the pollution attack is reduced and this, in turn, will increase the throughput and performance of the data transmitted 

across the coding based network in cloud storage. 

 

Keywords: Cloud storage, Coding, security, Integrity, Performance, Pollution attack. 

1. INTRODUCTION  

Cloud Computing (CC) is an emerging computing paradigm that can potentially offer a number of important advantages. One of 

the fundamental advantages of CC is pay-as you-go pricing model, where customers pay only according to their usage of the 

services. Cloud Computing is an internet-based computing. It dynamically delivers everything as a service over the internet based 

on user demand, such as network, operating system, storage, hardware, software, and resources. These services are classified into 

three types: Infrastructure as a service (Iaas), Platform as a service (Paas), and Software as a Service (Saas). Cloud Computing is 

deployed as three models such as Public, Private and Hybrid Clouds. 

In this paper we manage pollution attacks in coding-based block-level cloud storage systems, i.e. frameworks that utilize direct 

codes to part, encode, and scatter virtual plate segments over an arrangement of capacity hubs to accomplish wanted levels of excess 

and to enhance unwavering quality and accessibility without giving up execution. Tragically, the impacts of Pollution attacks on 

straight coding can be grievous, since a solitary polluted part can engender unavoidably in the deciphering stage, in this manner 
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hampering the entire division. We plan an early pollution discovery calculation ready to recognize the nearness of an attack while 

getting the information from distributed storage amid the typical plate perusing operations. The caution triggers a technique that 

finds the polluting hubs utilizing the proposed discovery component alongside measurable surmising. The execution of the proposed 

arrangement is broke down under few viewpoints utilizing both expository demonstrating and exact reproduction utilizing 

genuine plate follows. 

 

1.1 Our contribution 

In this paper we manage pollution attacks in coding-based block-level cloud storage systems, i.e. frameworks that utilize direct 

codes to part, encode, and scatter virtual plate segments over an arrangement of capacity hubs to accomplish wanted levels of excess 

and to enhance unwavering quality and accessibility without giving up execution. Tragically, the impacts of Pollution attacks on 

straight coding can be grievous, since a solitary polluted part can engender unavoidably in the deciphering stage, in this manner 

hampering the entire division. We plan an early pollution discovery calculation ready to recognize the nearness of an attack while 

getting the information from distributed storage amid the typical plate perusing operations. The caution triggers a technique that 

finds the polluting hubs utilizing the proposed discovery component alongside measurable surmising. The execution of the proposed 

arrangement is broke down under a few viewpoints utilizing both expository demonstrating and exact reproduction utilizing genuine 

plate follows. 

 

1.2 Related work 

In [1], the authors consider random coding-based cloud storage and devise both a pollution detection algorithm and four 

identification and repair algorithms to recover the original data. The algorithms represent trade-offs between computational and 

communication complexity and successful identification (and repair) probability. 

In [2], rateless codes are exploited to devise a file-based cloud storage system that achieves high availability and security; the paper 

mainly deals with data integrity and data repair and focuses on exact repair instead of a simpler functional repair of polluted coded 

fragments. The authors propose to use multiple LT encoding and decoding checks to avoid LT decoding failures. Besides 

verification, error correction of corrupted coded fragments is another important approach to deal with pollution attacks in coding-

based systems, e.g., [3].  

All these methods are based on the addition of coding information that enables the coded fragment receivers to detect and 

automatically reconstruct the original data. The price to be paid is a remarkable increase in the coding overhead; furthermore, the 

effectiveness of these approaches heavily depends on the amount of corrupted information. 

Yongjun RenJian Shen et al. [8] proposed, Cloud storage brings security considerations. One major concern is concerning the 

information integrity. During this paper, we have a tendency to extend the static or dynamic state of affairs. We have a tendency to 

propose a brand new authentication organization known as Cloud Merle B+ tree (CMBT). Compared with the present dynamic Poor 

theme, our worst case communication quality is O (long) rather than O (n). 

Elaine Shi et al. [5] proposed Cloud storage is currently a hot analysis topic in data technology. In cloud storage, date security 

properties such as information confidentiality, integrity and handiness become more and additional necessary in several business 

applications. Recently, several demonstrable information possession (PDP) schemes are projected to shield information integrity. 

In some cases, it has to delegate the remote information possession checking task to some proxy. However, these PDP schemes are 

not secure since the proxy stores some state data in cloud storage servers.  

 

2. SYSTEM MODEL 

The architecture of the cloud storage system we consider in this paper builds upon the ENIGMA distributed cloud storage 

infrastructure [2], that allows the provision of Virtual Disks (VDs), consisting of a set of consecutively numerated sectors, that can 

be used as if they were standard physical disks. Its architecture features a set of NS Storage Nodes (SNs), that store VD sectors after 

their proper encoding by means of rateless codes, and a Proxy where all the metadata allowing the retrieval and decoding of VD 

sectors are kept. 
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More precisely, ENIGMA uses Luby Transform (LT) rateless codes [19] to encode each sector, whereby each sector S is first split 

into k fragments of equal length S = (s1, . . . , sk), from which n coded fragments F = (f1, . . . , fn) are created [2]; these fragments 

are then placed on a subset AS of the NS storage nodes. The parameter k is known as coding block length, whereas n can be selected 

freely allowing to reach the desired level of redundancy n/k. After encoding, the n fragments of a given sector S are stored in a 

group of x on a random s1 s2 sk f1 f2 SN1 Sector S fn−1 fn SNn/x f3 f4 SN2 Fig. 1. Sector encoding and placement. a subset of the 

SNs. Thus, we have that every sector is stored on |AS| = dn/xe different SNs. In this paper we also assume that a subset of NP of 

the NS storage nodes are malicious and may intentionally corrupt the data they store (we call them polluters), and we also assume 

that the coded fragments of a given sector are stored by no more than nP (out of the total NP ) polluters. 

 

2.1 Proposed system 

The imperfection of the pollution detection algorithms forced us to develop a more complex approach with respect to existing 

algorithms because we simply cannot trust the (imperfect) detection mechanism to draw conclusions on the status of the system of 

equations. 

We propose a pollution detection algorithm that identifies, with high likelihood if an arrangement of untrusted stockpiling assets 

gives no less than one polluted coded fragment. The calculation depends on a changed adaptation of the LT disentangling calculation 

abusing Gaussian Elimination; since an explanatory model for deciphering (and discovery) execution is inaccessible in the writing 

we fall back on recreations to evaluate the location likelihood.   

With the detection algorithm, we outline a distinguishing proof calculation that recognizes the capacity assets that are polluters with 

high likelihood. The calculation does not depend on cryptographic checksums or digital signatures (subsequently it doesn't depend 

on the presence of a PKI or pre-established secure channels) and it just adventures coding excess and productive translating 

calculations that require the arrangement of frameworks of direct conditions. 

Our pollution detection algorithm will work as soon as an additional coded fragment is analyzed therefore it can detect pollution 

even before the data is recovered (it allows for a reduced running time). Conversely, the other detection algorithm works right after 

the system of linear equations is solved. We provide the implementation details in the specific case of LT codes that, being 

suboptimal from the decoding overhead point of view, lead to suboptimal (imperfect) pollution detection. 

 

3. CONCLUSION 

We have proposed a basic pollution detection mechanism that can be utilized to check information trustworthiness amid the typical 

read operations of a cloud-based capacity framework. In any case, the location component alone is insufficient to fathom the most 

vital issue, i.e. to find the malicious storage nodes keeping in mind the end goal to expel them from the framework. 

Here we have proposed an algorithmic arrangement that endeavors both pollution discovery, empowered by rateless codes, and 

factual induction to iteratively distinguish the malicious nodes. We have given an investigative model to gauge the time required to 

distinguish all polluters in an entire distributed storage framework 
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