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ABSTRACT 

Upload the data streams to the cloud servers for the product evaluation; it is an important to many popular stream applications. 

And it is applying to many organizations. But at the same time, it is difficult to verify the result on the cloud computation, it  is 

leads to the issues of trust. Since the outsourced data streams are retrieved from various resources. In existed system, each 

originator has a unique secret key .But when the multiple users are tends to download the same file, it leads to some 

misconceptions. Hence, it extends to the multiple-key settings, where as it doesn’t use any specific algorithm for encryption. In 

this paper, we mainly focus on the security. We propose an Advance Encryption Standard (AES) for the encryption. And also 

we implement an extra proxy server for the data reliability. We present a novel homomorphic verifying tag technique to verify 

the inner product evaluation on the dynamic data streams and then it extends to the matrix product verification. We use the 

random oracle access model. 

Keywords: Data Stream, Multiple keys, Public verifiability, AES. 

1. INTRODUCTION 

The past few years have witnessed the rapid growth of the data stream generated by a variety of applications such as GPS, internet 

traffic, wireless sensors etc. Retaining a local copy of such data is prohibited for various organizations. Take into the stream-oriented 

application analysis, weather forecasting and traffic management where multiple sources are collect and generated data streams 

continuously. Example, the inner product between any two outsourced data streams for correlation analysis. The outsourcing 

automatically raises the issue of trust. The local proxy server may be untrusted one. It is necessary to verify the result of the 

computation provided by the server. And also it is difficult to verifiable computation scheme. The outsourced data streams are more 

sensitive. That is the given data from the different sources, the final evaluation result may be erroneous, even if the corresponding 

query processed correctly. Cryptography provides a method called an off-the-shelf method to solve this problem. Each data unit has 

its own secret key and also it attached to the ‘sign’ for the data distribution from which the traceability is derived. But the typical 

signature algorithm does not intend to perform the multi-key computation. Most of the verification schemes only focus on the single-

key setting that is data are retrieved from single contributor with the same key. On the other hand, the Fully Homomorphic 
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Encryption (FHE) concerns on the efficiency. As a result, we can achieve the solution for the multi-key setting. In memory 

delegation, the outsourced stream was considered, but the size of the stream has to be priori bounded. 

2. RELATED WORK 

In this paper, the client is only allowed to request the query to the server for the summarization of group of data specified by the 

data source. Recently, the multikey setting is proposed with strong security.  

There are set of machines (data sources) each has its own public key and unique private key. These machines are collecting the 

unbounded data and outsourced them to a third party server. And these machines are not directly connected with each other. For a 

new data stream (Xi,j) , which is generated at time  (i), by the machine (Mj) (1≤ j≤ l) computes a homomorphic and publicly verifiable 

tag σi,j and outsources a tuple {i,Xi,j,σi,j} to the server. In this scheme, the time is measured in a discrete manner. Whenever the new 

tuple comes the time is increased. Additionally, we assume that the clocks of the data sources, third-party server and the client are 

synchronized. The requirements are inherited from the various streaming applications.  

A client requests the server to compute the inner product between any two machines and outsourced data streams by sending the 

required query. Apart from the computation result res, the server also provides the proof (π) of the computation and also provides 

some auxiliary information. Due to this, the client can verify the correctness of the computation result res. 

We assume that the third-party server is untrusted because it places the outside of the trust domain of the data sources. And also the 

clients are also may be untrusted by the data sources, because they may be compromised or the maliciously or conclude with the 

server for the financial concerns in practice. Therefore, the secret keys are used by the data sources to generate the verifiable tags 

which are not sending to the client for the verification. Otherwise, an untrusted client with the private keys can collude with the 

server to modify the data and generate corresponding tags to deceive other clients. In this paper, we mainly focus on the verification 

of the outsourced data streams verification over the public data streams. While the sensitivity of the data protection is also of concern. 

3. EXISTED SYSTEM 

As usual, the client requests the server to compute the inner product evaluation over the outsourced data streams. The client gives 

the corresponding query to the client. A client which one wants to retrieve the desired result, need to enter the keys for the 

authentication. Then, this server forges the query to the multiple numbers outsourced data streams (Mi,j). Now, the data sources are 

fetched the necessary data streams, which satisfy the user query. These data sources are the forges the data streams to the server 

along with the generated keys (pkj,skj).  

These data sources are also generating the publicly verifiable tags (σi,j) along with the time (i) which taken to generate the tags. Then 

the server generates the result for the query. And the result is sent to the client. After, receiving the result the client chooses the 

random number. The server then generates the result for the inner product evaluation based on the random number which is sent to 

the client. After only, the server generates the proof (π) for the inner product evaluation result. Then this proof is sent to the client. 

After only the result of the computation, correctness is verified. 

4. INNER PRODUCT QUERY 

Based on the group by sum query, we present a publicly verifiable computation scheme for the inner product query over data streams 

with two different keys in the subsection. Specifically, any two machines M1 and M2 outsource , the data stream 

X1={X1,1,X1,2,…X1,n} and X2={X2,1,X2,2,….X2,n} to the server respectively . A client requests the server to compute the inner product 

function FIP on X1 and X2 i.e.,res=FIP(X1,X2)=X1 xor X2 = ∑ 𝑋1, 𝑖. 𝑋2, 𝑖𝑛
𝑖=1  .This is known as concrea te protocol . The main idea 

behind this construction res=∑ 𝑋1, 𝑖. 𝑋2, 𝑖𝑛
𝑖=1  is the sum of X1,i . X2,i (i ∈ [1,n]) . Then the server generate the proof σ1,i  for the data 

X1,i . X2,I , and aggregates these proofs into a whole one . Thus the proof for the final result res is obtained. 

5. PROPOSED SYSTEM 

In the existed system we do not concern about the sensitivity and security of the data. Hence, in this paper, we propose a security 

technique called AES (Advance Encryption Standard). And also we use the extra back-up server for the data reliability. Whenever 

a client wants to retrieve a data stream it should authenticate the server by using the secret keys. Then only the client can retrieve 

the data streams from the cloud. This model also ensures the data reliability and consistency of the database. 
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Algorithm Formulation 

KeyGen (1k) 

 For j=1 to l do 

 Choose a random number ski=sj ∈ 𝑍𝑞 ∗ as the secret key 
 Compute pkj= gsj 

 Output (pkj, skj) 

 End of 

TagGen (skj,j, Xj,i) 

 1.compute σj,i = (g1
(h1,Mj,i) g2

(h2,Mj,i) g3
Xj,i)skj 

 2. Output σj,i 

Evaluate (FIP, X1, X2) 

 Compute res=X1 xor X2 

 Output res 

Advance Encryption Standard (AES) 

 Substitution of bytes 

 Shift of rows 

 Mix of columns 

 Add round key 

Matrix Product Query Extension  

The publicly verifiable inner product evaluation scheme to support the matrix product query. Specifically, machine M1 (M2) 

generates over a row vector. 

A client requests the server to compute the matrix product FIP=A*B. In the above equation, a and b vectors denote the inner product 

vectors. To provide a proof of the matrix product computation, a possible approach is to directly extend the inner product verification 

algorithm. Let the result represented as (ith , jth) entry of the matrix AXB. The server can generate a proof πi,j for res[i][j] and then 

send all the proofs πi,j(1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑗 ≤ 𝑛) to the client. However, that naïve solution may be prohibitive as the proof size is 

O(n2). 
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Advantages 

In this project, we focus on the inner product evaluation and also we ensure the integrity of the data. It is the multi-key encryption 

technique. That is when the client wants to download the data the retrieval of the query is only done by the multi-key verification. 

We also use the additional server for the data availability. If the data in the local server are lost or any misconception occurred, the 

proxy server downloads the data from the original server. It ensures the data availability. 

6. CONCLUSION 

In this paper, we introduce a security mechanism for the data integrity. The novel homomorphic verifiable tag technique is also 

used.  And we design the efficient and publicly verifiable inner product computation scheme on the dynamic outsourced data streams 

under multiple-keys. We also extend the inner product to the matrix product evaluation. It allows multiple data sources with different 

secret keys to upload their endless data streams and delegate the corresponding computations to a third-party server. Experimental 

results demonstrate that our protocol is practically efficient in both communication and computation cost. 
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