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Abstract - Big Data and cloud computing are two important issues in the recent years, that enable computing resources to be
provided as Information Technology services with high efficiency and effectiveness. The main focus is on security issues in cloud
computing that are associated with big data. Big data applications are a great benefit to organizations, business, companies and
many large scale and small scale industries. Cloud computing plays a very vital role in protecting data. Hadoop Framework is
used by popular companies like Google, Yahoo, Amazon and IBM etc. Now-a-days big data is one of the most serious problems
that researchers have focused their research on it to understand the problem of how big data could be handled in the current
systems and managed with cloud computing. One of the most important issues is how to gain perfect security for big data in
cloud computing. Our paper makes a Survey of big data with cloud computing, security and the mechanisms that are used to
protect and secure with available clouds.
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1. INTRODUCTION

In order to analyze complex data and to identify patterns it is very important to securely store, manage and share large amounts of
complex data. Cloud comes with an explicit security challenge, i.e. the data owner might not have any control of where the data is
placed. The reason behind this control issue is that if one wants to get the benefits of cloud computing, he/she must also utilize the
allocation of resources and also the scheduling given by the controls. Hence it is required to protect the data in the midst of
untrustworthy processes. Since cloud involves extensive complexity, we believe that rather than providing a holistic solution to
securing the cloud, it would be ideal to make noteworthy enhancements in securing the cloud that will ultimately provide us with
maximum security. Google has introduced MapReduce framework for processing large amounts of data on commaodity hardware
like Apache’s Hadoop distributed file system (HDFS) in Big data.

1.1 Introduction to Cloud Computing

Cloud computing is the delivery of computing services—servers, storage, databases, networking, software, analytics and much more
over the Internet (“the cloud”). Companies offering these computing services are called cloud providers and typically charge for
cloud computing services based on usage, similar to how you are billed for water or electricity at home.

A Benefits of Cloud Computing
Cloud computing offers a number of benefits, including the potential for:

+ Rapid scalability and deployment capabilities (providing just-in-time computing power and infrastructure).
»  Decreased maintenance/upgrades.

» Improved resource utilization—elasticity, flexibility, efficiencies.

* Improved economies of scale *« Improved collaboration capabilities.

« Ability to engage in usage-based pricing, making computing a variable expense, rather than a fixed capital cost with high
overhead.
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Reduced information technology (IT) infrastructure needs—both up-front and support costs.

Types of cloud deployments
There are three different ways to deploy cloud computing resources: public cloud, private cloud and hybrid cloud shown

in figurel.1 below.

C.

Cloud Deployment Models
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Fig 1.1: Deployments of Cloud

e Public Cloud

Public clouds are owned and operated by a third-party cloud service provider, which deliver their computing resources like
servers and storage over the Internet. Microsoft Azure is an example of a public cloud. With a public cloud, all hardware,
software and other supporting infrastructure is owned and managed by the cloud provider. These services can be accessed
and account can be managed using a web browser.

e Private Cloud

A private cloud refers to cloud computing resources used exclusively by a single business or organization. A private cloud
can be physically located on the company’s on-Site datacenter. Some companies also pay third-party service providers to
host their private cloud. A private cloud is one in which the services and infrastructure are maintained on a private network.

e Hybrid Cloud

Hybrid clouds combine public and private clouds, bound together by technology that allows data and applications to be
shared between them. By allowing data and applications to move between private and public clouds, hybrid cloud gives
businesses greater flexibility and more deployment options.

Data Security Aspects on Cloud
Cloud computing security or, more simply, cloud security refers to a broad set of policies, technologies, and controls

deployed to protect data, applications, and the associated infrastructure of cloud computing. It is a sub-domain of computer
security, Network security and more broadly, information Security [1].

¢ Confidentiality

Data confidentiality is the property that data contents are not made available or disclosed to illegal users. Outsourced data
is stored in a cloud and out of the owners' direct control. Only authorized users can access the sensitive data while others,
including CSPs, should not gain any information of the data.

e Access Controllability
Access controllability means that a data owner can perform the selective restriction of access to his data outsourced to
cloud. Legal users can be authorized by the owner to access the data, while others cannot access it without permissions.

e Integrity

Data integrity demands maintaining and assuring the accuracy and completeness of data. A data owner always expects that
his data in a cloud can be stored correctly and trustworthily. It means that the data should not be illegally tampered,
improperly modified, deliberately deleted, or maliciously fabricated. If any undesirable operations corrupt or delete the
data, the owner should be able to detect the corruption or loss. Further, when a portion of the outsourced data is corrupted
or lost, it can still be retrieved by the data users.
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1.2 Big Data Introduction

Big Data is the word used to describe massive volumes of structured and unstructured data that are so large that it is very difficult
to process this data using traditional databases and software technologies. The term “Big Data [5]” is used by companies who handle
query of loosely structured very large amount of distributed data.

The three main terms that generally signify Big Data are shown in fig 1.2.

i. Volume: This has to do with the amount of data generated on a daily basis which is so large and keeps increasing with time

ii. Variety: Today data is created in different type, form and formats such as emails, video, audio, transactions etc.

iii. Velocity: This has to do with the speed it takes to produce data and how fast this data produced needs to be processed on time
to meet individual demand.

The other two properties that need to be critically considered when talking about Big Data are Variability and Complexity as depicted
by [3].

i. Variability: This goes along with velocity, and it has to do with how inconsistent the flow of data can be with respect to time and
how far it can go.

ii. Complexity: The complexity of the data must be considered especially when we have multiple sources of data. The data must be
rearranged in a format that will be suitable for processing.
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Fig 1.2: Five properties of data

1.3 Hadoop

Hadoop, which is a free, Java-based programming framework, supports the processing of large sets of data in a distributed computing
environment. It is a part of the Apache project sponsored by the Apache Software Foundation. Hadoop cluster uses a Master/Slave
structure [6]. Using Hadoop, large data sets can be processed across a cluster of servers and applications can be run on systems with
thousands of nodes involving thousands of Terabytes. Distributed file system in Hadoop [2] helps in rapid data transfer rates and
allows the system to continue its normal operation even in the case of some node failures. This approach lowers the risk of an entire
system failure, even in the case of a significant number of node failures. Hadoop enables a computing solution that is scalable, cost
effective, and flexible and fault tolerant. Hadoop Framework is used by popular companies like Google, Yahoo, Amazon, IBM etc.,
to support their applications involving huge amounts of data. Hadoop has two main sub projects — Map Reduce and Hadoop
Distributed File System (HDFS).

e MapReduce

Hadoop MapReduce is a framework [4] used to write applications that process large amounts of data in parallel on clusters of
commodity hardware resources in a reliable, fault-tolerant manner. A Map Reduce job first divides the data into individual chunks
which are processed by Map jobs in parallel. The outputs of the maps sorted by the framework are then input to the reduce tasks.
Generally the input and the output of the job are both stored in a file-system. Scheduling, Monitoring and re-executing failed tasks
are taken care by the framework.

e Hadoop Distributed File System (HDFS)
HDFS [8] is a file system that spans all the nodes in a Hadoop cluster for data storage. It links together file systems on local nodes

to make it into one large file system. HDFS improves reliability by replicating data across multiple sources to overcome node
failures

1.4 Big Data Applications
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The big data application refers to the large scale distributed applications which usually work with large data sets. Data exploration
and analysis turned into a difficult problem in many sectors in the span of big data. With large and complex data, computation
becomes difficult to be handled by the traditional data processing applications which triggers the development of big data
applications

® Google‘s map reduce framework and apache Hadoop are the software systems for big data applications, in which these applications
generates a huge amount of intermediate data. Manufacturing and Bioinformatics are the two major areas of big data applications.
¢ Big data provide an infrastructure for transparency in manufacturing industry, which has the ability to unravel uncertainties such
as inconsistent component performance and availability.

o In these big data applications, a conceptual framework of predictive manufacturing begins with data acquisition where there is a
possibility to acquire different types of sensory data such as pressure, vibration, acoustics, voltage, current, and controller data

e The combination of sensory data and historical data constructs the big data in manufacturing. This generated big data from the
above combination acts as the input into predictive tools and preventive strategies like health management can be incorporated.

¢ Another important application for Hadoop is Bioinformatics which covers the next generation sequencing and other biological
domains. Bioinformatics which requires a large scale data analysis, uses Hadoop. Cloud computing gets the parallel distributed
computing framework together with computer clusters and web interface.

2. RELATED WORK
Much work has been done on big data and cloud computing issues and challenges. To mention a few, [8] conducted a study on the
security issues and challenges in the cloud and they looked at the advantages of using cloud services which include scalability,
resilience, flexibility, efficiency and outsourcing non-core activities. Furthermore, they highlighted that Cloud computing offers an
innovative business model for organizations to adopt IT services without upfront investment. Despite the potential gains of using
cloud services, organizations are slow in accepting it due to security issues and challenges associated with it. Security is one of the
major issues which hamper the growth of cloud and the main issue is lack of trust from both party because the idea of handing over
important data to another company is worrisome to the subscribers of cloud services; such that the consumers need to be vigilant in
understanding the risks of data breaches in this new environment.
[9] Looked at the security issues for cloud computing, big data, Map Reduce and Hadoop environment. The main focus is on
security issues in cloud computing looking at how important data is for effective running of any business, therefore cloud computing
security is developing at a rapid pace which includes computer security, network security, information security, and data privacy.
Cloud computing plays a very vital role in protecting data, applications and the related infrastructure with the help of policies,
technologies, controls, and big data tools. Moreover, in cloud computing, big data and its applications, advantages are likely to
represent the most promising new frontiers in science; it is therefore necessary to protect such important infrastructure.
[10] carried out a study on the awareness and adoption of cloud computing in Nigeria by small and medium scale enterprises in
Lagos State and the found out that of all the challenges facing cloud computing adoption are security, privacy, lack of liability of
providers in case of security incidents, and difficulty of migrating to the cloud (legacy software) that ranked high. [15] Carried out
a study on big data and current cloud computing issues and challenges by looking at a detailed analysis of between big data and
cloud computing security issues and challenges focusing on the cloud computing types and the service delivery types. However, the
researcher highlighted that big data entails a huge commitment of hardware and processing resources, thereby making adoption
costs of big data technology unaffordable to small and medium sized businesses. Cloud computing on the other hand offers a lot of
advantages to small and medium business especially but yet the rate of its adoption is still low due to security threat associated with
cloud technology [17]. From all the related works reviewed, one paramount problem is the issue of security associated with big data
technology and cloud computing which cannot be overemphasized. Hence this paper will critically examine this issue with other
related issues associated with big data and cloud computing.

3. BIG DATA SECURITY CHALLENGES AND ISSUES.
Most distributed systems’ computations have only a single level of protection, which is not recommended.
Non-relational databases (NoSQL) are actively evolving, making it difficult for security solutions to keep up with demand.
Automated data transfer requires additional security measures, which are often not available.
When a system receives a large amount of information, it should be validated to remain trustworthy and accurate; this
practice doesn’t always occur, however.
5. Unethical IT specialists practicing information mining can gather personal data without asking users for permission or
notifying them.
6. Access control encryption and connections security can become dated and inaccessible to the IT specialists who rely on it.
7. Some organizations cannot — or do not — institute access controls to divide the level of confidentiality within the company.
Recommended detailed audits are not routinely performed on Big Data due to the huge amount of information involved.
8. Due to the size of Big Data, its origins are not consistently monitored and tracked.

el N
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The challenge of detecting and preventing [3] advanced threats and malicious intruders, must be solved using big data style analysis.
These techniques help in detecting the threats in the early stages using more sophisticated pattern analysis and analyzing multiple
data sources.

Network level: The challenges that can be categorized under a network level deal with network protocols and network security,
such as distributed nodes, distributed data, Internodes communication.

Authentication level: The challenges that can be categorized under user authentication level deals with encryption and decryption
techniques, authentication methods such as administrative rights for nodes, authentication of applications and nodes, and logging.

Data level: The challenges that can be categorized under data level deals with data integrity and availability such as data protection
and distributed data. Generic types: The challenges that can be categorized under general level are traditional security tools, and use
of different technologies.

4. PRIVACY ENCRYPTION STRATEGY
We concentrate on privacy issues and propose a novel data encryption approach, named as Dynamic Data Encryption Strategy
(D2ES). High Level Architecture of Dynamic Data Encryption model which is designed to protect data owners’ privacy at the
highest level when using the applicable devices and networking facilities. Fig.4 shows the high level architecture of D2ES model,
which illustrates the main procedures and techniques [11].

Two major techniques used in D2ES are:

(1) Classifying data packages according to privacy level and (2) determine whether data packages can be encrypted under the timing
constraints.

s = e e e 1
i Privacy Level || Encrypted
Data ! Classification |} Data
Package| | :
= | DED : Unencrypted
E Algorithm |} Data

Fig 4.1: High Level Architecture of Dynamic Data Encryption Strategy (D2ES) Model

Our research is significant for generating an adoptive solution to protecting data owners’ privacy. Main contributions of this work
are twofold:

1) Encrypts data packages to maximize the privacy protection level under certain constraints.

2) The proposed algorithm offers an optimal solution providing the maximum value of total privacy weights.

3) The findings of this research provide big data-based solutions with an adaptive approach of protecting privacy. The proposed
method can be also implemented in distributed storages in cloud computing.

4.1 Dynamic Data Encryption Strategy (D2ES) Model

Phases of Dynamic Data Encryption Strategy

(D2ES) Model based on the definitions given in section, we present our D2ES model in this section. The crucial goal of D2ES
model is solving the problem defined in Definition 11.1.There are mainly three phases forming the solution. Fig.4.2 illustrates three
crucial phases of D2ES model [12].
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Fig 4.2: Dynamic Data Encryption Strategy (D2ES) Model
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Phase I: Sorting by Weights: This is a preparation phase of the model. All data package types are sorted at this phase. The sorting
operations consider both execution time and privacy protections; thus two variables are involved, which are PWVs and the
corresponding encryption execution time.

Phase Il: Data Alternatives: This phase is the crucial step of selecting data packages for encryption operations.

5. CONCLUSION
Cloud environment is widely used in industry and research aspects; therefore security is an important aspect for organizations
running on these cloud environments. Using proposed approaches, cloud environments can be secured for complex business
operations and privacy issues of big data and considered the practical implementations in cloud computing. Proposed approach,
D2ES, was designed to maximize the efficiency of privacy protections. Main algorithm supporting D2ES model was DED algorithm
that was developed to dynamically alternative data packages for encryptions under different timing constraints.

6. FUTURE WORK
Cloud computing experts believe that the most reasonable way to improve the security of Big Data is through the continual expansion
of the antivirus industry. A multitude of antivirus vendors, offering a variety of solutions, provides a better defense against Big Data
security threats. Here are some additional recommendations to strengthen Big Data security: Focus on application security, rather
than device security. Isolate devices and servers containing critical data. Introduce real-time security information and event
management. Provide reactive and proactive protection. For the next step, we will continue to design the detailed process and
approach of the secure storage and sharing for cloud big data.
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