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Abstract: Application of wireless sensor networks (WSN) to commercial, home environments and military purpose are increased
in wide range. As the wireless sensor networks continue to grow, they are vulnerable to attacks and hence need for security
mechanisms. ldentifying suitable cryptography for WSN is important to challenge due to the limitation of energy, computation
capacity and storage resources of sensor nodes. For this purpose, Cryptography plays a vital role in securing the data in W SN.
In this paper we implemented two symmetric cryptographic algorithms: block cipher AES (Advanced Encryption Standards) and
the Lightweight block cipher PRESENT. Our main aim of implementing the symmetric cryptographic algorithms in sensor nodes
to provide secure communication which guarantees the confidentiality, integrity and avoids key exchange via an unsecured
channel that imposes real threats. The experimental results are carried by implementing these algorithms in Atmega 32 bit
microcontroller using simple C codes.

Keywords: Wireless Sensor Networks, Cryptographic Algorithms, AES Algorithm, Present Algorithm, Microcontroller,
Simulation Results.

I. INTRODUCTION

Wireless Sensor Network (WSN) is a network of sensors in which Sensor nodes are capable of sensing the data and transmitting
it to the base station for analysis [1] [3].The sensors may be installed in a busy traffic area, undersea deployment, in a war field, in
a house or an apartment on movable vehicles, in a chemical or biological hazardous field, etc. [3][4]. There are numerous real-time
applications of WSN such as Nature calamity forecasting, Greenhouse Monitoring, Traffic control and Vehicle Detection
[1].Generally, WSNs are deployed in an inaccessible area; they are more susceptible to various attacks [2]. Attacks are two types:
Active attack and Passive attack [3]. Inactive attacks, the attacker listens to and modifies the transmitted data. Denial of Service
attack, node replication attack, routing attack etc., are few popular examples of active attacks [6]. In passive attacks, the attacker
only eavesdrops the transmitted data [3].Therefore security of WSN becomes almost importance and cryptographic techniques
become available solution [5].

The Cryptography is the technique which transforming the original text (plain text) into unreadable text (cipher text) and the
cipher text is finally converted to get the original text [1]. It uses an encryption method for sending the original message over the
insecure channel. For this, it requires encryption algorithms and a key which means the technique that has been used in encryption
of original text. A reverse method of encryption is decryption to get the original text message from the cipher text, for this also a
key is used along with decryption algorithms. A key is alphanumeric text or numeric or may be special symbols and the selection
of a key for both encryption and decryption is more important [2] [3]. Various cryptography techniques are Symmetric key
encryption; Asymmetric key encryption and lightweight encryption are used WSN networks

The asymmetric key encryption algorithm is widely using technology around the world. But it has hardware limitations as like

memory and battery, so it is not applied to the sensor network [6] [2]. Therefore, Symmetric key encryption algorithm with low-
Energy consumption is used in the sensor networks.

© 2017, www.1JARIIT.com All Rights Reserved Page | 822



file:///C:/Users/omak/Downloads/www.IJARIIT.com
file:///C:/Users/omak/Downloads/www.ijariit.com
mailto:jothimeena92@gmail.com
mailto:sjenny98@gmail.com

M. Jothimeena, R. Sherin Jenny., International Journal of Advance Research, Ideas and Innovations in Technology.

This paper deals with two different algorithms of symmetric key block cipher AES and lightweight block cipher PRESENT
algorithms to provide secure communication.Section 11 deals with related works.Section 111 describes the brief explanation of AES
and PRESENT algorithms.Simulation results are explained in section IV.Finally concluding remarks and future works are made in
section V.

Il. RELATED WORKS

The authors of [7] explained two most broadly used symmetric key encryption methods i.e. data encryption standard DES and
advanced encryption standard AES and have been designed and simulated using MATLAB. The avalanche effect is explained the
implementation of DES required 43.3 KB memory and it is very high.

The authors of [8] proposed an energy efficient security protocol first requires data related to the energy consumption of common
encryption schemes. The results of an experiment with AES and RC4, two symmetric key algorithms that are commonly suggested
or used in WLANSs and show that RC4 is more suitable for large packets and AES for small packets.

Hoang Trang [9] proposed an efficient FPGA implementation of the Advanced Encryption Standard algorithm. Advanced
Encryption Standard (AES) algorithm implementation is compared with other works to show the efficiency and the design uses an
iterative looping approach with a block and a key size of 128 bits, lookup table implementation of S-box. This gives low complexity
architecture and easily achieves low latency as well as high throughput. Simulation results, performance results are presented and
compared with previously reported designs.

Hui Yue-chao [10] presented Secure RFID System Based on Lightweight Block Cipher Algorithm. He provided some design
ideas of a block cipher, and then illustrated a new secure communication model based on the existing RFID security system, which
meets the EPC global protocol. At last a lightweight block cipher algorithm is proposed based on the improved DES algorithm and
features of the block cipher. For controlling complexity, the encrypted data and key bits are halved in the algorithm

In [11] authors presented work compares performance and resource requirements of symmetric block ciphers on three different
embedded microcontroller platforms. The implementation of the algorithms is taken from freely available open source libraries of
cryptographic primitives. The evaluated parameters are the generated code-size and the speed of encryption/decryption for the
algorithms and microcontroller platforms for secure communication in WSN

Bogdanov. A [12] has described the new block cipher present and his goal has been an ultra-lightweight cipher that offers a
level of security commensurate with a 64-bit block size and an 80-bit key. Intriguingly PRESENT has implementation requirements
similar to many compact stream ciphers.

111.DESCRIPTION OF AES AND PRESENT ALGORITHM

Description of Advanced Encryption Standards
The AES algorithm is a symmetric block cipher that can encrypt and decrypt information. AES was developed by NIST
(National Institute of Standards and Technology) in January 1997.
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Fig 1: AES block diagram

A. AES encryption

The AES algorithm operates on a 128-bit block of data and executed N, - 1 round time. A round is the number of iterations
of N, can be 10, 12, or 14 depending on the key length. The key length is 128, 192 or 256 bits in length respectively. AES can be
divided into four basic operation blocks of Substitute Bytes, Shiftrows, Mixcolumns, Add Roundy.

Cipher key plain text

Ko(128bits) ———— ] Add Round key

| Mix column |

Round 1

K;(128bits) Add

Fig 2: steps in AES rounds

The first and last rounds differ from other rounds in that there is an additional AddRoundKey transformation at the beginning of
the first round and no MixCoulmns transformation is performed in the last round. In this paper, we use the key length of 128 bits
[9].

SubBytes Transformation:

The SubBytes transformation is a non-linear byte substitution in which each of the state bytes operating independently.
The SubBytes transformation is done using pre- calculated substitution table called S-box. The S-box table contains 256 numbers.
ShiftRows Transformation:

In ShiftRows transformation, the rows of the state are rotatory left shifted over different offsets. Row 0 is not shifted; row
1 is shifted one byte to the left; row 2 is shifted two bytes to the left and row 3 is shifted three bytes to the left.

MixColumns Transformation:

In MixColumns is a linear transformation, the columns of the state are considered as polynomials over GF (28) and
multiplied by modulo x* + 1 with a fixed polynomial c(x), given by:
c(x)={03}x® + {01}x% + {01}x + {02}.
AddRoundKey Transformation:

In the AddRoundKey transformation, a Round Key is added to the State - resulted from the operation of the MixColumns
transformation - by a simple bitwise XOR operation. The RoundKey of each round is derived from the main key using the
KeyExpansion algorithm. The encryption/decryption algorithm needs eleven 128-bit RoundKey, which are denoted RoundKey[0]
to RoundKey[10] (the first RoundKey [0] is the main key.

B. AES decryption

Decryption is a reverse operation of encryption which an encrypted cipher-text is converted into original plaintext in reverse
order. The round transformation of decryption uses the functions AddRoundKey, InvMixColumns, InvShiftRows, and InvSubBytes
successively. AddRoundKey: AddRoundKey is its own inverse function because the XOR function is its own inverse. The round
keys have to be selected in reverse order.

AddRoundKey:

AddRoundKey is its own inverse function because the XOR function is its own inverse. The keys in each round have to be
selected in reverse order.
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InvMixColumns Transformation:

In the InvMixColumns transformation, the polynomials of degree less than 4 over GF(28), which coefficients are the
elements in the columns of the state, are multiplied modulo (x* + 1) by a fixed polynomial d(x) = {0B}x® + {0D}x? + {09}x + {OE},
where {0B}, {0D}; {09}, {OE} denote hexadecimal values.

InvShiftRows Transformation:

In this transformation, exactly same as shift Shift Rows, only in the opposite direction. The first row is not shifted, while
the second, third and fourth rows are shifted right by one, two and three bytes respectively.

InvSubBytes Transformation:

The InvSubBytes Transformation is done using a pre- calculated substitution table called InvS-box. That InvS-box table
contains 256 numbers (from O to 255) and their corresponding values.

Description of block cipher PRESENT

PRESENT is a lightweight block cipher developed by the Orange Labs, Ruhr University Bochum and the Technical
University of Denmark in 2007[12]. PRESENT is used in the area in which low power consumption and high chip efficiency are
desired. The block size of PRESENT is 64 bits and supported by the key length of 80 bits and 128 bits consists of 31 rounds.
PRESENT is an example of S/P networks [14]. It consists of single 4-bit S-box of not- linear layers mainly intended to design for
hardware optimization.

Add round key

Add round key

Fig 3: Block diagram of PRESENT

Each round consists of the following 3 steps: 1- AddRoundKey: Key XORed with a cipher. 2- Substitution:
Used 4 bits S-box. 3- Permutation: Used P-layer.
AddRoundKey:

Given round key K= g3 ...k for 1 <i < 32 and current state bes ...0o, addRoundKey consists of the operation for 0 <j <
63,bj — b D «';.
SBoxlayer:
The S-box used in present is a 4-bit to 4-bit S-box. The action of this box in hexadecimal notation is given in the following
table.

r ||0|1(2|3|4|5|6|7|8|9|A|[B|C|D|E|F
Slz][[c|5|6|B|9|0|A[D|3|E[F|8]|4[7|1]2

For sBoxLayer the current state b63 ...b0 is considered as sixteen 4-bit words wis ...Wo where w; = b4xi+3||b4*i+2||b4xi+1||b4*i
for 0 <i < 15 and the output nibble S[wi] provides the updated state values in the obvious way.
pLayer :

The bit permutation used in present is given in the following table. Bit i of the state is moved to bit position P(i).

i 0|1(2]|3|4|5(6|7(8]9|10|11({12(13|14]|15
P(i)|| 0 |16(32]48| 1 [17|33|49| 2 [18|34|50| 3 [19|35|51
i 16|17 (18(19]20(21 22|23 (24 (25|26 |27|28|29|30(31
P(i)| 4120|36(52| 5 |21|37|53| 6 |22]|38|54| 7|23|39]|55
i |[32(33]34[35(36(37(38(39(40(41 (42|43 (4445|4647
P(i)|| 8 [24|40|56| 9 [25|41|57|10|26|42|58|11|27|43|59
i 48149 (50|51 (52|53|54|55|56|57|58|59|60|61|62|63
P(i)[[12]28]44|60[13[29|45|61]14|30|46|62|15|31[47|63
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The key schedule:

The key schedule of PRESENT can take keys of either 80 or 128 bits. However, we focus on the version with 80-bit
keys. The user-supplied key is stored in a key register K and represented as kzokzs . .ko. At round i the 64-bit round keyK; =
Keakez . . .ko consists of the 64 leftmost bits of the current contents of register K. Thus at round i we have that: Ki = xgsxes . . .
k0 = kzokzs . . . kig. After extracting the round key Ki, the key register K = kzokzs . . . Ko is updated as follows.

1. [K79k78 . . . k1k0] = [k18K17 . .. k20k19]
2. [k79Kk78k77k76] = S[k79K78k77k76]
3. [k19k18k17k16k15] = [k19k18k17k16k15] & round counter.
IV SIMULATION AND RESULT ANALYSIS Matlab platform for cryptography algorithms

In this section, we work with MATLAB and it is a high-level language and a comfortable environment for numerical
calculations, visualization and programming. Using this platform we can create models, develop algorithms, and applications.

Simulation of AES algorithms

In the first step Initialisation of AES components are done like S-box creation and poly matrices are creation. In the
second step round function command such as the shift rows, mix columns, cipher, encryption pseudo codes are written.
function [ ark ] = ARK(¢,d)

function [ bs ] = BS( round_temp )
function [ out ] =s_box(i,j) function [ sr]=SR(bs)

function [ roundout ] = KS( roundin )

These functions are performed in the MATLAB for AES encryption process.

R ] 2 -
Ry ¢ Arayze code 2T e | () B0
o T e A omvewes  Gameee B B
ot e TTE et i Wetaee v Gt '+ o & Lessom
o5 > simn ety » MATLAD
..... 3 *| [ rume
Mok
L5 G AICRCH IEARY E I o |

Fig: simulation results of AES encryption

The plaintext of size 128bits are given as input using a symmetric key enable to four-byte oriented operations are performed to get
the cipher text. The four-byte oriented operations involve substitution of bytes, shifting rows, mixing of columns, and add round
key. This four-byte oriented operation undergoes 10 rounds for simulating 128bit input plaintext and gives the cipher text out so,
encryption is done. The number of rounds depends on the size of the key used in this process. All this entire process is done in HP
desktop 64-bit operating system with 4GB-RAM, i5 processor, and 2.20 GHz frequency.

Experimental Results and Analysis for AES
A block of pain text data of 128 bits is given as input to the AES encryption algorithm. A master key of size 128 bit is used
by encryption algorithms. Experiments are conducted to find out, one round encryption time and full encryption.

A.One round encryption time:

This time is measured by using tic toc command available in the Matlab. This command used at the beginning and end of
the one round of encryption code. The measured key set up time is ranging from 0.017s to 0.021s corresponding to same master key
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values.

Table 1.Time for Encryption for different inputs for one round in AES

Bao Input value Output value Encryption time
(hexadecimal value) (hexadecimal value) (sec)
[Datal  G606002000920542 D4 ASBA4E0S3 140DYE 0.0176
0A005B484C 00 5ASD B2 1F 5463 3F 8F 62 66
Data2  2E06082D364C0742  FS AE DL FD 9D C1 83 | 0.01748
0A0DS53 0C 4200 SAOD | Ad DA 14 43 2A SFASFF
69
| Data3  095678342156904587 SBT0EL 92 5A87671D 0.1759
437453 1100 83 67 954221354 32 1F9BF4
Datad | 00 08 OB 08 4C 00 00 00 | 8C 83 14 1F 7C 64 69 FB | 0.02130
090000 0000 00 0600 | 00 AS 75 54 4F B4 0D
Datas  430238371204110827 82 1E6E 93 D7 58 54 AF  0.01520
08 59 SBOC 02 4E03 4BBD B3 47 ES DEAZ 89

B. Full encryption time:

This is measured using the method described in the one round encryption time measurement. The tic toc command used in the
beginning and the end of the main program.

Table 2: Time of Encryption for different inputs for all round in AES
Charpar valar

{hexndecimal value) [5ec

Hone Ingmit vahie Encrypdinm dines:

{hexadecinnl valoe)

Dalal O505002000920542 D9 A3 B4 G023 L10DRE 00105
CACOSDABACTO ZASD B3 IT5A 53 3T BT 6265

Data 2 A 06 OB 1SS0S BN AR N RO B AS 011w
DA S 004N 00 AT DA T2 45 A YR 35 K 6

Data 3 | 0% 56 78 54 21 56 90 45 EB 70 E1 92 54 87 67 1D | 01162
E745 74 58 11 00 88 67 954221 8482 1F9B F4

Data4 | 00 03 OB 03 4C 00 00 00 EC 83 14 1F 7C 94 69 FB | 0.1205
Q0000 OFODODOGOF O A9 75 54 4F B4 0D

Data5 | 43 02 38 37 12 04 11 08 &2 LE 6E 98 T 58 54 AF | 0.1215
270856 SBOCOI4E(E | 4B BDBE 47 ES OE A2 86

Simulation of PRESENT algorithm
In the first step Initialisation of PRESENT components are done like S-box creation and p-layer box creation.In the second
step round function updates, pseudo codes and key schedule are written.
function [ ark ] = ARK( a,b ) function [ out ] =s_hox(e,d)
function [round _n]= BS( round_temp ) function [round_ out]=update(BS)
These functions are performed in the MATLAB for PRESENT encryption process as similar to AES
Experimental Results and Analysis for PRESENT
A block of pain text data of 64 bits is given as input to the PRESENT encryption algorithm. A master key of size 80 bit is
used by encryption algorithms. Experiments are conducted to find time encryption.

Full encryption time:

This is measured using the method described in the AES algorithm encryption time measurement. The tic toc command used in
the beginning and the end of the main program.
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Table 2: Time for Encryption for different inputs for all round in PRESENT

S.n Inpat valoe Ontpnt value Encryption thme
{hexadecimal yalue) (hexadectmol valne) (S00)

a1 AU IO I SR I ER EEDD % 110

Dulx2 | 250608238 1C0T42 | 123156 .8 DCTA CCBA | 0.078

It U0 (S4B 0 A8 AR AD DIV EILYE 164 A% 1 TR0

Duls4 | 10080308 4C060000 | IET60195ACAS A1 F4 | 0.210

e SRR VAOATT IR RV ATURCARI (R 0240

Implementation of algorithms on microcontroller

This section provides the results on implementation of both algorithms in AVR atmega 32 microcontrollers by using
Arduino IDE followed by pre-implementation done by Proteus tool. Due to its easy usage, its low paper consumption and the freely
available developments and the freely available development tool, the AVR microcontroller family is widely used in many areas of
embedded systems.Typical application areas involving security for WSN and smart cards.

Implementation of AES algorithms

In our work first we intend to implement AES-128 algorithms on the ATmega32 8 bit microcontroller integrated chip using simple
C codes in Arduino IDE and our simulation is carried out by using Proteus tool to test and verify the encryption. The results are
monitored using a virtual terminal.

A block of pain text data of 128 bits is given as input to the AES encryption algorithm and a master key of size 128 bit is
used by encryption algorithms. Coding is written using embedded c¢ language in Arduino ide. The hex file function is called for
Proteus implementation of AES algorithms.

Fig5: Proteus layout of atmega 32

[nitializing AES12S...

Key: zyxwoutsrqponnlk

nencrypted data: hello jothineena
Encrypted data:
ODFFFFRFIBIARRFFFFIGFFFRFRC2FFFEF
Decrypted data: hello jothineena

- _

Fig6: Encryption Result of AES algorithm

The input is given as string value and corresponded encrypted values are obtained in hexadecimal values.
Implementation of PRESENT algorithms
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As done in AES algorithm implementation the same procedure is repeated for PRESENT algorithms. A block of pain text
data of 64 bits is given as input to the PRESENT encryption algorithm and a master key of size 80 bit is used by encryption
algorithms coding are written using embedded c language in Arduino ide.The input is given as long integer value and corresponded
encrypted values are obtained in long integer value.
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3 ANEAONC NN O] B NRR A ONEH R NONWNIE Y
N

EONACYORORRQWATORAANEEADGHNARS LB 1
CIDASGLENOINNOWEROJANGAWABNNAWENNALD
¢ OJATAOWANNGANNAQRANANEJNUGORNRYEY
SANARGEVONENANICONC RN ENRAWUNRRNYY
EY NS OO JUNDORANYANWNWANONAUEORRWA &
LA QUIC AR NENEWIANINJAWNNWEYGONONGE o
BURWAGROASEWANDERONANY WY WMATAL §
N OJARNURSGYNEANYONNWNE B OGEWRYNE n
G OONNENYAEONGUBOAMMNWANIEEBWLEWS
B OANNUNEARNOAIENOURJWRNORE] A NWERR
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¥ BRI AOWANBOWALWONEY A NG W OAY AN

OJOPRURAL U] PENARMIORREONEHN YRUA

Fig 7: Encryption Result of PRESENT algorithm

And the memory required for both algorithms are monitored and tabulated.

Table 4: memory required for both algorithms

Algorilbm Meuory wage(kh)
ARS (T

Presend ‘ 1303

Theses Encryption technique can be implemented on microcontrollers in Sensor nodes to guard the information and prevents
communication from unauthorized access of information thereby achieving confidentiality.

HARDWARE IMPLEMENTATION

Hardware implementation of AES

The above figure shows the hardware implementation of AES algorithm on the 8bit microcontroller. The results of encryption

data are displayed using 16x4 LCD display
CONCLUSION

The above work provides a secure communication in wireless sensor nodes using cryptographic algorithms. It describes different
types of symmetric cryptographic algorithms and also explains the working steps of AES and PRESENT algorithms. Furthermore,
the encryption and decryption for various data using AES and PRESENT algorithms are simulated through MATLAB. The time
required for AES and PRESENT algorithms for encryption and codes are measured. Also, this work implements the AES and
PRESENT algorithms on an 8-bit microcontrollers to provide fast and secure communication in sensor nodes. AES algorithm is
compared with a PRESENT algorithm based on the requirements of memory size to encrypt a given data using Arudino IDE
tool.Finally, hardware implementation of AES algorithm is done.
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