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                                                                                               ABSTRACT 
Cloud environments are scalable and cost-effective, but they are also highly susceptible to cyberattacks, such as Distributed 

Denial of Service (DDoS) attacks, which can exhaust resources and impact availability. To counter these threats, this research 

investigates supervised machine learning techniques for identifying such attacks in real-time based on the BCCC cPacket Cloud 

DDoS 2024 dataset. Following deep preprocessing and exploratory data analysis, a multi-class classifier was employed to 

differentiate between benign, suspicious, and attack traffic. Of the models to be compared, the Decision Tree Classifier achieved 

the highest mark with an accuracy rate of 96.8 percent, which indicates its ability to categorize the majority of cases of traffic 

accordingly. The other models, including K Nearest Neighbors, Ridge Regression, Logistic Regression, and Linear Support Vector 

Classifier, had lower levels of accuracy, with Decision Tree always delivering the best. The results confirm that the Decision Tree 

is the best and most efficient model for precise real-time identification of DDoS attacks in cloud systems. 

Keywords: DDOS, Cloud Environment, Machine Learning, Cyber-attack. 

 

 

1. INTRODUCTION 
Cloud environments have transformed contemporary computing through their enhancement of scalability, elasticity, and cost 

efficiency, making possible the foundation of digital services in industries (Sarker et al., 2022). Unfortunately, their distributed nature 

exposes them to serious security attacks, where the most common one is Distributed Denial of Service attacks, which overwhelm 

network and computational resources, causing service  

unavailability and financial loss (Islam et al., 2022).  

These attacks are especially difficult in cloud environments, as resources are distributed dynamically and high traffic can hide 

malicious activity (Alashhab et al., 2022). Traditional detection methods, such as signature-based and rule-based detection, are usually 

unable to match the changing tactics of attacks and continuously improving adversaries (Mihoub et al., 2022). These traditional 

approaches are static and cannot offer accurate, real-time detection in real-time cloud environments, necessitating the adoption of 

more intelligent, dynamic solutions (Almaraz-Rivera et al., 2022). Machine learning has emerged as a viable solution to this problem 

with its capacity to learn from vast traffic data, recognize sophisticated attack patterns, and evolve to counter nascent threat forms 

(Alduailij et al., 2022).  

Unlike static detection systems, machine learning models are capable of generalizing from past experiences to identify and anticipate 

Distributed Denial of Service attacks more accurately and effectively (Liu et al., 2022). Traditional supervised models and deep 

learning strategies have been proven in recent studies to be feasible for detecting network traffic abnormalities across various 

environments (Ramapatruni et al., 2019). Specifically, real-time detection with the application of machine learning allows for 

benign, suspect, and malicious traffic to be categorized with almost zero latency, which is important in the prevention of attacks 

before impacting system performance (Islam et al., 2022). 

This paper is a comparative study of the five supervised machine learning models, i.e., Decision Tree, K Nearest Neighbors, Logistic 

Regression, Ridge Regression, and Linear Support Vector Machine, for real-time identification of Distributed Denial of Service 

attacks against cloud infrastructure.  

The models are contrasted utilizing the BCCC cPacket Cloud DDoS 2024 dataset, which offers end-to-end traffic traces needed for 

strong training and validation (Lee et al., 2023).  
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An accurate preprocessing procedure guarantees the stability and accuracy of the data set, and exploratory data analysis discovers 

patterns and relationships between features that are essential for successful classification (Matsuzaka & Uesawa, 2023). Scikit learn is 

used for model deployment and testing using metrics such as accuracy, precision, recall, F1 score, inference time, and confusion 

matrix analysis to offer a comprehensive performance metric (Jamieson et al., 2023b). 

The importance of this study is that it is a significant contribution to enhancing cloud security by systematic comparison of machine 

learning methods that achieve prediction accuracy and retain computational efficiency. Through the determination of the best model, 

especially in real-time scenarios, this study enables more intelligent detection systems with a capability to protect cloud systems 

against constantly changing Distributed Denial of Service attacks (Hendren et al., 2022). Along the journey, it not only emphasizes the 

role of machine learning in contemporary cybersecurity but also provides hands-on tips about how to choose algorithms that can 

provide consistent, timely, and scalable security in real-world cloud environments. 

2. LITERATURE REVIEW 
This literature review examines the application of machine learning to enhance the identification of Distributed Denial of Service 

(DDoS) attacks in cloud computing, whose scalability and shared environment make the infrastructure extremely susceptible to these 

attacks. The essay goes ahead to address traditional methods that include rule-based and signature-based solutions as no longer 

adequate in countering changing and advanced pattern attacks due to their inflexibility and failure to yield accuracy when applied in 

dynamic environments. Therefore, instead of depending on conventional methods that are not timely and exact, scientists have been 

seeking machine learning methods capable of handling vast traffic data, revealing intrinsic patterns, and presenting exact predictions 

in real-time. The following-cited papers are valuable contributions in such research, such as novel methods, achievements in 

performance, and loopholes calling for future innovation in cloud services' real-time security systems. 

According to AlSaleh et al. (2024), A DDoS Cloud Attacks Detection and Classification Framework Using Bayesian Convolutional 

Neural Network came 

up with a novel method that combines Bayesian inference and convolutional neural networks to identify Distributed Denial of 

Service attacks in cloud-based systems.  

In addition to classifying benign and attack traffic, uncertainty estimates are also produced to enable improved decision-making in 

real-world applications. Experimental performance showed that Bayesian CNN posted a remarkable accuracy of 99.66 percent, far 

superior to existing detection models. The strongest aspect of the work is that it excels in multi-class classification, but there is a vast 

disparity in the evaluation for different cloud providers, restricting its generalizability in real-world multi-tenant deployments. 

According to Songa et al. (2024), an Integrated SDN DDoS Attack Detection/Defense and Anomaly Primary Cause Localization 

Framework for Cloud Computing proposed a sophisticated  Software Defined Networking-based detection and defense technique. The 

framework unites anomaly detection and anomaly root-cause localization, facilitating prevention and rapid response to Distributed 

Denial of Service attacks. Comparative comparison of machine learning classifiers showed that the highest performing configuration 

reached a high accuracy of 99.92 percent. This proves the effectiveness of SDN-based defenses in cloud environments. The 

research also identified a potential limitation in the use of SDN controllers, which would be a potential point of failure, and 

experiments were limited to certain cloud environments; hence, external validity was limited. 

According to Bamasag et al. (2022), RT-EDyNet: A Multi-Agent Real-Time DDoS Attack Monitoring and Detection System 

for Cloud Computing Environments proposed a cooperative and distributed detection based on various monitoring agents in the cloud. 

Various machine learning classifiers have been applied to cloud traffic, and Random Forest was the best performing with an accuracy 

rate of 99.38 percent. The system proved to be functional in real-time attack monitoring, proving that a distributed agent-based 

architecture is scalable with cloud systems. Nevertheless, studies found there was no benchmarking between adversarial attack testing 

and cloud service providers, something that would possibly make it difficult for the system to adjust. 

According to Awan et al., 2021, Real-Time DDoS Attack Detection System Using Big Data Approach designed a scalable detection 

pipeline based on Apache Spark to solve high-speed cloud traffic streams. Several classifiers were tried under the big data system, and 

the optimal model was created to obtain 99.5 percent accuracy while being low in latency. This outcome highlights the strength of big 

data systems in identifying large-scale detection. Despite showing remarkable results, the study was tainted by a lack of cross-dataset 

validation and an inability to focus enough on low-rate stealth attacks that continue to pose a daunting challenge in contemporary 

Distributed Denial of Service defence. According to Alduailij et al. (2022), Machine-Learning-Based DDoS Attack Detection 

Using Mutual Information and Random Forest Feature Importance Method emphasized the essence of feature extraction in ensuring 

model performance for cloud traffic classification. Through the use of mutual information and Random Forest feature importance, 

authors reduced dimensions and increased detection efficiency. Random Forest and ensemble learning algorithms obtained about 99 

percent accuracy, depicting the advantage of feature selection targeted towards particular characteristics. Nonetheless, the limitation 

was also the use of binary classification, limiting the model from handling nuanced traffic categories, as well as testing insufficiency 

when there are changes in cloud traffic patterns due to concept drift. 

According to Bhardwaj et al. (2020), a Hyperband Tuned Deep Neural Network With Well-Posed Stacked Sparse Autoencoder for 

Detection of DDoS Attacks in Cloud applied deep learning methods using stacked sparse autoencoders and Hyperband hyperparameter 

search for optimizing detection performance.  

The deep neural network produced over 99 percent accuracy on cloud DDoS datasets and was among the top-performing methods. 

Although successful, the model's lack of interpretability and complexity are concerns for real-time deployment within the cloud, and 

its resilience to noisy multi-tenant environments was not exhaustively considered. 

This literature review highlights that machine learning algorithms always attain high accuracies in identifying Distributed Denial of 

Service attacks in cloud systems, usually more than 99 percent performance on a variety of datasets and experimental configurations.  
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Although the best high-performance models include Random Forest, Bayesian CNN, and deep neural networks, all the surveyed 

papers document shortcomings in cross-cloud validation, dynamic low-rate attack pattern adaptability, and interpretability towards 

practical implementation. Such shortcomings remind us to pursue further research on large-scale, interpretable, and robust 

detection mechanisms that can defend existing cloud infrastructures from ever-changing attack modes. 

 

3. METHODOLOGY 
This methodology describes the systematic steps taken to conduct a comparative study of machine learning models for real-time 

Distributed Denial of Service detection in cloud computing networks. The major aim was to critically analyze the performance of five 

supervised learning models, i.e., Decision Tree, K Nearest Neighbors, Logistic Regression,  

Ridge Regression, and Linear Support Vector Machine, on the BCCC cPacket Cloud DDoS 2024 data. The methodology was 

conscientiously designed to be accurate, consistent, and equitable at all steps of data preparation, analysis, model deployment, and 

appraisal. 

3.1 About Dataset 

The dataset used for this study is the BCCC cPacket Cloud DDoS 2024 dataset, a large collection of cloud traffic logs specifically 

tailored for Distributed Denial of Service detection research. The original data contained 540,494 rows and 319 columns that encode a 

broad array of numerical features defining numerous properties of network traffic behavior, with a single categorical label column to 

determine classes of benign, suspicious, and attack traffic. For enhancing quality and pertinence, extensive cleaning of data was done, 

which included removing duplicate attributes, fixing invalid values, verifying data types, and removing duplicate records. This 

processing reduced the dataset to 518,965 rows and 46 columns to only keep up with high-quality and relevant features for analysis. 

The distribution of discrete and continuous variables in the data and the multi-class labeling is best suited for the data to be utilized for 

training and testing machine learning algorithms for real-time DDoS detection in the cloud. 

3.2 Data Preprocessing 

Data cleaning was performed to ensure that the data is accurate, reliable, and ready for the subsequent data analysis and model training 

steps. 

First, the dataset was streamlined to focus only on the most relevant attributes by selecting a subset of the original columns of the 

dataset. Columns considered redundant, irrelevant, or unlikely to contribute meaningfully to the classification task were excluded. 

This targeted feature selection was guided by domain knowledge of network traffic analysis and DDoS detection, and complemented 

by exploratory data analysis, ensuring that only variables with significant relevance and predictive value for distinguishing between 

attack, benign, and suspicious traffic were retained. This step not only reduced dataset dimensionality and computational complexity 

but also helped minimize the risk of overfitting, thereby improving the overall efficiency and effectiveness of the machine 

learning models. 

Second, the dataset was examined for the presence of missing and infinite values, as these anomalies can distort statistical analysis and 

negatively impact model performance. However, no such values were detected, confirming that the dataset was complete and ready for 

subsequent preprocessing and modeling steps, without the need for additional imputation procedures. 

In addition, the dataset was checked to identify columns containing negative values. Several features were found to contain negative 

entries. For time-based attributes (durations), negative values are not logically valid sincetime cannot be less than zero. Consequently, 

these values were converted to their absolute equivalents, ensuring that all time-based features represented realistic, non-negative 

durations. In contrast, delta-related features, which represent the difference between two measurements, can legitimately assume 

negative values, as the magnitude and direction of change may vary. Thus, these values were retained without modification to avoid 

distorting potentially meaningful variations in the data. This correction preserved the integrity of the dataset and maintained 

consistency for subsequent analysis and model training. 

Moreover, the data types of all columns were carefully examined to ensure they were correctly assigned. This verification step is 

essential to prevent type-related  inconsistencies that could affect calculations or model training. The inspection confirmed that each 

feature had the appropriate data type, thereby enabling accurate processing, analysis and interpretation. 

Additionally, the dataset was examined for single-valued columns, i.e., features containing the same value for all entries. Such features 

provide no variability and thus contribute no discriminative power to the model. No single-valued columns were found in the 

dataset, ensuring that all retained features offered potential informational value for pattern detection and classification tasks. 

Finally, several duplicate rows were found in the dataset. These are records containing identical values across all features. If left 

unaddressed, these entries could over-represent certain patterns and introduce bias. Thus, the duplicate entries were removed to ensure 

a cleaner, more balanced dataset, ensuring that model training was based on accurate and unbiased information. 

3.3 Exploratory Data Analysis 

The dataset used in this study is the BCCC-cPacket-Cloud-DDoS-2024 dataset (available on Kaggle). 

Initially, the dataset contained 540,494 rows and 319 columns. Following a rigorous data cleaning process, the dataset was reduced 

to 518,965 rows and 46 columns, ensuring that only relevant and high-quality attributes were retained for analysis. 

Only the label column is categorical; it contains distinct class values that represent different types of cloud traffic. All other features 

are numerical, comprising both continuous and discrete measurements extracted from network traffic statistics. 
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Table 1 presents a summary of each column, including its data type, number of unique values, and range of observed values. 
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The categorical field ‘label’ serves as the target variable in this study. It categorizes cloud traffic instances into three distinct classes: 

Benign, Suspicious and Attack. Benign represents legitimate, non-malicious cloud traffic. Suspicious denotes anomalous traffic 

patterns that do not conform to normal behaviour and may indicate potential security threats. An attack refers to confirmed malicious 

traffic associated with DDoS activity. 

This target variable is central to this classification task, where the objective is to accurately predict the class of a given network traffic 

instance based on patterns and characteristics derived from the other features in the dataset. The ability to correctly identify each class 

is critical for enabling real-time detection and mitigation of DDoS attacks in cloud environments. 

The figure below illustrates the variation in the average number of backwards packets across the three traffic categories. Benign traffic 

demonstrates 

the highest volume of backwards communication, consistent with the bidirectional data exchange expected in normal cloud operations. 

Suspicious traffic also shows a moderately high level of backwards packets, suggesting irregular but not entirely disrupted 

communication patterns. 

In contrast, Attack traffic exhibits a substantially lower average, reflecting the minimal backwards communication typically associated 

with DDoS incidents, where the primary objective is to overwhelm the target rather than facilitate normal two-way communication. 

 
          Figure 1: Average Backwards Packet Count by Traffic Category 

Figure 2 presents the average size of the initial TCP window bytes for each traffic category. The initial TCP window bytes refers to 

the amount of data (in bytes) that a sender is permitted to transmit before receiving an acknowledgment from the receiver during the 

initial phase of a TCP connection. 

Among the three classes, Attack traffic exhibits the highest average, indicating a larger initial TCP window allocation compared to 

benign and suspicious traffic. This may be indicative of attempts to maximize data transmission early in the connection 

to rapidly overwhelm the target system. 

Suspicious and Benign traffic display comparatively lower averages, reflecting more typical or restrained connection initiation 

patterns. 

                             Figure 2: Average Initial TCP Window Size by Traffic Category 

Figure 3 displays the distribution of forward header bytes for each traffic category. Forward header bytes represent the total size of 

header information, in bytes, sent in the forward direction of network communication. 

Benign traffic exhibits the widest range, spanning roughly from 20 to around 50 bytes, which reflects the variability expected in 

normal, diverse cloud interactions. Suspicious traffic follows with a noticeably narrower range, generally between the 20 and about 

30 bytes, suggesting less variation in header sizes for potentially anomalous connections. 
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Conversely, Attack traffic displays the smallest range overall, with most values clustered closely around its median, approximately 40 

bytes, indicating more uniform header structures often characteristic of automated or scripted DDoS traffic. 

 
                      Figure 3: Distribution of Forward Header Bytes by Traffic Category. 

Figure 4 shows the average Down/Up rate for each traffic category. The Down/Up rate measures the ratio between the amount of data 

received (downloaded) and the amount of data sent (uploaded) during a network connection. 

Benign traffic has the highest average Down/Up rate; however, the value remains moderate, reflecting the responsive data exchanges 

typical of normal cloud operations. 

Conversely, Attack traffic exhibits the lowest average Down/Up rate, consistent with DDoS activity, where incoming requests far 

exceed outgoing responses due to the target being overwhelmed or unresponsive. 

 
Figure 4: Average Down/Up Rate by Traffic Category. 

Figure 5 depicts the maximum handshake duration observed for each traffic category. The handshake duration refers to the time 

required to complete the TCP three-way handshake process, which establishes a reliable connection between a sender and a receiver 

before data transfer begins. Benign traffic exhibits the longest maximum handshake duration, reflecting normal variations in network 

latency and connection setup times.On the other hand, Attack and Suspicious traffic have much shorter maximum handshake 

durations, likely because many connection attempts are incomplete or aborted, a common characteristic of DDoS attacks where rapid 

requests are made without fully establishing reliable connections. 

                                                                   

 

 

 

 

 

 

 

 

Figure 5: Maximum Handshake Duration by Traffic Category. 

 

Figure 6 presents the average change in packet length between consecutive packets for each traffic category. This metric captures how 

the size of packets varies from one transmission to the next. Notably, Attack traffic is the only category exhibiting a positive change 

in packet length, indicating that packet sizes tend to increase slightly from one packet to the next. This pattern reflects the automated 

nature of DDoS attacks, where packets are systematically generated by scripts or bots to maximize disruption. 
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               Figure 6: Average Change in Packet Length by Traffic Category. 

Figure 7 illustrates the average count of ACK flags for each traffic category. The ACK (acknowledgment) flag in TCP packets 

indicates successful receipt of data and is essential for reliable communication. 

Attack traffic shows a markedly low average count of ACK flags compared to Benign and Suspicious traffic. This reflects the 

incomplete connections typical of DDoS attacks, where responses from the target are minimal or absent, resulting in minimal 

acknowledgment of received packets. On the other hand, Benign traffic shows a substantially higher average, indicating normal, 

bidirectional communication and proper acknowledgment of received packets. This stark contrast highlights the potential of ACK flag 

patterns as a discriminative feature for distinguishing attack traffic from legitimate cloud traffic. 

 

                                                                             Figure 7: Average ACK Flag Count by Traffic Category 

3.4 Label Transformation 

Feature selection was conducted as part of the data cleaning phase. Since all features in the dataset are numeric, no additional 

encoding was required for the input variables. However, the target variable, label, is categorical and contains non-numeric values, 

which cannot be directly used in most machine learning algorithms. 

To address this, a new column, label_num, was created. In this column, numerical codes were assigned to represent each class: 0 for 

Benign, 1 for Suspicious, and 2 for Attack. This transformation enabled the target variable to be directly incorporated into model 

training while preserving the categorical distinctions between traffic types. 

See Figure 8 for the distribution of cloud traffic instances across these three categories. 
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Figure 8: Class Distribution of the Target Variable 

 

4. MODEL DEVELOPMENT AND EVALUATION 
Prior to running machine learning algorithms or other stochastic processes, a fixed random seed value of 21 was set to ensure 

reproducibility and consistent results across multiple runs of the code. 

The dataset was then split into two subsets: a training set comprising 70% of the data and a testing set comprising the remaining 30%, 

with stratification based on the target variable to preserve class proportions. The training set, being the larger portion of the dataset, 

was used to train the machine learning models. During this process, the models learn patterns and relationships from the training data 

in order to make accurate classifications. 

The machine learning algorithms employed in this study include Decision Tree, K-Nearest Neighbors, Logistic Regression, Ridge 

Regression, and Linear Support Vector Machine. After training, the models were evaluated on the test set using relevant evaluation 

metrics, allowing for an assessment of 
their generalization ability on unseen data. 

The results of this evaluation are presented in the table below, allowing for a comparison of how well each classifier performed on 

this task. 

Note: The precision, recall, and F1-score in the table below are computed using the macro-averaging approach. This approach 

calculates the metric for each class individually and then takes the unweighted average across all classes, treating each class equally 

regardless of its size. By giving equal weight to each class, macro averaging ensures that the evaluation metrics reflect the model’s 

performance across all classes, providing a more balanced and informative assessment of the models’ effectiveness in detecting 

Benign, Suspicious, and Attack traffic. 

Table 2: Evaluation Results 

 

 

 

 

 

 

 

 

 
 

 

 

 

Figure 9 presents the accuracy scores of the different machine learning models evaluated on the test set. Among the classifiers, the 

Decision Tree Classifier achieved the highest accuracy, demonstrating strong predictive performance and its ability to capture the 

underlying patterns in the dataset. K-Neighbors Classifier also performed well, reflecting its effectiveness in classifying instances 

based on similarity in feature space. 

Ridge Classifier and Logistic Regression showed moderate accuracy, indicating that while they can capture some of the relationships 

in the data, their linear assumptions may limit performance in this multi-class DDoS detection task. In contrast, the Linear Support 

Vector Classifier (Linear SVC) recorded the lowest accuracy, suggesting that it is less suitable for this dataset. 

http://www.ijariit.com/


Oduwunmi Odukoya et.al., International Journal of Advance Research, Ideas and Innovations in Technology  

(ISSN: 2454-132X) 

© 2025, IJARIIT - All rights reserved.  Website: www.ijariit.com        Talk to Counselor: 9056222273      Page: 30  

 

 

 
                                                            Figure 9: Accuracy Scores of Machine Learning Models. 

Figure 10 shows the macro precision scores of the evaluated models. The Decision Tree Classifier achieved the highest macro 

precision, demonstrating strong capability in making correct predictions across all traffic categories. On the other hand, the 

Linear Support Vector Classifier recorded the lowest macro precision, suggesting that it frequently misclassifies instances, and is 

therefore less effective for distinguishing between the classes in this DDoS detection task. 

 

 

 

 

 

 

 

                 

                                                                     

 

                                           Figure10: Macro Precision Scores of Machine Learning Models 

Figure 11 presents the macro recall scores of the evaluated machine learning models. The Decision Tree Classifier achieved the 

highest macro recall, indicating its strong ability to correctly identify instances from all traffic categories. The Linear Support 

Vector Classifier recorded the lowest macro recall, suggesting its limited effectiveness in detecting all relevant instances in this 

multi-class DDoS detection task. 
 

                       

                                           Figure11: Macro Recall Scores of Machine Learning Models.
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Figure 12 presents the macro F1-scores of the evaluated machine learning models. The Decision Tree Classifier achieved the highest 

macro F1-score, demonstrating a strong balance between precision and recall across all traffic categories. The Linear Support 

Vector Classifier recorded the lowest macro F1-score, reflecting its limitations in capturing the full complexity of the multi-class 

DDoS detection task. 

 
                                                Figure 12: Macro F1-Scores of Machine Learning Models. 

Figure 13 shows the inference times of the evaluated machine learning models, measured as the time taken to make predictions on 

the test set. Logistic Regression exhibited the fastest inference time, followed closely by Ridge Classifier and Linear SVC, 

indicating their suitability for real-time deployment. The Decision Tree Classifier also performed efficiently, with slightly longer 

inference time. In contrast, K-Nearest Neighbors showed a significantly higher inference time, reflecting the computational cost of 

comparing new instances to all training samples during prediction, which   

may limit its practicality in real-time DDoS detection scenarios. 

 
                       Figure 13: Inference Times of Machine Learning Models 

Tables 3 to 7 present the classification reports for each machine learning model. Each report provides a detailed summary of the 

model’s performance across all traffic categories, including key metrics such as precision, recall, and F1-score. These reports show 

the strengths and limitations of each model in detecting Benign, Suspicious, and Attack traffic. 
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From the table above, the classification report for the Decision Tree Classifier shows that the model achieved very high 

performance on the Benign and Attack classes, with precision, recall, and F1-score all close to 0.99 and 0.96, respectively, 

indicating that it correctly identifies most instances in these categories.  

The Suspicious class shows lower performance, with precision, recall, and F1-score around 0.72, suggesting that the model finds 

it more challenging to distinguish anomalous traffic from other classes. 
 

 

From the table above, the classification report for the K-Neighbors Classifier shows that the model performs well on the Benign and 

Attack classes, achieving high recall of 0.98 and 0.95, which indicates reliable classification of these categories. However, its 

performance on the Suspicious class is noticeably lower, particularly in recall (0.52), suggesting that the model struggles to correctly 

identify all instances of anomalous traffic. 
 

From the table above, the classification report for the Logistic Regression model shows that the model performs reasonably well on 

the Benign class, achieving precision and recall of 0.90 and 0.92 respectively, indicating reliable identification of normal traffic 

instances. Its performance on the Attack class is moderate, with precision, recall, and F1-score between 0.81 and 0.87, showing 

that the model can detect most DDoS traffic. In contrast, the model completely fails to classify the Suspicious class, with precision, 

recall, and F1-score all at 0.00. This suggests that Logistic Regression model is unable to detect anomalous traffic in this dataset, 

likely due to the complexity of the class boundaries or class imbalance. 

 

 

The classification report for the Ridge Classifier shows that the model performs well on the Benign class, achieving precision, 

recall, and F1-score around 0.90–0.93, indicating strong identification of normal traffic instances. For the Attack class, performance is 

moderate, with precision and recall scores of 0.84 and 0.87, showing that the model identifies most DDoS traffic.  
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However, the model struggles with the Suspicious class, achieving very low precision and zero recall and F1-score, which highlights 

its inability to correctly identify anomalous traffic. 
 

 
The classification report for the Linear Support Vector Classifier shows that the model achieves moderate performance on the Benign 

class, with a precision of 0.92 but a recall of only 0.59, indicating that while predictions are often correct, many normal traffic 

instances are missed. The Attack classifier has a higher recall (0.86) but lower precision (0.51), suggesting that the model identifies 

most attack instances but also produces several false positives. The Suspicious class shows the poorest performance, with low 

precision, recall, and F1-score around 0.20, highlighting the model’s difficulty in detecting anomalous traffic. 

Overall, Benign traffic is consistently the easiest class to identify across all models. Most classifiers achieve high precision and recall 

for Benign instances, indicating that normal cloud traffic exhibits stable and consistent patterns that the models can reliably detect. 

Suspicious traffic, however, poses the greatest challenge for all classifiers. Precision, recall, and F1-scores are consistently low for 

this class, reflecting the difficulty in correctly identifying anomalous traffic. This may be due to its intermediate characteristics, which 

overlap with both Benign and Attack patterns, as well as the smaller number of Suspicious instances in the dataset. 

4.2 Confusion Matrices 
Figure 14(a–e) presents the confusion matrices for the evaluated models, illustrating how each model predicted the different cloud 

traffic categories. These matrices provide a visual summary of the models’ performance for each class, showing the number of 

correctly classified instances along the diagonal and misclassifications in the off-diagonal entries. 

The Decision Tree Classifier shows strong overall performance but incorrectly classified 1,260 Benign instances, 1,746 Suspicious 

instances, and 2,007 Attack instances. 

The K-Nearest Neighbors Classifier misclassified 1,665 Benign instances, 3,001 Suspicious instances, and 2,528 Attack instances. 

The Logistic Regression classifier inaccurately classified 7,978 instances of Benign traffic and 6,505 instances of Attack traffic. It 

completely failed to identify any Suspicious instances, which were all classified as either Benign or Attack traffic. 

The Ridge Classifier mislabeled 6,497 Benign instances and 6,468 Attack instances while detecting only a single instance of 

Suspicious traffic. 

The Linear Support Vector Classifier exhibited the poorest performance overall, misclassifying 40,593 Benign instances, 5,034 

Suspicious instances, and 7,042 Attack instances. 

These results reinforce the earlier observations that Benign and Attack traffic are generally easier to classify than Suspicious traffic.
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                                Figure 14 (a-e): Confusion Matrices of Machine Learning Models 
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5. DISCUSSION OF RESULTS 
The Decision Tree Classifier demonstrated the highest overall performance among the evaluated machine learning models. It 

achieved an accuracy of 96.8%, indicating that it correctly classified the vast majority of instances in the test set. Its macro precision, 

recall, and F1-score were all approximately 88.9%, reflecting strong and balanced performance across all three traffic categories–

Benign, Suspicious, and Attack. These results indicate that the model is effective at capturing the distinguishing patterns in the dataset 

while minimizing misclassifications. Moreover, the Decision Tree Classifier exhibited a fast inference time of 0.1029 seconds, 

highlighting its suitability for real-time DDoS detection where timely predictions are critical. 

The K-Nearest Neighbors Classifier achieved a strong performance with an overall accuracy of 95.4%, correctly classifying most 

instances in the test set. Its macro precision, recall, and F1-score were approximately 87.5%, 81.7%, and 84.1%, respectively, 

reflecting good performance across all three traffic categories. One notable limitation of this model is its high inference time of 

330.6965 seconds, which is significantly longer than that of the other models due to the computational overhead of comparing each test 

instance to all training samples. This implies that its practical deployment for real-time DDoS detection may be constrained by 

computational efficiency. 

The Ridge Classifier achieved an overall accuracy of 87.7%, indicating moderate performance in correctly classifying the test set 

instances. Its macro precision, recall, and F1-score were 66.1%, 60.2%, and 59.0%, respectively, reflecting moderate 

effectiveness across all three traffic categories, particularly for the minority Suspicious class. Despite these limitations, the Ridge 

Classifier benefits from a relatively fast inference time of 0.0604 seconds, making it suitable for scenarios that require timely 

predictions. 

The Logistic Regression model achieved an overall accuracy of 86.7%, indicating moderate performance in correctly classifying 

instances in the test set. Its macro precision, recall, and F1-score were 57.0%, 59.7%, and 58.3%, respectively, reflecting a 

significant drop in balanced performance across the three traffic categories, with zero precision and recall for the Suspicious traffic 

category. While the model performs reasonably well in identifying Benign and Attack traffic, it struggles to detect Suspicious 

instances, likely due to overlapping patterns and class imbalance. However, Logistic Regression exhibited the fastest inference time of 

0.0373 seconds, demonstrating high computational efficiency and suitability for real-time applications, although its predictive 

accuracy for this DDoS detection task is limited. 

The Linear Support Vector Classifier demonstrates limited utility for effective DDoS detection. It recorded an overall accuracy of 

66.2%, indicating relatively low performance in correctly classifying instances in the test set. Its macro precision, recall, and F1-score 

were 54.6%, 54.7%, and 51.9%, respectively, reflecting limited effectiveness across the three traffic categories. While the Linear SVC 

maintains a fast inference time of 0.0606 seconds, which is suitable for real-time applications, its predictive accuracy is significantly 

lower compared to other evaluated models. 

Considering the above results, the Decision Tree Classifier outperforms all other machine learning models used in this study, making 

it the most suitable choice for this DDoS detection task. It achieved the highest overall accuracy of 96.8%, indicating that it correctly 

classified the vast majority of instances in the test set. Its macro precision, recall, and F1-score are all approximately 88.9%, 

demonstrating consistent and reliable performance across all three traffic categories. It also had the lowest number of 

misclassifications. The Decision Tree Classifier also exhibits a fast inference time of 0.1029 seconds, making it highly suitable for 

real-time DDoS detection in a cloud environment. This combination of accuracy, balanced class performance, and computational 

efficiency justifies its selection as the most effective and efficient machine learning model for real-time detection of DDoS threats in 

cloud environments. 

 

6. RESEARCH GAP 
This research directly addresses the gaps identified in existing studies in the context of existing efforts across the literature review and 

augments the contribution of DDoS detection in cloud environments. AlSaleh et al. (2024) achieved incredibly high accuracy with a 

Bayesian CNN but conceded an evaluation gap across heterogeneous cloud vendors as escalating issues towards application 

practicability. Also, Songa et al. (2024) designed an SDN-based architecture with 99.92 percent accuracy but with the shortcoming of 

relying on SDN controllers that establish single points of failure. Bamasag et al. (2022) designed an agent-based architecture 

that was scalable but with no benchmarking against various providers and adversary techniques. In comparison to these studies, the 

current work offers a different solution in terms of computational efficiency and multi-class classification for a real dataset with a 

distinction between attack, suspicious, and benign traffic. The highest-rated algorithm, Decision Tree Classifier, achieved 96.8 

percent accuracy with balanced precision, recall, and F1-measures of 88.9 percent and was also found to be strong for all three 

categories of traffic. Above all, its 0.1029-second high-speed inference affords real-world practicability for real-time detection, 

closing the most critical efficiency and flexibility chasms neglected or under-emphasized in existing work. 

It also builds and extends Awan et al. (2021), Alduailij et al. (2022), and Bhardwaj et al. (2020) contributions in terms of 

methodology. Awan et al. detected scalability with Apache Spark but didn't properly describe stealthy low-rate attacks, while 

Alduailij et al. demonstrated the advantage of feature selection without using binary classification solely. Bhardwaj et al. advanced 

detection to over 99 percent accuracy using deep neural networks, but added higher complexity and reduced interpretability and 

thereby made real-time deployment in multi-tenant networks difficult.  
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This paper surpasses such constraints by employing a multi-class classification technique that allows it not only to identify attack 

traffic but also suspicious traffic, which is necessary for proactive defense against low-rate and adaptive attacks. Also, with the use of 

interpretable models such as Decision Trees accompanied by comparative analysis with more basic techniques such as Logistic 

Regression and Ridge Regression, this research strikes a balance between accuracy, scalability, and interpretability. In doing so, it 

bridges the existing gaps among the discussed research works by providing a detection mechanism that is accurate, efficient, 

interpretable, and tunable and thus better poised to be deployed within dynamic cloud environments in reality, whose attack methods 

often keep altering.  

 

7. CLOUD CYBERATTACK DETECTION USING DECISION TREE 
This research confirms that the Decision Tree Classifier is an extremely effective technique for identifying Distributed Denial of 

Service attacks on cloud networks. It recorded the highest accuracy of 96.8 percent compared to all the models that it was 

benchmarked against, with highly balanced macro precision, recall, and F1-scores for benign, suspicious, and attack traffic classes. 

The model's capacity to accurately identify non-linear traffic patterns without any compromise on inference time makes it suitable for 

real-time operation in cloud settings. Notably, the Decision Tree is also explainable, and security developers can understand how 

features lead towards classifications, importantly in cybersecurity spaces where interpretability increases trust and usability (Lee et al., 

2023). 

The effort in this research contributes further to cybersecurity developers and academic researchers. There has been high accuracy 

using previous research work with models like ensemble learning and deep neural networks, but most of the methods were criticized 

for excessive computational overhead and insensitivity in real-time settings (Matsuzaka and Uesawa, 2023). On the other hand, the 

Decision Tree model described here achieves high accuracy without this complexity and hence breaks the trade-off between accuracy 

and efficiency. Anomaly detection models for smart security systems too were observed to be crippled by scalability when 

utilized for high-speed data streams (Ramapatruni et al., 2019). The Decision Tree breaking this issue by achieving quicker inference 

with ability to support robustness with high-scale cloud datasets (Saad et al., 2011). 

From the perspective of a cybersecurity development, this research provides an easy solution to implement on current monitoring 

models, real-time classification without a need for substantial computational setup (Saeedi, 2019). Other studies also noted that 

DDoS counter measures from blockchain technology, promising as they were, would be more likely beset with deployment 

complexity and hence light solutions like Decision Trees are more feasible for rapid deployment on company systems (Singh et al., 

2020). Research on blockchain-based DDoS mitigation also proposed the need for its integration with active prevention based on 

machine learning detection, a focus where Decision Trees can strengthen distributed environments (Wani et al., 2021). Machine 

learning of detecting botnet traffic also demonstrated interpretability to be the essence in separating malicious activity, a lesson also 

found in this research (Stevanovic and Pedersen, 2016). 

Finally, this study contributes to the knowledge by bridging gaps in scalability, interpretability, and flexibility, which were previously 

recognized as drawbacks in cloud-based detection systems (Saghezchi et al., 2022). It contributes to ongoing controversy in machine 

learning research where transparency and fairness in performance are key challenges in security application (Sahu et al., 2023). In 

addition, it has practical use in cloud-specific DDoS detection by combining dependency on binary classifiers with the incorporation 

of multi-class differences for enhanced detection and diminished false positives (Saini et al., 2020). On the whole, the Decision Tree 

Classifier is beneficial to the discipline in that it provides a robust, interpretable, and computationally lightweight model that enhances 

real-time protection mechanisms in clouds while providing a solid basis for future cybersecurity construction (Singh et al., 2020). 

 

8. CONCLUSION 
Cloud platforms are central to modern digital infrastructure, yet are extremely vulnerable to Distributed Denial of Service attacks due 

to their scalability and shared resources. Classical detection methods have fallen short, necessitating the use of adaptive machine 

learning methods. The study compared certain classifiers and believed the best to be the Decision Tree, with 96.8 percent 

accuracy, balanced precision, recall, and F1-measures of 88.9 percent and an inference time of 0.1029 seconds. This establishes its 

appropriateness for real-time DDoS detection in cloud environments. 

The research contributes to the base of earlier work by moving away from binary detection to multi-class classification, so as to 

provide improved detection of malicious traffic that is often absent in earlier works. In contrast to sophisticated models that have high 

resource needs, Decision Tree provides performance alongside interpretability, filling a wide usability gap. This contribution 

empowers developers with a deployable solution alongside laying the groundwork for scalable, interpretable, and efficient cloud 

cybersecurity defense. 

 

9. RESEARCH CHALLENGES 
The challenges encountered in this research are mostly attributed to the intricacy of dealing with real-time actual cloud traffic data and 

the inability of certain machine learning algorithms to yield balanced detection for all traffic categories. Class imbalance, for example, 

was one of the problems encountered in the form of suspicious traffic detection, which resulted in models like Logistic Regression 

and Ridge Classifier performing poorly in giving consistent precision and recall.  
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The second issue was computational cost, because models like the K-Nearest Neighbors were very accurate, but inference times 

were very slow, meaning they could not be used in real-time deployment. 

 In addition, training models to generalize well across traffic conditions was difficult because other algorithms would break when 

presented with overspilled traffic patterns. Another limitation is the reliance on a single data set, which limits testing against adaptive 

and adaptive Distributed Denial of Service tactics. These challenges point out the trade-offs in usability on actual deployments, 

efficiency, and precision. 

 

10. FUTURE WORK AND RECOMMENDATIONS 
Future research will need to complement this work by testing the Decision Tree model on heterogeneous cloud deployments and 

various real-world datasets in order to make it more generalizable. Although the model performed extremely well in controlled 

environments, its performance in multi-tenant and cross-provider environments could introduce new issues necessitating further 

refinements. Another significant direction is to counter low-rate and stealth Distributed Denial of Service attacks, which go unnoticed 

with the light traffic they generate. The incorporation of advanced feature selection techniques or hybrid models that leverage 

Decision Trees in conjunction with ensemble learning or deep learning models would further improve detection accuracy without 

compromising computational performance. Furthermore, adaptive learning processes to acquire the ability to adapt traffic patterns and 

concept shift in cloud networks will make the system more robust. Finally, explainable artificial intelligence methods will be 

employed to provide greater transparency so that cybersecurity experts are able to comprehend and believe in model choices so as to 

properly implement them in mission-critical cloud infrastructure. 
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