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ABSTRACT

With the current digital era, document authenticity and existence verification become increasingly valuable across industries,
including legal services, intellectual property protection, and business regulation. Authenticity and existence verification via
conventional methods is usually centralized and entity-dependent, which may introduce privacy concerns, points of failure, and
extra expenses. This paper presents the design and construction of a decentralized document verification system as an open-
source system using blockchain smart contracts to safely register cryptographic proofs of digital material. The solution
emphasizes ease, privacy, and usability using just smart contracts without storing actual document information on-chain or off-
chain. By allowing users to calculate cryptographic hashes locally and directly interact with the blockchain, the system preserves
immutable, transparent, and verifiable records while not compromising on confidentiality.

Keywords: Blockchain, Smart Contracts, Document Verification, Data Integrity, Decentralized Applications, Web3,
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1. INTRODUCTION
Higher digitization of information has brought newer issues related to the authenticity, integrity, and ownership of digital records.
Falsification, unauthorized tampering, and intellectual property conflicts are common issues that current centralized systems are
not able to address effectively. Conventional methods such as digital signatures, centralized timestamping services, or
conventional notarization rely on trusted third parties, which can lead to high costs, limited access, and even vulnerabilities.
Blockchain technology, with its immutability, decentralization, and transparency, offers an interesting solution to verifying
documents. It has the ability to offer irrefutable evidence of document existence without disclosing or storing the content by
capturing cryptographic proofs of existence on public blockchains. The method, often referred to as "Proof of Existence," offers
data integrity combined with confidentiality assurance.

This article proposes an open-source document verification system on Ethereum and Polygon smart contracts. The platform allows
users to upload the hash of any document onto the blockchain, which is then made publicly verifiable and permanently stored. The
solution is light, does not need additional infrastructure apart from the smart contract itself, and can be easily integrated with different
front-end applications.

2. BACKGROUND AND RELATED WORK
There are various digital document verification techniques like Public Key Infrastructure (PKI), central digital signature services,
and blockchain-based notary services. Each has strengths and weaknesses:

i PKI and Digital Signatures: While widely used, they are dependent on Certificate Authorities (CAs) whose
honesty is of the essence. Private key management and certificate revocation remain thorny issues.

ii. Centralized Timestamping Services: These offer temporal proof of document existence but are prone to
centralization attacks and international unavailability.
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iii. Blockchain Notarization Platforms: New platforms leverage blockchain to archive document hashes, but most
entail complex arrangements, custodian storage of data, or reliance on middleman services.

The solution proposed here is based on simplification by using smart contracts only, eliminating off-chain storage or middlemen in
a centralized fashion. This is centered on maximizing privacy, reducing costs, and enabling verification independently by any party
that has access to the blockchain.

In order to better outline the advantages and trade-offs of the proposed solution, Table 1 contrasts prominent characteristics of
existing document verification practices with our smart contract-based solution.

APPROACH DECENTRALIZATION PRIVACY COST THIRBEPARTY COMPLEXITY
DEPENDENCY

PKI + Digital Medium to

Medium Medium
Signatures High
Centralized
. . None Low Low Yes Low
Timestamping
Blockchain Yes
. X . Low to i i
Notarization Medium R Medium (Platform- High
. Medium
Platforms (Custodial) dependent)
OpenTimestampts . i High (technical
. . High High Low No A
(Bitcoin-based) barrier)
Proposed Solution . . X
High High Low No Low to Medium

(Smart Contracts)

The contrast illustrates that the design achieves a desirable trade-off among privacy, decentralization, cost-effectiveness, and
usability without third-party reliance.

3. SYSTEM ARCHITECTURE AND DESIGN
The proposed system consists of two primary components:
Web Application: A lightweight front-end built with modern web technologies (React, TypeScript, Ethers.js) that allows
users to upload documents locally, compute cryptographic hashes (such as SHA-256), and interact with the smart contract
deployed on Ethereum Sepolia or Polygon Amoy testnets.

Smart Contract: A Solidity-based smart contract that maintains a public mapping of document hashes to metadata
including the owner’s address, registration timestamp, and optional document name. Key functions include:

i. registerDocument — Allows users to register a document by submitting its hash and optional name.
il. verifyDocument — Enables anyone to retrieve stored metadata and verify the authenticity of a given
document hash.
iii. getUserDocuments — Returns all documents registered by a specific address.
iv. updateDocumentName — Allows the original owner to update the document’s name.

The design ensures that no actual document content is stored or routed on-chain or off-chain. Each sensitive data remains local to
the user device, and only the hash—a fixed-length irreversible summary—is uploaded to the blockchain. The design emphasizes
security, privacy, and decentralization with lower operational complexity.

4. SMART CONTRACT DESIGN
The core of the system outlined is the Solidity smart contract, which is designed to be minimalist, transparent, and autonomous.
The contract uses mappings to associate document hashes with structured metadata, allowing for effective recall and verifiability.

Key design elements include:

Mappings:
mapping(bytes32 => DocumentMetadata) public documents;
mapping(address => bytes32[]) public userDocuments;
Struct:
DocumentMetadata holds the document hash, timestamp, owner address, and an optional document name.
Modifiers:
Ensure that documents cannot be registered twice.
Restrict document name updates to the original owner.
Events:

Emission of the DocumentRegistered event on successful registration facilitates on-chain auditability and external
listening.
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The contract is deliberately minimalist to reduce gas usage and enhance security while avoiding storage of sensitive or actual
document data.

5. WEB APPLICATION IMPLEMENTATION
The web application is the user interface to the blockchain, performing critical functionality without intruding on data privacy:
File Upload and Hashing:
Users select a file or enter text.
The application computes the cryptographic hash locally using SHA-256.
Blockchain Interaction:
The computed hash, along with optional metadata, is sent to the deployed smart contract.
Users can verify existing document registrations or update metadata via wallet signatures.
Technologies Used:
React, TypeScript, Ethers.js for blockchain interaction.
MetaMask or compatible wallets for transaction signing.

No files or hashes are transmitted to any server, ensuring maximum privacy and compliance with decentralized principles.

6. USE CASES AND APPLICATION
The solution can be applied in various spaces where document integrity and authenticity are essential:
Intellectual Property Protection:
Creators can register digital content (art, code, designs) to establish authorship and creation date.
Legal and Contractual Agreements:
Contracts or agreements can be hashed and registered to provide immutable evidence of existence and terms.
Business Compliance and Audit:
Companies can timestamp internal policies, compliance documents, or operational procedures.
Creative Industries:
Musicians, writers, and digital artists can protect their creations without revealing sensitive content.
Decentralized Applications (dApps):
dApps can integrate document verification as part of governance, intellectual property, or supply chain solutions.

This versatility demonstrates the system’s potential for broad societal and economic impact.

7. EVALUATION AND DISCUSSION

The solution has been deployed on Ethereum Sepolia and Polygon Amoy testnets for testing and demonstration. Initial testing

underscores the following results:
Cost Efficiency: Low gas usage is guaranteed by the minimalistic approach, making document registration affordable on
both Ethereum and Polygon blockchains.
Privacy Assurance: Since nothing from the document content or hash ever transmits from the user's device (apart from
the public hash uploaded to the blockchain), privacy is naturally maintained.
Immutability and Transparency: Records are permanently immutable and publicly transparent after being registered,
which can be verified independently.

Limitations: - Scalability can be constrained by network congestion and price volatility of gas on public blockchains. - The solution
provides proof of existence but not proof of transfer of ownership or advanced legal enforceability. - Usability can be increased
further to bring it to non-technical users.

Future development can include integration with Decentralized Identifiers (DIDs), layer-2 scaling solutions, and cross-chain
interoperability.

7.1 Security Considerations and Potential Attacks
While the solution improves privacy and decentralization, there are some security factors that must be considered for it to be
secure:

Replay Attacks: An attacker may attempt to resubmit hashes of old documents in new scenarios. Prevention lies in
timestamping each record and validating each hash's novelty via the smart contract.

Sybil Attacks: The attackers can forge many identities to register an explosion of users. But as explained previously, every
registration takes a gas price, economically deterring such attacks.

Hash Collisions: Cryptographic hash functions like SHA-256 are assumed to be resistant to collisions, but increased
computational power could be a threat. Periodic review of hashing standards is recommended.

Front-Running or Transaction Manipulation: Similar to any public blockchain transaction, front-running transactions
may be attempted by the attacker. This is prevented with effective handling of nonce and future layer-2 implementation.
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Future work might incorporate other mechanisms such as zero-knowledge proofs or decentralized identity schemes to further
enhance security and privacy.

7.2 Performance Evaluation: Transaction Speed and Cost

In order to measure the efficiency of the proposed document verification system in the real world, experiments were conducted on
two public blockchain networks: Ethereum Sepolia testnet and Polygon Amoy testnet. The same document text — "I Love
Document Verifier!" — was registered in both cases using the deployed smart contract.

The measured metrics are presented in Table 2, including transaction timestamps, block confirmation times, gas consumed, and gas
price for both networks.

CONFIRMATION GAS USED GAS PRICE
NETWORK
TIME (S) (UNIT) (GWEI)
Polygon Amoy 3.8 142.472 25.999
Ethereum Sepolia 12.9 142.472 1.5001

The results indicate that Polygon Amoy provides significantly faster confirmation times compared to Ethereum Sepolia. While the
two chains executed the transaction using the same amount of gas, Polygon's gas price was higher in nominal Gwei but irrelevant
in USD terms due to lost native token value.

These findings highlight the necessity to select an appropriate blockchain network based on desired speed, cost, and degree of
decentralization for document verification use cases.

8. CONCLUSION
This paper presented the design and implementation of a light-weight, decentralized document authentication system that is built
on smart contracts and does not rely on centralized servers or off-chain storage. By allowing users to generate and register
cryptographic proofs directly on public blockchains, the solution enhances trust, transparency, and privacy in digital document
management.

That the project is open-source favors adoption, adaptation, and innovation. With blockchain technology continuing to develop,
such decentralized verification systems have tremendous potential to safeguard intellectual property, ensure data integrity, and
ensure governance transparency in the private and public sectors.
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